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Abstract

Call to Order & Agreement on Agenda

Meeting called to order on Monday, July 8, 2002 3:30pm by Dave Halasz.

Chair: Dorothy Stanley volunteered to serve as secretary until Frank Ciotti arrives.

Chair: Discussion on the Agenda 

Chair reviewed proposed agenda:

Proposed Agenda:

Monday


- Chair’s Status


- Submissions

Tuesday


- Comment Resolution


- AES Mode Discussion – 1PM Start time

Wednesday 


(no meetings scheduled)

Thursday


- Continued Comment Resolution


- Other Submissions


- Prepare for next meeting

Chair: Are there any comments on the agenda?

No Discussion. Agenda adopted.

Submissions:

Jon Edney & Dave Halasz - 02/393

Bernard Aboba – 02/389

Jesse Walker & Nancy Cam-Winget – Changes to WRAP algorithm – Action item to bring in line with key changes

Tim Moore – Update to 298R1 - Monday

Paul Lambert – Interaction of QOS & AES Modes – Tuesday AM

Thomas Hardjono - 02/401- 802.11 Certificate Herarchy - Thursday

Jon Edney -109r1 – Temporary MAC address – Early in week

Carlos Rios – Preshared Key extensions – Tuesday AM

Tim Moore - Threat Analysis

Tom Studwell - AES Modes

Stefan Rommer - Integrity Protection in Public Access

Dorothy Stanley 02/412 – Side Channel Options

Dorothy Stanley 02/413 – AES Comment Resolution

Chair Presented order of Presentations. Any Issues?

Monday: Presentations

Presentation: Jesse Walker – Changes in 2.2

Editor’s report on Draft 2.2. 

From Sydney, had two main changes, one additional -TSN, incorporate 02/298, introduce WRAP terminology. 

Procedural Issue: Does key management belong in TGi or in 802.1?  See clause 8.5.  While incorporating the key management, realized that this is an 802.1X protocol.  TGi is not chartered to write 802.1X protocols.  Could define, and then take to 802.1X.  Risk – next letter ballot comments will say that it is not our charter.  However, we need it done for completeness.  Have made this section informative.  Going forward, need normative in either .1X or .11i.

Chair: There are state diagram interactions, 02/198 key descriptor changes. Put description in 802.11i, get key descriptor number from 802.1X. Dave has discussed with Tony Jeffries.

Comment: Met with 802.1X, have state machine interlock variables in the latest 802.1aa draft.

Comment: 802.3ah passed a motion to ask for key mgt. Contact Howard Frazier. This is a generic problem in secure shared networks.

Comment: Benefit if we integrate ours into 802.1X. 

Comment: 802.1X is port based. Up to the individual technology to adapt the MAC & PHY to an access control port.

Comment: 802.1 is amenable to working with others.

Comment: Need to have it someplace where it becomes normative text.

Comment: Would like to get a ruling on where to make this normative. 

Comment: We are defining more than key descriptors. We’re defining 802.1X protocol messages.

Chair: From a practical standpoint, it is easier to put it in .11i, but we’re defining a .1X protocol. If editor highlights this as a problem, will get comments back. Useful – offline discussion Dave H, Jesse, Stuart, Tony Jeffries.

Comment: Current 802.1aa draft not completely in synch. Simplified to one state variable. They did not do exactly what we were proposing.

Jesse: There are discrepancies in text after adding text voted in at Sydney

Technical issue #1 - Privacy algorithm constraints and IBSS. 

WEP – uses a stream cipher. If a keys + IV is re-used, loss of privacy results.

TKIP – uses the stream cipher. Does re-play protection. Assumes you have a new key on each session.

WRAP/OCB – Have an offset which is dependent on the sequence number – if keystream is re-used, loss of privacy results.

AES-CCM – CTR mode – If counter with same key is re-used, a loss of privacy results.

All of the encapsulation methods fail if the keystream is re-used. Thus, need a fresh key for each session. 

Clause 7.3.2.17. – No key management with IBSS, thus no mechanism to get a fresh key.

Clause 8.4.1 – Give a key to someone, and they start using it.  Need to derive fresh temporal or operation key (key, IV pair).  Don’t have a way to guarantee a fresh key in each session. Have confused the need for a simple implementation with a simple way for the user to use an IBSS. By failing to support key confirmation handshake in the IBSS, have converted a specification problem into a user problem.  Find a way to include the key confirmation handshake into IBSS.

Comment: 02/298 had a fix for this, but 02/298 is not incorporated into the draft text. Required keeping track of the IV. Also have another presentation. Current key confirmation handshake won’t work in an IBSS. 

Chair: There has to be some agreement on how ad-hoc is handled.

Technical Issue # 2 – Side Channel Solution Clause 8.8

Comment: We need to have a discussion on the side channel requirements.  Current solution uses a GTK derivation. I don’t believe this is a correct algorithm. You don’t reuse keys that were assigned for one purpose for another purpose.  Need to look for other solutions. 

Three solutions: AP generates key, stations agree on key, third – go back to authentication server. 

Comment:  AP is trusted to see the data, so why is it a problem?

Technical Issue #3 – Multi-cast algorithm. Clause 8.5.1.3

The AP uses the Master key of first station to associate is used as a basis to generate the group/multi-cast key. This also violates the principal of key reuse.  Need to agree that Access Points can generate good random numbers. RADIUS anti-replay requires good sources of random numbers. 

Also, there is no way to communicate the current IV. Attacker can replay these messages to a new participant.

Technical Issue #4 – Key confirmation handshake. Clause 8.5.5.6

In order to guarantee liveness, the protocol assumes you have a fresh key.  A replay attack exists.

Comment: Replay protection is based on nonces within a session.

Jesse: But nonces are random initially, and then incremented. Protocol is not immune to man-in-middle attack. No messages to intertwine the random info from both parties.  If either nonce is predictable, can be spoofed.

Comment: Random nonces make no difference.

Comment: But to do what?

Reply: Convince one party that the exchange has completed when it hasn’t.

Comment: Had this discussion in Santa Barbara. Agreed on the current solution with Doug and Russ.  Doug also feels there is an issue here.

Agree to continue discussion later.

Comment: What about the model of the AP creating keys for the side channel peers?

Jesse: On Side Channel, we need to adopt one of three models, and I believe 2 of them don’t work.  I don’t like the model where the AP generates a key for use by the peers.  This violates 802.1x.  The model of going back to the AS is the right solution, but we don’t have a protocol for that.  I think that is the right solution for multicast as well.

WECA has adopted SSN as short term solution for networking. Implies changes to draft.

Discussion: 8.3.3.4.11.  

Comment: Change of text regarding even/odd sequence numbers.  Doesn’t seem like it would work. Is this legacy text?  Incompatible with other QoS text.  I didn’t see when this was adopted.

Reply: Yes, this is legacy text.  It was adopted in Austin.

Comment: Have a different way to do this, partition the nonce space differently.

Jesse: There will be a submission on WRAP tomorrow, and this will be addressed.

Presentation: Tim Moore - doc 02/298r1

Follow-up presentation on 02/298 presented at Sydney.  Several vendors have implemented 298. Issues since Sydney:

1. Clarifications

2. Technical changes.  3 of 4 are already implemented, just need to fix in the document. 

· RSN Information element – which required, and in which messages, use of the secure bit. 

· Still places that talked about WEP. 

· 802.1X key state machines specification

· Negotiation of ciphers must be done early. But they’re not integrity checked. Can’t detect this in the current draft. Attack could change AES and TKIP IE from AP to only TKIP and force STA to use TKIP.  

· Comment: But this is within the AP’s policy.

· Jesse: But it forces a situation you would not have chosen.

· Tim: Tried to move negotiation until after the key was distributed, but too difficult.  Put IE in 4-way handshake.  If IE’s don’t’ match, you’ve been hacked.  Also needed for pre-authentication.

· In pre-authentication scheme – need cipher info protected also. 

· Clarity on what can be checked & when. Should this be normative? Could the checks be tested? If so include.

· Integrity check messages from Supplicant to Auth.

· Authentication state machine corrections

· 802.1X & key exchange

· 282 & 298 – exactly which info – 

· TKIP differences between doc 281 and 282 re: 48bit IV.

· Fragmentation – adding Michael – impact of the larger packet.

· Internal consistency on TKIP mixing definition.

· What is mandatory and what is optional? Start of PICS pro forma. 

Chair: No motion needs to be made at this time.

Comment: Will changes from 802.1aa be incorporated?

Tim: Clint and I will get together to discuss this.

802.1aa document available on 802.1 website:  Access info:

www.ieee802.org/1/mirror/8021/aa-drafts/d3/802-1aa-d3.pdf

Userid: p8021

Password: go_wildcats

Recess until 7:00pm

Resume 7:07 pm

Presentations for comment resolution

Presentation: Dave Halasz -  doc 02/393r0 - IBSS Solution with 802.1X

Dave: Marty mentioned problem during teleconference with broadcast in IBSS – each STA needs its own broadcast key.  Wanted a solution similar to RSN protocol.  Each STA authenticates with each other STA and exchanges shared keys.  Authenticator and AS are co-located.  Simple EAP method.  Two pair-wise master keys in each STA.  

Comment: Same derivation of temporary keys from PMK?

Dave: Yes

Comment: Starts with shared key?

Dave: It can be something simple like shared key, or LEAP.

Comment: If the STAs have to exchange keys, how do they distribute keys securely (e.g., TLS)?

Dave: With EAP TLS the PMK gets established.  The group key gets delivered.  That part is still the same.

Comment: Do you need something like EAP TLS for the key distribution?

Dave: I’m not indicating the EAP method to use, other than it be easy to set-up.

Comment: We set some guidelines for the EAP methods to use

Dave: We said it had to be mutual.

Jon: There is always a PMK in every situation.  The solution we’re proposing here is the same as for the ESS case.

Dave: For STA broadcasts in infrastructure, it is sent twice: unicast to AP, AP then broadcasts.  In IBSS, each STA sends broadcast directly and must have its own broadcast key.

Jesse: Once a key is setup in each direction, how do you know if the msgs that are received are from who they say they are?

Comment: Are you referring to a Man-in-the-Middle attack?

Jesse: Yes

Dave: It is the same as the current model.  If it is open to Man-in-the-Middle attacks,  then so is everything else we’ve done.

Jesse: Not if we do EAP-TLS or EAP-TTLS.  The authentication protects itself if the key distribution works correctly.  There is no notion of a session here.

Comment: What are you trying to protect?  Pkts in which direction?

Dave: I’ve shied away from TTLS because of the certificate server issue.

Jon: The purpose of a two-way authentication is for having different group keys.

Comment: They both have to be mutual authentication.

Dave: If I’ve authenticated you, then I will transmit to you, but not receive from you.

Comment: If you don’t do mutual, then you need to tie the two one-ways together.  Otherwise neither will transmit.

Dave: It is the responsibility of the receiving STA to authenticate the STA that is transmitting to it.

Comment: How are the two PMK keys linked?

Dave: It is more state info

Comment: So you’re saying by the MAC addr?

Dave: Yes

Comment: Since each STA has to keep track of the keys for each other STA in the IBSS, is this a scalability issue?

Dave: It scales as well as an IBSS network does.

Comment: Essentially you are using key mapping rules with different rules for broadcast?

Dave: Yes

Comment: There may be an issue with IP broadcast (i.e. DHCP)

Comment: Must be careful, not everyone will hear broadcast.  Duplicate IP addr check may fail.

Dave: Hidden node problem.

Comment: Can you even have an IBSS with hidden nodes?  What about beacons?

Dave: Yes 

Comment: Not all the rules should be expected to apply in a dysfunctional IBSS.

Comment: Co-locating the AS into the STA may not be doable on a low resource device.

Dave: From my own experience, this can be very small.

Jesse: In favor – using the same infrastructure architecture is good.  If different, we’re guaranteed it will not

Comment: PAE question…

Comment: What number of LB comments were related to this?

Dave: Don’t have exact number, but many.

Comment: This pushes both of the ad-hoc methods in 02/298 together.

Dave: If people feel this is something we want to move forward with, let us know so we can make a motion.

Comment: My only concern is the number of keys that will need to be held in the radio card.  

Comment: What I was hoping for was something simpler – like 4 way handshake.

Comment: You should be able to do whatever method you like – including PSK

Dave: The ad-hoc solution is more difficult than the infrastructure – opposite of what you would think.

Tim Moore has offered to work with Dave to develop this further.

Comment: Does this work for side channel?

Dave: I don’t know right away, but I think it may.

Comment: Make a general IBSS solution that works, and then cut it down to AP only and use it for side channel.

Comment: On slide 7, is it a mutual authentication in both directions?

Comment: Yes.

Presentation: Carlos Rios – doc 02/431 Pre Shared Key RSN Extensions

Enrollment, auth, key mgt.

Draft 2.2 has some big holes for IBSS.  802.1X doesn’t always fit IBSS case.  Simple BSS (SoHo) needs a solution.  This may work well for Side Channel as well.  Complement to 802.1x, doesn’t replace it.  Still a need for private pairwise communications.  A need for guest communications.

Doc 02/432 contains details of implementation.

Carlos intends to propose Motion to add 02/432r0 to draft later this week.

Comment: Does this work for side channel?

Carlos: Greg’s proposal handles this better.  This is mainly for guest accounts.

Comment: What about broadcast keys?

Carlos: Why are broadcasts needed between STAs?

Comment: ARP

Carlos: We need to discuss later.

Comment: What is the difference on pg 14 over 4 way-handshake?  They seem to be the same.

Carlos: They could be.

Comment: What does this give you that we don’t already have?

Carlos: MAC layer protocol.

Comment: Using the same PRF?

Carlos: Yes - the keys are derived the same way.

Presentation: Thomas Hardjono – doc 02/401r0 Certificate Hierarchy for the WLAN Industry

Information presentation.  Work with WECA and Wisper community.

Current work not 802.1X based.  Russ Housley is working on an extension.  Bernard Aboba also has RoamOps IETF document.

Working today in cable industry (DOCSYS).  Certificate and key pair are embedded in cable modem.  Issued by vendor, signed by Cable Labs.

Jesse: Upon roaming, what prevents me from roaming to an undesirable BSS?  Where is the access control?

Thomas: It is up to the user

Comment: There is a potential for WISP2 to defraud WISP1.  What is needed is something that is signed by the private key of user1.

Comment: How fast does a transaction take place during a roam?

Comment: 2.5 roundtrips on reconnects.

Comment: That’s 2.5 public key operations.

Comment: Not on reconnects.

Comment: AAA server can validate STA cert immediately.  However the STA cannot immediately check if the AAA server cert has been revoked.  Needs IP connectivity first.

Jesse: It seems like we need a recommended practice of how to tie certificate to server.

Thomas: Yes.

Recessed until tomorrow at 10:30am

Tuesday 10:30am

General Announcement:

Dave Halasz talked to 802.1 chair about interactions between the two groups.  There will be discussions about this during the 802.1 technical plenary tomorrow at 10:30am.

Presentation: Paul Lambert –doc ???: QoS Interactions

Issues have been discovered with integrity checking in the proposed OCB mode and QoS.  Need to have separate replay counter per QoS and include QoS TCID in nonce.  CCM has included more of the header – this is good as long as none of these fields change.  Sequence number cannot be integrity checked when using QoS.

Jesse: The reason for protecting those is that the protection is at the MPDU level to protect against fragmentation attacks.  Are you going to suggest how to avoid this if we don’t protect the sequence number?

Comment: the MAC sequence number is already per TID

Paul: But they could be swapped around.

Comment: Only during burst ACK, otherwise fragments should be in order.

Paul: Yes

Comment: since sequence number is per TID, the sequence number can be assigned when placed in the queue, not at time of transmission.

Comment: Could you describe the attack that you are attempting to protect against?

Paul: Integrity attacks – fragment splicing.  Fragments within same TC get replaced and pass integrity checking at the MAC level.  May be meaningless at the MSDU level.

Paul: A combination of using the More bit and replay counter could prevent attacks.

Comment: You don’t wait for the attack to fix it.  You design to avoid it.  You need 2^128 order to be secure.  99% we have with WEP.

Paul: The reference to even/odd sequence numbers in the current draft is no longer needed.  Won’t work for IBSS.

Comment: The placement of the stack reassembly needs to be defined

Motion by Paul Lambert: 

“WRAP replay counter processing shall provide a unique counter per QoS traffic class.  Current limitations on counter (odd-even increments) shall be removed and replaced with unique counters that increment by one.”

Second: Greg Chesson

Motion to amend by Peter Loc:

“Current limitations on counter (odd-even increments) shall be removed and replaced with unique counters that increment by one.”

Second: Paul Lambert

No discussion

Vote: 64-0-3 passes

Discussion on amended motion

POI: Current OCB uses src addr, dst addr and seq number.  The nonce space needs to be protected.
Paul: Keep the use of one key for xmt & recv.  The src & dest addresses were mixed in which provide nonce uniqueness.

Comment: The reason the src &dest were added was to avoid Man-in-the-Middle attacks.

Jesse: We need a way to provide uniqueness for the nonce in each direction.  Take out one of the addresses and treat as Associated Data, or use two keys (one in each direction).

Comment: Is there a technical objection to the odd/even?

Paul: Objection in IBSS determining which is to use – even or odd.

Comment: Use lowest MAC addr.

Paul: That is not in the text.

Comment: Is this intended to change text in clause 8. 

Paul: Yes, on pg 52.

Comment: If approving would require nonces in hardware, I would not like to see this pass.

New main motion:

“Current limitations on counter (odd-even increments) shall be removed and replaced with unique counters that increment by one.”

Moved by Paul Lambert
Second: Greg Chesson

Vote: 7-32-29 fails

Presentation: Jon Edney – doc 02/109r2 - Temporary MAC Addresses for Anonymity

Currently, one identity can be traced when roaming among ESS’s (against anonymous EAP methods).  Network assigns locally administered temporary MAC address.  The same MAC used within ESS.  AP advertises ability to assign MAC addresses in beacons and probe responses.  One new IE required.  

Comment: How can you assure uniqueness when roaming?

Jon: It is assumed that you will roam within the ESS.  Out of TGi scope to ensure addr is unique within ESS (implementation issue).

Comment: MAC adder must be checked against other MACs with BSS.  Might be legacy device

Jesse: Locally administered.  Will not collide.

Comment: There may be interaction with legacy bridges wanting to have statically assigned.

Jesse: We haven’t done any testing to verify this.

Comment: How does it interact with authentication methods?  Does it affect the state machines?

Jesse: Not aware of any.  If the vendor uses MAC addr to authenticate, then there will be issues.

Comment: There are systems using locally administered addresses.  This may cause problems.

Comment: From the certificate presentation, a std way of access control is needed.  The talks intend to place the MAC address in the cert.

Jesse: If this becomes popular, then this is true.

Comment: With anon EAP methods, is there really an issue of binding a user to a MAC addr?

Jesse: What we focused on is interop between STA and AP.  TGf is AP to AP.

Comment: Who polices the lease?

Jesse: The station must be responsible for maintaining the lease.

We will continue this discussion after the AES discussion at 1:00pm

Recess for lunch

Resume:

Update on 802.1aa (802.1X maintenance) meeting.

Regency AB on Wed at 10:30am or 11:00am.  State variables added.

Presentation: Thomas Studwell – doc 02/447r0: IBMs AES-OCB Licensing 

Standard licensing form initially sent out from IBM caused some confusion regarding the OCB licensing.  IBM’s licensing team was unaware of PCD (Personal Computing Devices) group’s interest.  PCD can facilitate licensing to outside third parties.  IBM’s intent is to provide a one-time licensing fee.

<No questions>

Motion by Greg Chesson:

“I move to incorporate the draft text from document 02/144r1, "Proposed TGi D1.9 Clause 8 AES-CTR CBC-MAC (CCM)" into the current TGi draft with the following instructions to the editor:

1) The CCM mode is normative and mandatory

2) The existing OCB mode remains normative and unchanged and becomes optional”

Second: Albert Young

Discussion:

Jesse: in favor.  This allows vendors who have incorporated OCB to see some return on investment.  Unencumbered.  Many LB comments based on OCB being mandatory.  I don’t think our draft could get passed with OCB.

Dorothy: In favor: A compromise we can move forward with.

Vote: 67-1-6 Passes

The two AES motions by Jesse and Dorothy were withdrawn.

Chair: Any other AES discussion?

Comment: If a vendor wants an unencumbered license for an 11a/g mode, do you have to pay the license.

Comment: Phil’s licensing agreement did not have specifics.  IBM’s was more specific.

Chair: Many comments indicated ad-hoc was not sufficiently addressed.  Another topic is with TGe and side channels.  Dorothy has a presentation on this.

Presentation: Dorothy Stanley – doc 02/412: Directed traffic (side channel) Security Options and Notes

Documents teleconferences between TGi and TGe taken place since Sydney.

No motions will be made based on this during this meeting – no text is prepared.

The ad-hoc group has identified 4 ways of securing side channel communications.  One discarded.

Identified 8 criteria for evaluating the schemes.

Will not go forward with STA as AP model or model where AP distributes the keys (trusted third party).

Comment: what was the reason for dismissing the model where the AP distributes keys?

Comment: An AP should only be a trusted third party if it could also be a robust standalone AS.

Comment: Why does the AP need to be as armoured as the AS?

Comment: The AP will need to have the same crypto security strength as an AS.

Certificate placed on device by vendor/manufacturer.  This is the only option that scales.

Plan to go forward with pre-shared keys and Certificates method

Comment: If STAs want to send pkts directly to each other and are authenticated to an AS, why do the need to re-authenticate?

Comment: Where should the keys come from?  The AS or a non-trusted third party?  The two stations received keys from the AS, so they should get all their keys from the AS.

Comment: The reason is because they are auth to the AP, not to each other.

Comment: But by virtue of being auth to the AP, they already can send to each other.

Comment: Yes, but maybe they don’t want to use the AP (they don’t trust it).  The want to talk to each other.

Comment: Does a STA associated to an AP trust that AP?  Two models:  public network trusted to only route traffic to network, not to other STA’s.  Here the AP should be configured to not allow this.  However for SoHo, you trust the network to auth the other devices on the net.  What is the trust model that we have here?

Dorothy: We started a trust model policy discussion, but did not finish.

Comment: Having the model with the AS goes against two-way communications model.  Not used today for bridges, routers, etc.

Comment: We don’t have a protocol to allow two random stations to establish a secure channel.  If we had one, we would use it.

Comment: Not a good idea to appeal to special purpose cases.  Should be available to general purpose traffic.

Comment: On mailing list (3 weeks ago) it was stated that 2 stations auth to AP could trust each other.

Comment: Why not use a layer 3 protocol like IKE?

Dorothy: This is a layer 2 solution.

Comment: Why?

Comment: Some AP’s are not IP based.

Dorothy: Cert based exchange allows for auth without AS.

Comment: I would ask that the AP key distribution model not be thrown out until we clarify the trust model.

Dorothy: Action to be taken is to clarify trust model.

Jesse: One more issue – there are really two access control models here.  TGe AP makes decision.  TGi says we will use the AS.  If this remains, network will be hard to manage.  I would like TGe to push its Access control onto the AS.

Presentation: Bernard Aboba – doc 389r0 IEEE 802.1x Pre-Authentication

Pre-auth is already in the draft – nothing new here.

We need a threat-model to know when we are done.

Using pre-auth, management & ctrl frames could be encrypted.

Comment: How do you know the MAC adder of AP B on Slide 5?

Bernard: Via discovery.

Comment: Scanning algorithms are very slow.

Comment: In buildings where there are mobile stations.  Walk through a door and you’re in a new BSS.  ‘C’ overlap distance is only about one foot.  Possibly have AP A announce AP B somehow.

Bernard: It’s best to pre-auth to AP you might roam to.  The AP’s need to age out the state info.

Bernard: <slide 6> unauthenticated de-auth is similar to ICMP in IPSEC – they can be silently discarded.

Bernard: <slide 7> there is no controlled port.  Doesn’t exist until Association exists.

Comment: How do you know which AP’s you’re likely to roam to?

Bernard: Roaming algorithm.

Comment: What if three?

Bernard: Then you pre-auth to all three.

Chaor: Stations already contain a roaming algorithm.  Not to pre-auth with every AP is a load bearing issue.

Bernard: Tim will give a detail presentation on the threat model on Thursday.

Bernard: <slide 11> not really possible to co-locate AP and AS if you want to do the mandatory Auth method.

Comment: <slide 12 protection of mgt frames>  Are ACK msgs included in your list?

Bernard: No, not control frames.

Comment: In the TKIP case, we rely on encryption to protect the MIC.  Is that a problem here?

Bernard: No, I don’t think that is a problem per se.

Bernard: I’m hoping when were done, we will have a threat model we can put in the document.

Comment: Could you add in who the threat is coming from in the thread model?

Bernard: let’s just start with the threat model, and then tackle that later.

Comment: Can we identify if the threats come from the wireless or wired side?

Bernard: Yes

Comment: How do you protect disassociate?

Bernard: If unicast, will be protected via PMK.  If multicast, GMK.

Comment: Architecturally, there is a mandatory to implement EAP method.

Comment: If lose ability for controlled/uncontrolled port, are we losing mgt control?

Bernard: If you wanted to have controlled ports, you would need to move objects to .11 MIB instead of .1x MIB.

Comment: If roaming from AP A to AP B, can pre-auth to AP B occur through AP A via wire?

Bernard: Yes, To DS bit is set and AP A will forward to DS (wire).

Recess to 3:30

Resume

Chair: Apologies to Jon Edney – we stated we would get back to his discussion after the AES discussion, but we did not.  We can do that this session.

Chair: Are there any motions prepared for tonight?

None.

Chair: Any objections to recess until Thursday morning after 5:30 today and skip this evening’s sessions?

None.

Presentation: Mitch Buchman – doc 02/453r0 What is missing from the Standards Process?

802.11i is a big target for academics – not unique to 11i.  

Motion by Mike Moreton:

“Move to form a new Ad-Hoc group to generate a description of the goals of the TGi generated draft specifications.  These goals shall be provided to 802.11 for use in public statements.”

Second: Bob Moskowitz

Discussion:

POI: Would your goal be satisfied by threat model?

Mitch: That would be a good part of that

Comment: We may not need a new motion if we are going to incorporate the threat model.

Mitch: It may not and I’ll leave it to the group to vote on .

Comment: Against - this is true for any TG.  All TGs have a PAR.  Suggest go to publicity ad hoc to draft this. No bandwidth.

Comment: Against: We do have a PAR that states our goals.  Ad hoc should report back to TGi and then the TG should decide on reporting back to 802.11

Comment: Against: advocate having a requirements doc as informative.

Comment: A quick guide is available on the web, as well as the PAR.

Comment: As we proceeded, we understand the problem better, and the market has moved.  Being deployed in ways we had not anticipated.

Chair: If this is for publicity, best for another group.  If for what we are trying to achieve, we have the requirements doc.  I’m still optimistic we can create a draft 3 come September.

Comment: Doesn’t clause 5 address this?

Chair: Clause 5 is a brief description.  Suggesting adding text to clause 5?

Comment: Yes

Comment: When we do line-by-line review of the draft, we can do a sanity check with requirements doc.

Chair: I’d like to see before we go to LB again a line-by-line review.  Add item to agenda for Sept.

Mike: When proposed motion – I assumed any work done in the ad hoc would come back to this group for approval.

Chair: Attacks against 11i are not well founded since it is not yet a standard.

Comment: Now multiple books on 802.11 – reprinting what is published in the press on 11i.

Comment: We’re asking the academics and press to change their behavior

Comment: Call the question

No objection

Vote: 1-41-10 fails

Continue with discussion of Jon Edney’s temporary MAC address presentation:

To continue, we could present the spec for the IE, or form an ad hoc.

Chair: Against: I’m concerned about reaching LB come September.  I would like to limit our scope.  Does it need to be done here?  Another PAR?  Is this part of 11i?  Part of 802.1 group?  Hot spots could be wired as well as wireless.

Jon: Yes, I suppose there is no need for this to be only wireless

Comment: Interaction with TGf?

Comment: It seems there is a DOS attack here.  One STA could acquire all MAC addrs

Comment: Yes.  But one STA could use up all the associations on an AP as well.  Not any worse.

Comment: If we assign MAC address, are we mis-using them?  Is this outside our scope?

Jesse: Since we are using locally administered address, this is proper use.  We need to avoid locally administered MAC addresses used by other networks (e.g. DECNET)

Comment: Regarding Dave’s question of could this be used for other medium.  The answer is yes, but the biggest threat is for WLAN.

Comment: A hotel is a good example of a wired public access network.

Chair:  If we do this with an IE, Ethernet doest not have an IE.  Not a general solution.

Comment: If I have a MAC that allows me to change its address, and auth proc is not in certificate, I could simply change the MAC address myself either different cards, or manually change it.  And retry if it collides.

Jesse: Yes, this would work, but there is a cost.

Comment: Against: We’ve got enough things in TGi that people are voting no on.  This does not belong here.

Chair: It seems it would be appropriate to bring this up in the 802.1 meeting tomorrow.

Comment: If you have a random MAC addr, your cert is sent anyway to identify you.

Jesse: You could send a fake cert first

Comment: Similar to credit cards, ISP’s will track your MAC for marketing.  And what about IBSS?

Jesse: Doesn’t apply to IBSS.

Comment: But the AP has all your ID info anyway, they know where you’ve been.  You trust them to do business with.

Jesse: But you don’t know who is running the local hot spot.

Comment: You may be able to do this without a new protocol.  If you pick a random MAC addr and there is a collision, auth will fail.

Jesse: People seem interested, but are saying “yes, but…”  Perhaps a straw poll to get a read on how the group feels.

Comment: If we did this, would we derive what you intend to derive.  There are other groups working on this (TCPA).  They have been working on this for a while and are still receiving much negative feedback.

Comment: A business relationship exists between the user and service provider

Comment: In favor: your MAC address follows you wherever you go and can be viewed by anyone near the WLAN.

Comment: Against: great idea, but doesn’t belong in this group.  Should be recommended to 802.1.

Straw Poll:

“This group believes that further work on MAC address anonymity within TGi is worth while.”
Vote: 29-38-7

Comment: you should bring this up at the 802.1 technical plenary tomorrow.

Chair: Any objections to recessing until Thursday at 8:00am

None

Chair: Again, I urge everyone to attend the 802.1 technical plenary tomorrow morning in Regency AB

Recess until Thursday 8:00am

Thursday 8:00am

Chair:

There should be some motions ready today.  Any motions?

Tim Moore

Carlos Rios

Nancy Cam-Winget

Dorothy Stanley

In the 802.1 meeting, if there are items in the 802.11 draft that would be more appropriate in the 802.1aa draft, The two groups are going to have access each other drafts.  A small group of 802.11i and 802.1 members could cross-vote between the two groups.  Dave established as liaison at Sydney between the two groups.

I’m optimistic with AES behind us about going to LB in September.  If you want to get something in, you should be making a motion today.

Al Petrick has asked that everyone send him an email (apetrick@icefyre.com) with his or her attendance for the week.  Set the Subject field to: Vancouver-lastname-firstname-attendance

Motion by Tim Moore:

“Motion to instruct editor to include 02/298r3 into Draft 2.2.”

Second: Nancy Cam-Winget

Discussion:

Jesse: In favor

Vote: 29-0-2 Passes

Motion by Carlos Rios 02/467r0:

“Move to instruct the Technical Editor to work with the interested parties and incorporate the Pre-Shared Key RSN Extension protocols as presented in 02/431r0 and 02/432r0 into the successor revision of the 802.11i D2.2 draft text.”

Chair: If there is no second, there will be no vote.

Comment: Another reason to second is to have discussion.

Second: Joseph Sensendorf

Discussion:

Against: This approach does not need AS in AP, therefore much simpler, but yet does authentication.  If doing something simple, probably not secure.  Provides no significant advantages.  All algorithms have pre-shared keys – RADIUS between authenticator and AS.

Carlos: This is mutual authentication.  It did past crypto muster in side channel group.

Comment: When we do shared key case, can we do only the 4-way handshake?

Comment: Why is this simpler?  The protocol exchanges are the same.

Carlos:  There are physically less steps to get done.

Comment: There are not.

Carlos: You don’t have an AS in each endpoint.

Comment: There is an equivalent method already in the draft.

Comment: Against: sympathetic to this presentation.  We don’t have a good solution for the home.  Market is moving faster than this standard.  But, we have one architecture now and making progress towards completing it.  Adding new architecture into the ones we already have will slow things down.

Vote: 1-26-17 Fails

Motion by Nancy Cam-Winget

“Move to protect CCM protected packets over MSDU.”

Second: Jesse Walker

Discussion:

Nancy: Came out of dynamic fragmentation discussion.  Protection of replay counter
Comment: in favor – the right thing to do.  Discussed at length.

POI: Does TGe know we’re debating this motion?  I think it will be useful to have them in this debate.

Chair: I think they will when the LB comes out.

Comment: The motion is here to debate which onerous thing they want more.  Protect fragments or ????

Comment: Against: I don’t like dynamic fragmentation.  Voting against may stop TGe.  If decrypt MSDU with Burst ACK, and missing fragment, latency will be worse.

Comment: Agree with point on dynamic fragmentation.  Disagree on burst ACK – replay at MSDU is insurance policy against anything TGe may do.  Burst ACK within TGe is hotly debated.  The rule for burst ACK is that it graduates MSDUs in order.

Comment: Question: how many in progress pkts do we need to keep crypto status for?  In current spec says 3.  With priority queues, how many?

Comment: In previous meetings, I think it was 4.  But not sure if per queue.

Comment: How do you compute the MIC?  I’m concerned there is not enough detail here.  And TGe is not here.

Comment: It would be better to do the crypto in SW rather than HW.  Optimize the mainstream path.

Comment: Why not assemble and then decrypt?

Comment: Because have to retain all frags in order to decrypt in HW.

POI: Is there a requirement to post text and then have a discussion?

Nancy: I can do this, but we’ve been talking about this at every mtg.  I could get TGe involved as well.

Chair: Do you want to table?

Comment: Against: fair number of comments in LB stating encryption at MPDU is desired.

Comment: Crypto either way is okay.  CCM originally designed for MPDU layer, but doesn’t matter.  The amount of state is small per MSDU (order of 40 or 50 bytes).

Comment: If decrypt in HW, need to keep pkts

Comment: Not really, you could decrypt as you go, and then if frag missing, indicate to upper layer.

Chair: If someone changes the motion to say “as in docxxx”, that would be a different motion.

Comment: Against:

Nancy: Not so much where the encrypt/decrypt occurs, but rather the replay counter.

Comment: I have an issue with dynamic fragmentation.  Based on receipt of ACK, to have 10us to figure out if you need to frag or not, is not enough time.

Vote: 15-21-14 Fails

Motion by Nancy Cam-Winget

“Move to add RSN IE for key management negotiation. This 4-octect value shall be located before the Authentication Element.  The 4-octect value shall be assigned as described in the following table.”
	OUI
	Type
	Meaning

	00:00:00
	0
	RSN Key mgnt

	00:00:00
	1-255
	Reserved

	Other
	Any
	Vendor Specific


Second: Jesse Walker

Discussion:

Comment: If IE not there, would default be current 4-wayhandshake

Nancy :Yes

Comment: Which frames?

Nancy: Beacon , probe resp, assoc, reassoc

Comment: Clarification: key generation is tightly coupled to authentication method.  Tied to EAP method.  How are these two linked?

Nancy: There are session key and PMK.  Today with EAP method we require some distribution method for PMK.  Also, policy of what to do when keys need to be updated.  For TKIP, IV large enough so no refresh needed.  For default keys, it is up to the EAP method.

Comment: So this is independent of the EAP MS PPSK?

Nancy: Yes

Comment: Current should really be called key management authentication.  This should be called key mgt policy.  I don’t think separating them buys you anything.

Jesse: I think you’re right.  We could complete our PAR before mobility ever gets completed.  We need an escape route for whatever TGi may have to deal with in the future.

Comment: Is it the same as Michael and TKIP?

Nancy: I tried to keep the two separate to leave room for growth. Authentication methods Vs. key mgt systems.

Comment: I think you need to design the two together even if they are separate.

Jesse: Against: raises an important issue that we need to resolve –but we need to get proposals on how to solve.

Nancy: How would you characterize the problem?  In the interest of moving forward, we need to leave ourselves room.

Comment: In favor: we recognize there is a need for this.  In the case of TKIP and Michael, we imposed that we are done.  If we make it two distinct items, allows reality of implementations.  If viewed as distinct, we would have a mechanism.  If later we decide we don’t need it, it is easy to remove.

Comment: Allows different code space for key mtg and auth.  Allows orthogonal vendor specific use of IE.

Comment: Interesting security issue here.  If separate, there needs to be a way to get at the MK in clear in order to pass between two modules.

Comment: Not really - implementation detail.

Nancy: In either case, you have to share it.  They need to be bound.

Comment: At this moment against motion – more discussion is needed.  Risks and benefits to separating.  Side channel discussion has certs in cards, maybe this type of separation would facilitate this.

Comment: Call the question.

Chair: Any objections?

None

Vote: 6-28-13 Fails

Motion by Dorothy Stanley:

“Instruct the editor in incorporate the changes specified in 02/144r4 into Draft 2.2.”

Dorothy: On Tuesday we voted in r1.

Second: Ono Letanche

Discussion:

Comment: Sequence ctrl fields are removed from MIC.  How does this protect against fragmentation attacks?

Dorothy: In its current form it does not, r5 could put it in.  It was in there before.  There were some concerns with performance.

Comment: Against: on security grounds.

Comment: For: on implementation grounds.

Comment: Against: true security problem.  Fix now rather than later.  Is the Traffic Class 4 bit or 8 bits?  When discussed with Paul he said it was 4 bits.  Make other 4 bits reserved.

Comment: 4 bits is correct.  Possible to amend motion?

Motion to amend by Greg Chesson:

“Instruct the editor to incorporate the changes specified in 02/144r4 into Draft 2.2

QOS traffic class included in the MIC

Packet number extended by 1 byte to provide 48-bit sequence counter for each QOS traffic class.

Removed Duration word from MIC

Add CCM test vectors

Figure 3 arrow fix”

Second: Jesse Walker

Motion to amend by Doug Whiting:

“Instruct the editor to incorporate the changes specified in 02/144r4 into Draft 2.2

QOS traffic class included in the MIC

QOS TC extended by 4 bits to provide 48-bit sequence counter for each QOS traffic class.

Removed Duration word from MIC

Add CCM test vectors

Figure 3 arrow fix”

Second: Dorothy Stanley

Chair: Any discussion?

None

Vote on motion to amend amended motion: 38-2-4 Passes

Vote on motion to amend: 39-1-2 Passes

New Main Motion

“Instruct the editor to incorporate the changes specified in 02/144r4 into Draft 2.2

QOS traffic class included in the MIC

QOS TC extended by 4 bits to provide 48-bit sequence counter for each QOS traffic class.

Removed Duration word from MIC

Add CCM test vectors

Figure 3 arrow fix”

Discussion:

Comment: This makes it not only difficult in HW, but also in SW.  If HW does any fallback, the duration field will change and need to re-MIC’d.

Vote on new main motion: 32-4-7 Passes

Recessed at 10:00am until 10:30am

Resume

Chair: Who has motion(s) and/or submission?

Clint Chaplin

Presentation: Clint Chaplin - doc 02/477: Proposal for Informative Schemes for Generating Randomness

Software solution discussion:

Comment: It looks as if 1st STA in is a position to have some control over what is happening here.

Clint: If it has control over how long it takes to send pkts back, yes.

Tim: The send time of the AP is included as well.

Comment: If time is synched to NTP, there is an issue.

Clint: Not NTP time, internal clock.

Comment: It is important this be the highest resolution clock available on the AP

Comment: What kind of resolution are you talking about?

Clint: The best your HW can do.  

Comment: Maybe we should say what is not good enough.

Clint: Good point.

Comment: Does the STA need to try 32 times before it is accepted?

Clint: It is only necessary if you have no Ethernet traffic that you use the STA for randomness.

Comment: Most implementations would abort with all those handshake retries.

Comment: If the AP is booting and on a switch, no Ethernet traffic will be coming to me.

Clint: Broadcast.

Comment: Why 32 x 32: if every 8 times we get 1 bit of entropy, in the end we will have 128bits of entropy.

HW solution (ring oscillators) discussion:

Comment: This is a technique where you have one src of entropy.  Any difference between this and combining entropy from 1024 different srcs?  If 4 srcs, would you have to access them 256 times?

Clint: It all comes down to the amount of entropy you get from each sample.

Doug Whiting: If talking about independents srcs, you’re right.  This is a one-time thing you do at boot.  It should only take a few milliseconds.  This requires only 100 to 200 gates.

Comment: Using multiple srcs may increase the likelihood that you have something truly random.

Comment: Processor variations are going to give you different frequencies.

Doug: XOR as many different srcs in as you’d like.

Comment: We should avoid a specific examples.  Provides insight and if existing IP.

Comment: Where does the entropy come from on the WLAN side?

Comment: Clock drifts

Comment: They don’t drift that much

Comment: That’s why we do it 1000 times.

Comment: I recently setup a BSS that had no Ethernet or user.  So the first time a user associates, they are going to have to go through this?

Clint: The user must auth for the first time anyway which is going to take some time.

Comment: You should indicate good LFSR’s (Linear Feedback Shift Registers).

Clint: There are websites that list these.  I agree.

Jesse: If interested in LFSR, there is a good description in handbook of cryptography.

Comment: There is no requirement for having Ethernet for DS.

Clint: Right – submission has alternative.

Comment: Having this much detail will generate many LB responses.

Clint: If we do that, we may get comments that we don’t have enough detail.

Clint: Not ready for motion – maybe later

Chair: Any other motions?

None

Comment: How many of the comments from the previous LB have been processed?  Ballpark number?

Chair: Categorized comments in Sydney.  Submission by Tim Moore resolved many.

Comment: Does that translate to zero?

Chair: No, one of the biggest issues was AES.  We resolved 43 with CCM motion passing.

Comment: In doc 02/413 there is a list.

Presentation: Stefan Rommer – doc 02/457r0: MIC in Public Access

Similar presentation to 02/346 in Sydney on Thursday evening, but not many people present.

Discussion:

Chair: Does this fall within PAR of TGi?

Stefan: It extends over wired side – so it is a bit outside our scope.

Comment: How would you add that over the 802.3 frame

Stefan: Add it to the end or header.

Comment: Is this logically equivalent to a VPN between the user and the edge?

Stefan: You wouldn’t need to negotiate a key.

Comment: This has come up a few times.  Suggest getting an ad hoc group together to discuss this with others.

Chair: Contact Stefan.

Comment: Belong in 802.1?  How does adding info affect MTU for 802.3

Chair: Should talk 802.1aa group.

Comment: I don’t think this belongs in this group at all.

Comment: Doesn’t need to be at the MAC layer.

Stefan: This was one possible solution.  Stretching the scope of this group.

Chair: Any further comments?

None.

Recess until 1:00pm

Resume

Presentation: Tim Moore – doc 02/478r0a: Threat Model

Focuses on ESS mode – IBSS not addressed yet

Only looking at threat between STA and AP

Comment: If STA were bridging traffic, would it be using 4 address form?

Comment: Both AP’s must have keys.

Tim: You could think of AP to AP as ad-hoc.  New can of worms if AP to AP via Ethernet.

Comment: Could use crypto tunnel.

Tim: The reason this came up is that we allow this as well.

Comment: TGg wanted to know if we are protecting mgt frames.  Issues with slot time changes voted for in TGg.

Tim: Need to send layer 2 update frame after 4-way handshake.  If we use the Association msg to open up the DS, we have to sign that msg.

Tim: Proposal in IPSEC to use self-signed cert instead of pre-shared keys.

Jesse: Couple more attacks:  Data authenticity implies pairwise key.  If wander out of range then back in, subject to replay attack.  Do you need to perform a 4-way handshake again?

Comment: TGe has bits in header now that say don’t ACK this frame.

Tim: Equivalent to ACK attack.

Jesse: Zero length data msgs should not be protected.

Tim: What do you do with them?  Haven’t thought of them.

Comment: Do you have a duration field DoS attack?

Tim: No, I’ll add to list

Comment: Is there a way for administrator to Disassociate STA based on MIB objects?

Tim: Doesn’t seem to be.

Comment: Can you divide into two docs: DoS and other?

Tim: I’ll make two sections – the majority will be DoS.

Chair: Any new motions prepared?

None

Chair: Are there people working on motions that need more time?

Yes

Chair: Talk about next mtg.  Talk of a meeting before Monterey meeting in September.  Is it worth the group’s time to do a line-by-line review when the editor has the changes from the new motions to add?  We are getting close to LB.  Do we want a review of all 802.11?  I think doing this before would be helpful.  We need to address the LB comments as well.  I think a line-by-line review would be worthwhile.

Comment: It may be better to answer the editor’s concerns first.  Who is in charge of addressing those?

Chair: These will be addressed in the LB comment processing.

Comment: It’s really not a draft line-by-line that is needed at this moment.  It should be LB comment-by-comment.

Chair: I agree

Comment: When brought up yesterday, a line-by-line of clause 8 was most needed.

Chair: We’re all in agreement.  How close do we need to be before doing the line-by-line review?

Straw Poll:

“All in favor of a 3 to 5 day TGi interim before the Monterey meeting in September.”

Vote: 28-0-0

Comment: What is plan?  To generate a new draft?

Chair: You can generate a document, but not official.

Comment: Did we want an interim or ad-hoc?  The other TGs are not going to be there.

Chair: What we really want is an ad-hoc.  None of it is binding until voted on.

Comment: If it is not a proper interim, you cannot change the draft.

Chair : We will only draft submissions.

Comment: Why not have a true interim?

Chair: You’re not going to have a quorum.

Comment: If the mtg is advertised appropriately, your giving people opportunity.  Put to a vote to members

Chair: To really have an interim, we must go to WG and announce. 

Comment: Can progress be made in an ad-hoc?

Chair; Tes – e.g. TKIP.  Also clause 8 in Santa Barbara.

Comment: Output of Santa Barbara was available weeks before main mtg. Motions when smoother.

Straw Poll:

“Desired location of the TGi ad-hoc meeting. (may vote for many).

Ad hoc location options: 

San Jose

Northern Virginia

Seattle

Amsterdam”

Votes:

San Jose: 31

Northern Virginia: 19

Seattle: 19

Amsterdam: 15

The ad hoc location shall be San Jose.

Straw Poll:

Desired date of the TGi ad-hoc meeting. (may vote for many)

Ad hoc date options (30 day rule):

August 13th – 15th

August 14th – 16th

August 20th – 22nd

August 27th – 29th

Votes:

August 13th – 15th: 20

August 14th – 16th: 19

August 20th – 22nd: 13

August 27th – 29th: 7

The ad hoc dates shall be August 13th – 15th

Chair: The purpose of the ad hoc will be to prepare submissions for Monterey meeting.

Clint asked if he should continue work on his Random number presentation – consensus was yes.

Presentation: David Johnston – doc <number pending>: TKIP MPDU Payload size – a small tweak

Issues came up when implementing.

Null data frames are not encrypted in WEP.  Unknown in TKIP.

Null data frames are usually generated at layer lower than where MIC is generated.

Comment: Encrypting a null pkt results in a data pkt.

Comment: Does text state anywhere that the frame should not be forwarded onto the DS?

Dave: It is up to 802.1x to forward or not.

Comment: I thought we used zero is because Michael is done at the MSDU, so even for zero length pkts you would still have Michael MIC.

Comment: If we allow xmit of data null without MIC, it would be a threat.  It seems you would want the null-data frame authenticated because a rogue STA could modify power mgt of another STA.

Comment: Current practice is to send null-data frames unencrypted.  Explicit text stating how to xmit null-data frames needs to be added to the draft.
Jesse: Agreed.

Chair: Any objection to recess until 4:15pm today to allow new motions to be drafted?

None.

Recessed until 4:15pm

Resume

Chair: Motions?

Dorothy, Nancy, Jesse (2)

Motion by Dorothy Stanley:

Instruct the editor to add the following text to indicate the handling of Data-Null frames in section 7.1.3.1.9 (WEP field), and other appropriate sections, of Draft 2.2

“Data-Null Frames, (Type 0x48) shall be transmitted unencrypted.  Un-encrypted Data-Null Frames shall not be discarded at the receiver.”

Second: Jesse Walker

Discussion:

None

Vote: 38-0-0 Passes

Presentation by Nancy Cam-Winget

Presentation on Authentication and Key Management.  Change the name of the Information Element to Authenticated Key Management Selector.  

Motion by Nancy Cam-Winget:

Instruct the editor to change Table 1 “Authenticated Key Mgmt Selector” as shown:

	OUI
	Value


	Authentication Type


	Key Mgmt Type

	00:00:00
	0
	None
	None

	00:00:00
	1
	Unspecified 802.1X
	Clause 8.5 key mgmt (RSN)

	00:00:00
	2
	Pre-shared key
	Clause 8.5 key mgmt (RSN)

	00:00:00
	3-255
	Reserved
	Reserved

	Vendor OUI
	Any
	Vendor Specific
	Vendor Specific

	Other
	Any
	Reserved
	Reserved


Second: Jesse Walker

Discussion:

Comment: What is the difference between Vendor OUI and other?

Tim: Vendor OUI’s are the ones assigned to the vendor, Other are all others.

Comment: Can we clarify the term Vendor to indicated IEEE assigned OUI Value?

Vote: 32-0-0 Passes

Motion by Jesse Walker:

Move that the TGi editor request on behalf on TGi that information element 48 and capability bit 11 be allocated for TGi’s use.

Second: Butch Anton

Discussion:

None

Vote: 37-0-0 Passes

Motion by Jesse Walker:

Instruct the editor to change the RSN information element number from 37 to 48 in the draft.

Second: Nance Cam-Winget

Discussion:

Comment: Are we guaranteed to get 48?

Jesse:  ANA said we could ask for any number we want, be we will get 48.

Further Discussion?

None

Vote: 34-0-0 Passes

Motion by Nancy Cam-Winget:

Move to instruct the editor to update cipher suite selector to also include Vendor OUI value in Table 2.

Discussion: 

Comment: All we’re doing is adding last row.

Vote: 32-0-0 Passes

Chair: Are there any further motions?

None

Chair: Are there any other topics to discuss?

Comment: Will there be an announcement for the upcoming ad hoc?

Yes – on reflector.

Chair: Any objection to adjourning for the week?

None

Adjourned
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