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Abstract

This document contains normative text for the Direct Link Protocol (DLP).

DLP lets stations in an infrastructure BSS start a direct link to a receiver in the same BSS. When the direct link is active, the sender may send frames directly to the receiver, instead of via the AP. This text replaces the Wireless Address Resolution Protocol in P802_11E-D3_0.

This text is based on:

02/421 Direct Stream Request Protocol (Menzo Wentink, Intersil)
02/465 WiSP - Wireless Side Channel Protocol (Wim Diepstraten, Gerrit Hiddink, Agere Systems)
02/438 Direct Link Protocol (S. Kandala, Sharp Labs) 

Editorial notes appear in bold italic Times New Roman font. 

_____________________________________________________________________________________________

Add the following definition in clause 4:

DLP

Direct Link Protocol

Add the following text to clause 5:

5.9  Direct Link Protocol

5.9.1 Overview

To send frames from one WSTA to another directly in an infrastructure BSS requires the setup of a Direct Link. The Direct Link Protocol (DLP) allows stations to do so in an easy manner. The need for this protocol is motivated by the need for the candidate DLP stations to exchange capabilities information in order to set up the DLP session and the fact that the intended recipient may be in Power Save Mode, in which case it can only be woken up via the AP. Also, AP-originated DLP messages can be used to generate essential parameters to configure wireless link security using Robust Security Network (RSN) protocols. 

DLP does not apply in an IBSS, where frames are always sent directly from one STA to another.

The DLP handshake is illustrated in Figure 10.1. Optional steps are shown as dashed.
Figure 1. Mandatory and optional Direct Link Protocol handshake steps.
First, the sending station STA-1 sends a DLP-Request frame to the AP (1a). This request contains the transmission data rate set, security and (extended) capabilities of STA-1, as well as the MAC addresses of STA-1 and STA-2.

If STA-2 is associated in the BSS and direct streams are allowed in the policy of the BSS the AP shall forward the DLP-Request to the recipient, STA-2 (1b).

If STA-2 agrees to engage in a DLP session, it shall transmit a DLP-Response frame to the AP (2a). The DLP-Response frame contains the rate set, security parameters, (extended) capabilities of STA-2 and the MAC addresses of STA-1 and STA-2. The AP shall forward the DLP-response to STA-1 (2b), after which the Direct Link  is enabled. From this time on, STA-1 and STA-2 may exchange frames directly.
STA-2 shall not enter power save for the duration of aDLPIdleTimeout after sending the DLP-Response frame (2a). 
Direct Link handshake successful, if STA-1 and STA-2 have not been previously “mutually enrolled”for secure DLP sessions (or do not otherwise share appropriate key material) the AP may optionally supply the stations with the DLP security parameters (specifically, the DLP Pairwise Master Key) needed to enable subsequent direct RSN authentication and encryption between them. The AP accomplishes this by transmitting an appropriately encrypted DLP-Key management frame (3a, 3b) to both STA-1 and STA-2. Alternately, lacking, uninterested in or unable to process an AP-provided DLP key, the stations will require assignment of a common DLP Master Key via some other mechanism (i.e., manual entry at both stations) to engage in a secure (mutually authenticated and encrypted) DLP session. 
Direct Link enabled once the DLP handshake is complete, STA-1 may use DLP Probes (4) to gauge the quality of the link between STA-1 and STA-2.
A Direct Link is then actually established by STA-1 initiating a mutual authentication exchange directly with STA-2 using the highest-level authentication protocol supported by both stations, as announced in the initial DLP handshake. RSN key management protocols are then automatically engaged to generate appropriate nonces and derive the ultimate encryption and MIC keys required to implement the selected cipher mechanism. All keys derived, the stations are enabled to engage in private two-way DLP communications. 
The Direct Link becomes inactive when no frames have been exchanged for the duration of aDLPIdleTimout. After the timeout, frames to be exchanged between STA-1 and STA-2 shall be routed through the AP.

Add the following MIB element to annex D

aDLPIdleTimeout
integer (0-65535)

read-write
default: 500 TU

Replace the “meaning” of category code 2 in table 15.1, clause 7.2.3.12 as follows:

Replace “WARP” with “Direct Link Protocol (DLP)”.
Insert text in clause 7.3.1.1 as follows:
Insert “Authentication algorithm number = 3: DLP-Key per clause 7.4.4.3” before “All other values of authentication number are reserved.”
Add a clause 7.3.1.11 as follows
7.3.1.11 Random Data Field

The Random Data Field is a field with an arbitrary bit pattern and with an arbitrary length, but upper bounded such that the containing MPDU size does not exceed aFragmentationThreshold.

The Random Data Field shall be discarded by the receiving MAC entity.

Add DLP-request and DLP-response action codes to table 20.6 in section 7.4, as shown below:
Table 20.6 – QoS Action codes

	Code
	Meaning

	0
	ADDTS request

	1
	ADDTS response

	2
	DELTS

	3
	Reserved

	4
	Define Burst Ack request

	5
	Define Burst Ack response

	6
	Delete Burst Ack request

	7
	Reserved

	8
	QAPC-STA assertion request

	9
	QAPC-STA assertion response

	10
	DLP-Request

	11
	DLP-Response

	12
	DLP-Probe

	13 – 255
	Reserved


Renumber 7.5 as 7.4.4. 
delete subclauses 7.5.1, 7.5.2 and 7.5.3, add and renumber the following subclauses starting with 7.4.4.1
7.4.4 DLP Action Frames

7.4.4.1 DLP-Request

The Action body of the DLP-request QoS Action frame body is defined in Figure 42.18.5. 

	Usage
	Order
	Information
	Note

	Always present
	1
	Destination MAC Address
	

	
	2
	Source MAC Address
	

	
	3
	Capability Information
	

	
	4
	Supported rates
	

	
	5
	RSN
	Per TGi D2.2

	QBSS

	6
	Extended Capabilities
	The Extended Capabilities information element is only present in DLP Request frames generated by QSTAs with Capability Information bit 15=1.


Figure 42.18.5 – DLP-request action body

The Destination MAC address shall be the target destination address, STA-2.

The Source MAC address shall be the MAC address of the originator, STA-1.

The Capability information shall be the capability information of the originator of the request, STA-1.

The supported rates information element shall contain the supported rates information of the originator, STA-1.

The RSN information element shall announce the enhanced security capabilities of the originator, STA-1. For convenience, the structure of the RSNE is presented below, followed by DLP-specific usage guidelines.
	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count 2 octets
	Pairwise Key Cipher Suite List
4(n octets
	Authentication Suite Count

2 octets
	Authentication Suite List

4(n octets


The RSN Information Element (RSNE) contains a list of authentication and pairwise key cipher suite selectors and a (null) group key cipher suite selector. All DLP STAs desiring RSN security shall support this element.
The Version field is the version number of the RSN protocol.

The Group Key Cipher Suite is not applicable to DLP, and shall therefore be set to 0.
The Pairwise Key Cipher Suite Count refers to the encryption protocols supported (Pairwise Key Cipher Suite List)
The Authentication Suite Count refers to the authentication protocols supported (Authentication Suite List)
RSN Cipher Suites
	OUI
	Value
	Meaning

	00:00:00
	0
	None

	00:00:00
	1
	WEP

	00:00:00
	2
	TKIP

	00:00:00
	3
	CCMP – default in an RSN

	00:00:00
	4-255
	Reserved

	Other
	Other
	Vendor Specific


RSN Authentication Suites
	OUI
	Value
	Meaning

	00:00:00
	0
	Open System

	00:00:00
	1
	Shared Key using WEP

	00:00:00
	2
	Unspecified authentication over 802.1X– RSN default

	00:00:00
	3
	Pre-shared key over 802.1X

	00:00:00
	4-255
	Reserved

	Other
	Any
	Vendor Specific



The Extended Capabilities shall be the extended capabilities information element corresponding to those extended capabilities supported by the originator of the request, STA-1.

7.4.4.2
DLP-Response

The action-specific status codes of a DLP-response QoS action frame are defined in Table 20.8.1. The action body of a DLP-response frame is defined in Figure 42.18.5.

Table 20.8.1 DLP-response QoS action frame status field

	Status Code
	Result Code
	Definition

	0
	Action completed successfully
	The WSTA is willing to participate.

	1
	Unrecognized Action Code
	This should not occur.

	2
	Not Allowed
	Direct Link is not enabled in the BSS policy

	3
	Not Present
	The Destination WSTA is not present within this BSS.

	4
	Refused- Insecure
	The destination WSTA is unwilling to participate due to inadequate originating WSTA authentication or encryption capabilities

	5
	Refused
	The destination WSTA is not willing to participate for reasons unrelated to security.

	6-255
	Reserved
	


	Usage
	Order
	Information
	Note

	Always present
	1
	Destination MAC Address
	

	
	2
	Source MAC Address
	

	DLP

(Present if required)
	3
	Capability Information
	

	
	4
	Supported rates
	

	
	5
	RSN
	Per TGi D2.2

	QBSS

(Present if required)

	6
	Extended Capabilities
	The Extended Capabilities information element is only present in DLP Request frames generated by QSTAs with Capability Information bit 15=1


Figure 42.18.5 DLP-response action body

The Destination MAC address in the DLP-response action body (when sent by the originator) shall be the target destination address, STA-2.

The Source MAC address shall be the MAC address of the originator, STA-1.

The Capability information shall be the capability information of the target destination, STA-2.  This information shall only be included if the action response status code corresponds to Successful (status code 0).

The supported rates information element shall contain the supported rates information of the target destination, QSTA-2.  This information shall only be included if the action response status code corresponds to Successful (status code 0).
The RSN information element shall announce the enhanced security capabilities of the target destination, STA-2.  This information shall only be included if the action response status code corresponds to Successful (status code 0).
The Extended Capabilities shall be the extended capabilities information element corresponding to those extended capabilities supported by the originator of the response, QSTA-2.  This information shall only be included in the response if the action response status code corresponds to Successful (status code 0).

7.4.4.3 DLP-Key (Optional)
The DLP-Key frame is an encrypted Authentication management frame sent from the AP to each of two stations wishing to engage in a DLP session. The DLP-Key frame contains station ID information and the DLP-Key encryption key material payload (of length consistent with the negotiated DLP cipher suite).

The DLP-Key frame is encrypted using the operative cipher suite (WEP, TKIP or CCMP) and the encryption and, if applicable, MIC keys derived from the Pairwise Master Key and nonce actively in use in the distinct AP to candidate-DLP STA BSS links. Note that should either of the two AP to candidate-DLP STA links be using Open System Authentication, the DLP-Key frames shall not be transmitted, and the candidate DLP stations shall agree on an appropriate DLP Master Key by a mechanism external to 802.11.
The DLP-Key frame format corresponds to that of a single message 802.11-1999 Authentication exchange, with Authentication Algorithm ID set to 3 (DLP-Key) and information elements corresponding to the MAC addresses of both candidate DLP stations as well as the DLP master Key. The precise DLP-Key frame format is as follows:
DLP-Key frame
-Message Type: Management, Authentication

- Encryption: Yes, per the negotiated DLP Cipher Suite (WEP, TKIP or CCMP) 

- Authentication frame Fixed Fields and Information Elements:

· Algorithm ID= DLP-Key (3)

· Sequence Number= 1

· Algorithm dependent information element 1= STA-1 MAC Address
· Algorithm dependent information element 2= STA-2 MAC Address
· Algorithm dependent information element 3= DLP Master Key (40 or 104 bits for WEP, 128 bits for TKIP, CCMP)
- Direction of Message: From AP to Station
The AP shall transmit appropriately addressed and encrypted DLP-Key frames to both candidate DLP stations.
7.4.4.4 DLP-Probe (Optional)
The action body of the DLP-probe action frame is defined in Figure 42.18.6.

	Usage
	Order
	Information
	Note

	Always present
	1
	Destination MAC Address
	

	
	2
	Source MAC Address
	

	DLP
	3
	Random Data
	


Figure 42.18.6 DLP-probe action body

Add clause 10.3.13

10.3.13
Management of Direct Links

This clause describes the management procedures associated with Direct Links. The following DLP management primitives are defined:

· MLME-DLP.request

· MLME-DLP.indication

· MLME-DLP.confirm

This section is a functional duplicate of the DLP descriptions earlier in this document. In case of dicrepancies, the earlier sections shall lead over this section. Also, this section does not add to the understanding of the protocol.

The extended DLP message flow is illustrated in the following figure:

Figure 2. Direct Link Protocol message flow 
10.3.13.1
MLME-DLP.request

10.3.13.1.1 Function

This primitive requests that the MAC entity set up a direct link between two STAs.

10.3.13.1.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-DLP.request 
(





Sender MAC Address





Receiver MAC Address





)

	Name
	Type
	Valid Range
	Description

	Sender MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the WSTA that is the sender of the data flow. The initiating WSTA shall use the own MAC address. The AP shall use the address which it received in the MLME-DLP.indication, or the address of the intended sender.

	Receiver MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the WSTA that is the intended immediate recipient of the data flow.


10.3.13.1.3 When generated

This primitive is generated by the SME at a WSTA that wishes to set up a Direct Link to another WSTA.
10.3.13.1.4 Effect of receipt

This request intiates the DLP handshake.

10.3.13.2

MLME-DLP.indication

10.3.13.2.1 Function

This primitve indicates the reception of a DLP-request frame.

10.3.13.2.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-DLP.request 
(





Sender MAC Address





Receiver MAC Address





)

	Name
	Type
	Valid Range
	Description

	Sender MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the WSTA that is the sender of the data flow.

	Receiver MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the WSTA that is the intended immediate recipient of the data flow.


10.3.13.2.3 When generated

This primitive is generated when the MAC received a DLP-request.

10.3.13.2.4 Effect of receipt

This primitive informs the receiver about the pending Direct Link handshake.
10.3.13.3

MLME-DLP.confirm

10.3.13.3.1 Function

This primitive informs the node about the decision that was taken regarding the pending Direct Link request.

10.3.13.3.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-DLP.confirm 
(





Sender MAC Address





Receiver MAC Address





Result Code





)

	Name
	Type
	Valid Range
	Description

	Sender MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the WSTA that is the sender of the data flow.

	Receiver MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the WSTA that is the intended immediate recipient of the data flow.

	Result Code
	Enumeration
	SUCCESS, INVALID_,

NOT_ALLOWED, NOT_PRESENT,

REFUSED_ INSECURE,

REFUSED 
	Specifies the MAC address of the WSTA that is the intended immediate recipient of the data flow.


10.3.13.3.3 When generated

This primtive is generated by the MLME after a decision was taken regarding the pending Direct Link request.

10.3.13.3.4 Effect of receipt

If the AP receives a positive confirmation, it will send a confirmation to the sender WSTA, QSTA-1. At the sender, the confirmation indicates the point at which the Direct Link becomes active. 
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