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TKIP MPDU 48-bit IV Format

Figure 1 below shows the proposed layout of the encrypted MPDU when using TKIP-based privacy and an additional 4 octets for the Extended IV field.
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 The encipherment process has expanded the original MPDU size by 20 octets, 4 for the Initialization vector (IV) / Key ID

field, 4 for the extended IV field, 8 for the Message Integrity Code (MIC) and 4 for the Integregty Check Value (ICV).
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Figure 1 - Construction of Expanded TKIP MPDU to Include Extended IV

.

The ExtIV bit in the KeyId byte indicates the presence or absence of an extended IV. If the ExtIV bit is ‘0’ only the old-style non-extended IV is transferred. If the ExtIV bit is ‘1’ an extended IV of 4 octets follows the original IV. 

IV0 is the most significant octet of the IV and IV5 the least significant. Octets IV4 and IV5 form the IV sequence number part and are used with the TKIP phase 2 key hashing. Octets IV0 – IV3 are used in the TKIP phase 1 key hashing. As soon as an IV sequence number roll-over occurs (0xFFFF --> 0x0000) the other part of the extended IV must be incremented. 

Frame Construction Rationale and Issues 
1. Align on word boundaries to allow ease of implementation on legacy devices

2. Add 4 bytes of extended IV, an additional 32 bits after the existing IV/KeyID Field. This removes IV exhaustion as a reason to re-key.

3. Retain IV/Key-ID of 4 octets, add 4 octets and use the last 2 octets (16bits) of the IV as the sequence number.

4. Key ID Byte changes – Use one bit (bit 5) to indicate that an extended IV is present. This allows the receiver/transmitter to know that the extended mode is present. The receiver/transmitter processes the following 4 bytes as the extended IV. The receiving/transmitting station also uses the value of IV4 and IV5 bytes to detect that a key rollover has occurred.  When a key rollover has occurred, a new Phase 1 value is calculated, and used to decrypt the received/transmitted frame.

5. Should the Extended IV be covered by the MIC?  Would need interface between firmware and driver to deliver the expanded bits. MICing the extended IV bytesis feasible. Not clear it is required. 
6. The extended IV field is not encrypted
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