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Abstract

This proposed protocol is designed to facilitate direct station to station traffic in an infrastructure BSS. It is necessary to overcome a number of issues that arise when attempting to do this, whilst at the same time decoupling multimedia stream setup and teardown from the negotiation and setup of transmit packet routes at layer 2. The name chosen is intended to emphasize the similarity with ARP, in that it is a connectionless, cache based protocol that permits the transmitter to build a cache of known destination addresses (DAs), with associated receiver addresses (RAs) to which to send packets. It has nothing to do with stream setup, which is a higher layer problem, and instead deals with how to deliver packets.

This protocol is within the scope of the 802.11 task group e PAR since it deals with efficiency related to both DCF and PCF mechanisms.

In designing this protocol, there are a number of issues that have to be solved:

· Determining which stations are usefully reachable directly, and which are better or necessarily reached via the AP

· Operating seamlessly with power saving modes

· Seamlessly dealing with roaming stations, and otherwise dynamically updating the cache

· Addressing security concerns

It is critical to provide a means of addressing all of these issues for the notion of station to station traffic to be meaningful. Simply declaring that station to station traffic is permitted without addressing all of the indicated issues (and thereby indicating when to send station to station traffic) serves no useful purpose.

The reader of this document should reasonably arrive at the conclusion that doing this right is extremely complex. What is set out here is intended to be a thorough analysis of what needs to be done to solve this problem, and is intended to provoke a discussion of whether it is worth the considerable effort. Accomplishing that is an important focus of this proposal, and comments on how to improve the proposal are welcomed.

The subsequent sections of this document consist of normative and informative text corresponding to clauses of the 802.11 standard, and have been written in such a way that the text could be copied and pasted into the 802.11e.

3 Definitions

4 Abbreviations and Acronyms

5 General Description

5.x Wireless Address Resolution Protocol (Informative)

5.x.1 Overview

Direct data frames are those sent from one non-AP STA to another directly in an infrastructure BSS, without using the DS. The wireless address resolution protocol (WARP) must be used by stations wishing to use this facility in order to determine whether it is possible and desirable to transmit frames in this manner. This protocol does not apply in an IBSS, since in that case frames are always sent directly from one STA to another.

The protocol is described here in outline, and the specific procedures at STAs and APs to implement each of the steps described here is contained in clause 9.

Determination of when a particular frame is to be sent directly always lies entirely with the transmitting STA, in that a transmitting STA may choose to always use the DS. However, support functions are provided by both the AP and the receiving STA, which indicates its willingness to participate in direct communication to the AP.

The setup of direct communication is illustrated in outline in Figure 1 and consists of several steps:

1. Registration. STA 2 indicates to the AP its willingness and capability to participate in direct communication.

2. Location discovery procedure, which consists of an exchange of management action frames with the AP:

a. A transmitting STA, STA 1, which has traffic to send to STA 2, sends an inquiry MMPDU to the AP to determine whether the STA with that specific MAC address is likely to be available for direct communication.

b. The AP sends a response MMPDU, indicating that the STA with that MAC address is in its BSS and has indicated willingness to participate in direct communication.

3. Direct negotiation procedure, which occurs following a successful location discovery procedure, and consists of an exchange of management action frames between the two STAs:

a. STA 1 sends a direct communication setup request MMPDU to STA 2, choosing a data rate and power level that it wishes to use.

b. STA 2 sends a direct communication setup reply MMPDU to STA 1, using the same rate at which it received the response, and containing the same transaction token.

Any of these steps may fail and cause the setup attempt to be abandoned; if, for instance, the receiving station had not registered with the AP its willingness to receive directed traffic, and may not in fact be in the same BSS, the AP will return a location discovery response action frame indicating a failure. The transmitting STA would not then proceed to the direct negotiation procedure.

Following a successful location discovery procedure, transmission of the direct communication setup request may fail, in which case the transmitting station should retry using a lowered data rate.
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Figure 1 Direct Communication Setup

A STA wishing to transmit direct frames, having completed the location discovery procedure (and possibly, but not necessarily, a direct negotiation procedure), may indicate to the AP that it wants to be informed if the AP learns of a change in status of the receiving STA. An example instance of this procedure is shown in Figure 2. The steps shown consist of:

1. The transmitting STA sends a status change notify request MMPDU to the AP, which updates its state table for the receiving STA.

2. The receiving STA subsequently sends a direct disable MMPDU to the AP.

3. The AP sends a status change notify response MMPDU to the STA that had previously requested notification.
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Figure 2 Status Change Notification

It is also possible that the receiving STA is operating in PSP mode, and therefore may be in the doze state at certain times. The transmitting station has the responsibility of learning when the receiving station may be in that state.

In order to determine when a PSP STA is awake, the transmitting STA uses the wake notify procedure. This is illustrated in Figure 3.
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Figure 3 Wake Notify Procedure

The process shown has four steps:

1. The transmitting STA sends a wakeup notify request MMPDU to the AP, containing the MAC address of the receiving STA. The Transmitting STA must previously have performed a location discovery procedure.

2. If the requested receiving STA is associated with the BSS, and is in the doze state, the AP sets the buffered traffic flag in successive beacon TIM elements for that STA. When the receiving STA detects the buffered traffic indication, it will enter the wake state and indicate this to the AP by sending it a PS-Poll frame.

3. The AP, on receipt of the PS-Poll, sends a wakeup notify response MMPDU back to the requesting STA with status “awake”.

4. The transmitting STA can now send frames to the receiving STA directly, indicating completion by setting the “More” bit in the final frame to zero.

The transmitting STA (STA1) should note in its WARP cache that the receiving STA (STA2) is in the doze state if STA2 is in PSP mode and STA1 sends STA2 a direct MPDU with the more bit set to zero.

STA1 is always permitted to redundantly send a wake notify request MMPDU to the AP; if such a request is received by the AP and the receiving STA is already in the wake state, the AP immediately responds with a wake notify response MMPDU with status “awake”.

If the AP receives a wake notify request MMPDU for a receiving STA which is not in this BSS or not currently able to receive direct frames, the AP sends a wake notify response MMPDU with status “not available”.

5.x.2 WARP Cache

STAs which wish to send frames using direct mode are required to maintain a WARP cache, which contains a list of known destination MAC addresses and associated data required to send direct mode frames. Completion of the direct communication setup procedure results in an entry being added to the WARP cache. An entry in the WARP cache may indicate that the associated MAC address is not reachable directly.
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Figure 4 WARP Cache Example

A transmitting STA may only send frames in direct mode if it has a WARP cache entry indicating that it can at that time; by default all frames must be sent via the DS. STAs may arbitrarily discard WARP cache entries, but can only add them on successful completion of the above procedure.

An example set of cache entries is shown in Figure 4, omitting some of the supporting state information which will be required in a real implementation. In this case, the station knows of four destination addresses. If it has a frame to send to a station not on the list, it may either:

1. Send the frames using the “default” entry, that is, via the DS or

2. Perform a location discovery procedure to add a new entry. It may also discard an old cache entry to make space in its table, if the table is of limited size.

For entry 3 in the example cache, it is not possible, for some reason, to send direct frames to the indicated DA. This may be for a number of reasons - the particular DA may not be a STA in the same BSS. It might not even be a wireless LAN STA.

Entries 1, 2 and 4 are all indicated as reachable and willing to receive direct traffic. In the case of entry 1, the STA is known to be operating in CAM mode, and so may be sent direct frames at any time.

In the case of entry 2, the receiving STA is currently in the wake state, and may be sent direct frames while it remains so. If this STA does not successfully send a frame to this receiving STA in direct mode with the more bit set for an interval of aWakeTimeout, it will be assumed to have reverted to the doze state. 

5.x.3 Willingness to Participate at a Receiver

In step 1 of the direct communication setup, the receiving STA indicates its willingness to receive frames directly. It can also revoke this indication at any time. Reasons for not participating in direct station to station transfers include but are not limited to:

a) Legacy station (unable to receive direct traffic)

b) Receiving direct traffic contrary to security policy

c) Receiving direct traffic contrary to power management policy

d) Roaming to another BSS imminent

APs are required to implement WARP support functions, which include maintaining additional state for each associated station. This state consists of an indication of the current willingness of the STA to receive direct frames, and, if the state is set to “enabled” a list of STAs which have requested notification if that state changes.

In adding entries to its WARP cache, a transmitting STA carries out a location discovery procedure. This allows the STA to determine whether it is worthwhile to initiate a direct communication setup procedure with a particular receiving STA. Possible cases for the status of a specific destination MAC address are:

a) Directly reachable from this station and capable of receiving direct traffic

b) In this BSS, but

a. Not reachable directly from this station

b. Capable but not currently willing to receive direct traffic

c. Not capable of receiving direct traffic

c) Not in this BSS and

a. Capable of receiving direct traffic

b. Not capable of receiving direct traffic

d) Direct traffic prohibited in this BSS due to security policy

Note that security policy may be applied per station or imposed globally per BSS. In any case, the AP will return a status indication in the location discovery response MMPDU stating the reason in the case that directed traffic is not permitted.

6 MAC Service Definition

7 Frame Formats

7.2.3.10 Action Frame Format

add a category code for “WARP” to the category codes table

7.3.2 Elements

add entries to the element ID table to be assigned by the editor, plus the following element definitions:
7.3.2.a Target Destination Address Element

	Element ID

TBA
	Length

6
	Address


This element contains the MAC address of a destination STA and is used during negotiation for direct STA-STA traffic.

7.3.2.b Direct Eable Status Element

	Element ID

TBA
	Length

1
	Status

(see table)


This element contains the status of a request made to the AP to mark a STA as capable of receiving direct traffic. Possible values of the status field are:

	Value
	Status

	0
	Enable Accepted

	1
	Enable Prohibited


7.3.2.c Location Discovery Status Element

	Element ID

TBA
	Length

1
	Status

(see table)


The location discovery status element contains a single octet field that indicates the status of a direct communication location discovery procedure. Possible values of the field are:

	Value
	Status

	0
	Success

	1
	Fail, not associated

	2
	Fail, in this BSS but not registered for direct traffic

	3
	Fail, direct traffic prohibited in this BSS


7.3.2.d Current Transmit Rate Element

	Element ID

TBA
	Length

1
	Rate




The current transmit rate element indicates the PHY transmit rate currently being used by the AP when sending frames to a particular station.

7.y WARP Action Frames

The management action codes within the WARP category are as defined in the table below.

	Code
	Meaning

	0
	Direct enable request

	1
	Direct enable response

	2
	Direct disable request

	4
	Location discovery request

	5
	Location discovery response

	6
	Direct communication request

	7
	Direct communication response

	8
	Status change notify request

	9
	Status change notify response

	10
	Wakeup notify request

	11
	Wakeup notify response


7.y.1 Direct Enable Request

A direct enable request action frame contains.no action-specific fixed fields or elements.

7.y.2 Direct Enable Response

A direct enable response action frame contains no fixed body fields and must contain a direct enable status element and no other elements.

7.y.3 Direct Disable Request

A direct disable request action frame contains no action-specific fixed fields or elements.

7.y.4 Location Discovery Request

A location discovery request action frame contains no action-specific fixed fields and must contain a target destination address element and no other elements.

7.y.5 Location Discovery Response

A location discovery response action frame contains no action-specific fixed fields and must contain a target destination address element, a transmit rate element and a location discovery status element.

7.y.6 Direct Communication Request

this frame contains the same fields as a probe request

7.y.7 Direct Communication Response

this frame contains the same fields as a probe request

7.y.8 Wakeup Notify Request

A wakeup notify request action frame contains no action-specific fixed fields and must contain a target destination address element and no other elements.

7.y.9 Wakeup Notify Response

A wakeup notify response action frame contains no action-specific fixed fields and must contain a target destination address element and no other elements.

9 MAC Sublayer Functional Description

9.z Direct Frame Transfer Procedures

9.z.1 Wireless ARP Cache

All non-AP stations wishing to transmit direct frames, that is frames sent directly to other stations within the same BSS without traversing the DS, must implement a wireless ARP cache which contains a list of known receiving stations and their status with respect to their current ability to receive direct frames. The size of the cache is implementation dependent and entries may be flushed from the cache at any time, but a station shall not send direct frames to a receiving station for which it has no wireless ARP cache entry.

For each entry in the cache, the following information must be stored:

a) The MAC address of the station

b) An indication of whether the MAC address corresponds to a STA in this BSS, and is possibly able to receive direct traffic. If it is, the following must also be stored:

i) An indication of whether the station is currently able to receive direct traffic. If it is, the following information must also be stored:

i. An indication of whether the station is operating in CAM or PSP mode

ii. An indication of whether the station is currently considered to be in the wake or doze state

9.z.2 Registration Procedures at AP

If use of direct transfer is not prohibited by security policy for this BSS, the AP shall store state information for each associated STA in support of direct transfer functions.

In this case, the access point shall store an indication of whether each associated station in the BSS has indicated its ability to currently receive direct frames, and shall also store for each associated station that has its direct receive state set to “enabled” a list of other associated stations which have previously requested a change notification.

On receipt of a direct enable request frame, the AP shall update its state if necessary and respond with a direct enable response frame according to its security policy:

a) If the security policy prohibits direct traffic in this BSS, the AP shall send a direct enable response frame with direct enable status code set to “enable prohibited”

b) If the security policy permits direct traffic in this BSS, the AP shall change its state table for the requesting STA to “enabled” and send a direct enable response frame with direct enable status code set to “enable accepted”

On receipt of a direct disable request frame, the AP shall update its direct traffic state information for the transmitting STA to mark it as “disabled”. If the state information for that STA lists addresses of STAs which have requested notification of a status change, the AP shall send each of those STAs a status change notify response frame containing a target destination address element set to the address of the now disabled STA.

If a station wishes to be notified of a change in the state of another associated station from “enabled” to “disabled” it may send a status change notification request frame to the AP, containing the MAC address of the station for which it wishes to receive notification.

If, on receipt of a status change notification request frame, the AP either does not have an entry for the indicated station, or it already has a state of “disabled”, it shall immediately return a direct traffic disable notification response frame containing the same address as the request frame. Otherwise, it shall add the requesting station to the notification list for the indicated receiving station.

9.z.3 Registration Procedure at a STA

A STA that is capable of receiving direct traffic maintains a state variable indicating whether direct traffic to it is enabled. This state variable is set to “disabled”

If a STA wishes to receive direct traffic, it may send a direct traffic enable frame to the AP.

If the STA subsequently receives a direct enable response frame from the AP with status code “enable accepted” it shall set its direct traffic receive state to “enabled”.

If a STA has its direct traffic receive state set to “disabled” it shall not respond to direct communication request frames.

If a station no longer wishes to receive direct traffic, it may send a direct traffic disable frame to the AP and change its direct traffic receive state to “disabled”.

A station which has its direct traffic receive state set to “enabled” should modify its state to “disabled” using this procedure if it expects to roam to another BSS imminently, therefore allowing any transmitting stations to modify their wireless ARP caches to transfer frames via the DS.

9.z.4 Location Discovery Procedure at a STA

A station that does not have a cache entry for a particular destination address must perform a location discovery procedure in order to add it. The station initiates a location discovery procedure by sending a location discovery request frame to the AP, containing the MAC address of the station that it wishes to locate.

If the request times out, that is, no matching location discovery response frame is returned within dot11DirectDiscoveryTimeout, the station shall either create no entry in its cache, or create a cache entry indicating that the station with that MAC address is not able to receive direct traffic.

If the station receives a valid matching location discovery response frame within the timeout period indicating that the station is not able to receive direct traffic, the station shall create a cache entry indicating that the station with that MAC address is not able to receive direct traffic.

If the station receives a valid matching location discovery response frame within the timeout period indicating that the station is able to receive direct traffic, the station may initiate a direct communication negotiation with that station by sending it a direct communication request frame.

If the direct communication request times out, that is, no matching direct communication response frame is returned within dot11DirectDiscoveryTimeout, the station shall either create no entry in its cache, or create a cache entry indicating that the station with that MAC address is not able to receive direct traffic.

If the station receives a valid matching direct communication response frame within the timeout period, it may create an entry in its cache indicating that the destination address is possibly capable of receiving direct traffic, but is not currently capable of doing so.

If a STA receives a status change notification frame from the AP, indicating that a specific destination address no longer corresponds to a STA capable of receiving direct traffic, it shall either remove any corresponding entry from its cache or mark it as no longer able to receive direct traffic.

9.z.5 Location Discovery Procedure At An Access Point

If an AP receives a location discovery request frame:

a) If direct traffic is permitted by security policy, the address contained in the request corresponds with an associated STA and that STA’s direct traffic enable state is set to “enabled”, the AP shall respond with a location discovery response frame with location discovery status element indicating “success”.

b) If direct traffic is permitted by security policy, but the address contained in the request does not correspond with an associated STA, the AP shall respond with a location discovery response frame with location discovery status element indicating “fail, not associated”.

c) If direct traffic is permitted by security policy and the address contained in the request corresponds with an associated STA, but that STA’s direct traffic enable state is set to “disabled”, the AP shall respond with a location discovery response frame with location discovery status element indicating “fail, in this BSS but not enabled for direct traffic”.

d) If direct traffic is not permitted by security policy, the AP shall respond with a location discovery response frame with location discovery status element indicating “fail, direct traffic prohibited in this BSS”.

9.z.6 Direct Negotiation Setup Procedure

A STA wishing to initiate direct communication with another STA shall invoke the direct negotiation setup procedure to do so, but only if it has an entry in its cache indicating that the target address corresponds to a STA which is possibly able to receive direct traffic.

To initiate a direct negotiation setup procedure, the STA must send a direct communication request action frame to the target address. This frame shall have the toDS and fromDS subfields of the control field both set to zero.

If the transmission fails, the STA may retry it, using the same or lowered transmission rate. ? add timeout or retry limit.

If the STA receives a direct communication response frame from a station from which it was expecting to receive such a frame it may update the entry in its cache to indicate that the STA is now capable of receiving direct traffic.

If a transmitter receives a direct communication response frame from a receiver that it had not previously sent a direct communication request frame, it shall silently discard the frame.

If a STA receives a direct communication request frame, and its direct receive state is enabled, it shall return a direct communication response using the same transmit rate as the received frame. 

If a STA receives a direct communication request frame, and its direct receive state is disabled, it shall silently discard the frame.

9.z.7 Wake Request And Notification Procedure At The Transmitting Station

If the transmitting STA receives any frame from a STA corresponding to an entry in its cache with the PS subfield of the control field set to one, it shall set the power mode field of that entry in the cache to CAM.

If the transmitting STA receives any frame from a STA corresponding to an entry in its cache with the PS subfield of the control field set to zero, it shall set the power mode field of that entry in the cache to PSP.

When the entry in the cache at a transmitter shows a specific receiver to be in PSP mode, if it transmits a frame to that receiver with more data bit set to zero it shall set the current power state to doze.

A receiver may only go into the doze state if the last data frame received from all addresses had the more subfield of the control field set to zero.

If a transmitter wishes to send a data frame to a receiver that has an entry in its cache indicating that it is in the doze state, it must first use the wakeup procedure to change its state to wake. In order to do so, it must transmit a wake notify request frame to the AP. If it subsequently receives a wake notify response frame from the AP, it shall change the entry for that receiver in its cache to indicate that it is in the wake state.

9.z.8 Wake Request And Notification Procedure At Access Point

If an AP receives a wake notify request frame for a receiver in its association table that is currently in the wake state, it shall respond with a wake notify response frame.

If an AP receives a wake notify request frame for a receiver in its association table that is currently in the doze state, it shall behave as if a data frame for that receiver was buffered for transmission, and set the corresponding bit in the TIM element of subsequent beacons, until it receives a PS-Poll frame from the receiver. On receipt of a PS-Poll frame from the receiver, it shall respond to the requester with a wake notify response frame.
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