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2 Call to Order

Tuesday, August 27, 2001, 8:50 PM.

3 Agenda Discussion

Proposed Agenda:


Review draft 1.5 (1/2 day)


AES Proposals (1/4 day): HiFn


Fluhrer-Mantin-Shamir discussion (1/4 day): TI

Call for papers? HiFn, TI, Bob Moskowitz have papers

Chair: limit discussion to HiFn, TI papers

Review WECA meeting, short term solutions, long term suggestions

Dorothy Stanley has a short term proposal from Agere/Intersil. Nancy Cam-Winget has one from Atheros/Intel

Final agenda:

Review draft

HiFn paper

Fluhrer-Mantin-Shamir discussion: WECA review, TI Paper, Agere Paper, Atheros paper, short term suggestions, long term suggestions

4 Discussion of Draft

Nancy Cam-Winget (Atheros) supplied minutes for this portion of the meeting.

Jesse Walker led the discussion of the draft;

· Draft was submitted to Harry Sunday to place in the private area.

· Jesse has been going through comments and motions passed; incorporating changes into draft.  At this point, comments and motions passed have been incorporated up through section 8.  There are also a couple of motions that we need to start for Annexes; e.g. text for pseudocode, PIC. 

· Jesse would like to pick out highlights of where there’s work still needed to be done.  Discuss how we’re going to solve these issues and how we’re going to get them into the draft.

· Table of contents has not been updated yet.

· Nothing significant wrt to editorial comments until Clause 5.  For IBSS discussions, there are a lot of comments; our architecture is that association is used to provide nonces and to synchronization replay counters.  A lot of voters think this is not a good idea, because today IBSS does not use associations. We need to figure out how to convince 802.11 voters that we have to do the synchronization function to get security.

· Chair:  Tim Moore may be bringing a presentation for ad hoc networks.  Does he have a proposal for how 802.1X applies to this?  Each device needs a supplicant and authentication server.

· Jesse: to have any security guarantees from encryption, we need a synchronization point to set the nonces, encryption keys, sequence counters.  Our architecture forces the uses to use the association/reassociation messages to establish these points. This is orthogonal to 802.1X

· Bit in probe and Beacon to say if we’re in ESN.  If we have ESN, then you know 802.1X is supported; but you still have to negotiate to use it. This is done via association messages.

· A practical point in ad hoc network; would it be fair to say that there would be a separate association with each point in the ad hoc network. You need n square number of associations.  The problem is that is the implication for demanding security.  Every station must be able to be an authenticator; which is what the 802.1X demands.  In an ad hoc network; there are no associate packets. This raises the question of how one would use this if  there are no association required.  However, in ESN we are in essence requiring associations.

· Draft: implies that you have to associate.

· Jesse: this implies it’s a political problem in getting it through the letter ballot.  This is a prerequisite to security, unless we find a different way that allows us to synchronize the encryption keys and associated sequence/IV/nonce spaces.

· Comment: you don’t get security unless you leave State 1.   You don’t have to call it association but it still needs to achieve the functionality of getting security parameters: cipher suites, key derivation, nonce, sequence counter.

· Comment: this implies that you have to go through association to initiate security protocol.

· Comment: we could make notion to have Jesse draft something or to get discussions going through the reflector to see if this is going to fly? Or Jesse gets something written with the help of Tim Moore.

· Comment: how about Jesse and Tim work on the text and pass it through reflector?

· Comment: we need to start a discussion as the broader voting body does not understand how security protocols work.  What we come up may put the letter ballot in jeopardy.

· Comment:  802.11h has added some semantics in the association frames that may collide with .

· Comment: what may make things easier to go through ballot is to 

Action: Jesse to coordinate with Tim to include text available and ready for Bellevue and start discussion on reflector.  Bob Beach and Nancy will work with Jesse on resolving this issue.  This is for Clause 5.6.  There was general consensus and agreement to get this achieved.

Jesse’s continued comments

· Clause 5.7.7, there is a problem in text.  Authentication frames are not permitted in ESN at the MAC Layer but mac-layer Deauthentication frames are needed to kick legacy systems appropriately.  The motion should be in the minutes (of the last session?)

· Someone needs to work on the MIB for clause 5.9.2:  Arno (Intersil) has volunteered to work on this.

· Clause 8.2.5: we identified another MIB variable that will also need to be worked on.

· Comments on how the clauses were renumbered.  Draft 1 reflected the ordering we had agreed to with TGe; renumbering needs to be cleaned up.

· 6.1.2: another comment we need to resolve: how do we fit in with TGe; since they assume security is on top of TGe services.  First problem:  QoS can arbitrarily reorder packets, the amount of replay state we will need at the receiver will grow arbitrarily for a bound (cause for a MIB).  They will come in order from a packet class:  window we use is not applicable for this.

· Comment: what has been under discussion since last meeting is the notion of rekeying.  There is a problem with this ordering and when we encounter rekeying.  If QoS is beneath us and we need to rekey, we need an identifier so the receiver knows when to sync with new key.  

· Comment: what order is the processing done?  Answer:  you classify, sequence number, encrypt then send.  Question is what does this do to the receiver?  

· Comment: it seems natural that encryption come at the end.  

· Comment: they don’t want encryption to affect the priority classification.

· Comment: that comment speaks for encryption being done last prior to transmission.  You only want to encrypt when you’re ready to send it over the wire and not expend the time prior to classification.

· Comment: you could also have an association per queue.  Answer: this adds more state, memory and logic.  

· Comment: they can on retransmission insert higher priority traffic in its stead.  So, if we retransmit the packet, are IVs kept for the same transmission?  Retransmissions are right now (except for header sequencing) are kept the same; so we can assume that IVs can be kept the same.

· Comment:  maybe the only solution is that we should keep a state for each queue. Yuk.

· Comment: retransmissions should be with a new IV; you’re going to have to reencrypt even for retransmits.

· Comment: how does the rekeying work?  Answer: today, it’s only done at association/reassociation

· Comment: 802.1X will allow you to rekey at any time so you don’t need to do it at association/reassociation.

· What Jesse would like is to have volunteers to figure out how to move forward.  Include discussions with TGe and get their buy in.

· Dave Halasz will volunteer to write something;  Dorothy volunteers Wim; Ron also volunteers.   After text is drafted, we put it on the reflector for a discussion.

· Comment: where is order specified?  Answer: there is no text about this, text has to be written and made explicit that talks about interaction order.

Action: Jesse to work with Michael Fisher to craft text describing the relation between QoS and Securit.

Jesse: continued discussions

· Clause 7.2.3.6 (table 9): talks about a problem in our model.  In our model, we use 802.1X to authenticate and establish a key.  When a STA roams from AP to AP, the key moves from AP to AP via TGf, too.  But there’s no discussion on what’s different at the new AP; there are assumptions that we’ve had.  For instance, no full authentication should take place, instead something else needs to happen.  We haven’t explained what it is, do we care?  We should at least understand what it is we’re talking about in this model.  More specifically through protocol: we still need to go through initial contact association.  It’s possible to negotiate a new key…but it’s not specified.  This is the fast handoff problem.

· Comment: there was a presentation before that talked about plumbing keys.

· Comment: once upon a time we had an authentication protocol and it was meaningful.  But now we don’t.  Now we have no context to speak about, so I’m not sure we have anything to speak about.

· Comment:  Kerberos tried to talk about how to do this through their ticket system; fast handoff requires a relationship between the peers.  If we want to define a secure handoff, then we need to establish the relationship now.

· Comment: there is another group that talks about this TGf.

· Comment: will TGf resolve our problems?  

· Comment: we haven’t specified how we’re interacting with TGf; we haven’t defined our annex with our cookie or security blob (context blob); we haven’t defined if there are any different semantic behaviors when we’re using TGf to get the fast handoff and do a full user level authenticate again.  We haven’t defined how the negotiation works or how it relates to all of this.

· Comment: Bernard provided pieces to address this.  Bernard presented something in the July meeting.  There was a motion that was passed to have Bernard (and Tim) to include text to address this.

· Comment: we will also need text to add to the Annex that addresses this.

· Comment:  Tim and Bernard volunteered to write the text.  Before we can put text in, we will need a motion and get it passed.  Text can be prepared and ready at Sept meeting to have ready for the next draft.

· Comment:  is TGi addressing just authentication and key management or general security problems?  Answer:  security 

Jesse’s continued comments:

· No comments on WEP2:  what do we do about the text?

· Let’s wait for the 2nd half of the agenda: for presentations on this.

· Comment:  as is currently defined, it’s broken.  This leads us in discussions as to whether we should put anything in the standard or do we move it outside the ESN?

· On Clause 8.2.3.5.3.4: construction of OCB nonce.  TGi still has notion of broadcast/multicast security (e.g. keys).  In current draft we’re using AES in OCB mode for crypto constructions; but the draft doesn’t guarantee unique nonces in the case of multicast/broadcast.  The way the nonce is constructed is src mac addr, qos tcid, replay cntr and 0-pad.  The src mac gets propagated as broadcast, friends at each hop have their own replay counter space;  replay counters could get reused since they come out of a different space.  So how do we get unicity for broadcast/multicast?  Jesse’s suggested an algo to hack this;  the upper 6bits of keyID are used.  STA always sets them to 0, AP increments this value and in an IBSS, you also increments.  This algo has property that it can uniquefy the nonce up to 64 hops.

· Comment: why were they not used?  Answer:  they were not defined before but now we could use them.

· Comment: 64 may not be enough?  Answer: we could always propose something new.

· Comment: how does broadcast work?  Answer:  if a STA broadcasts, it sends it to the AP and the AP sends the broadcast.  In an IBSS, the STA would do the broadcast itself.  

· Jesse needs someone to propose some text to address this problem.

· Comment:  what if someone wants to do a hop to hop between APs?

· Comment: it would be a good idea to define this.  Since vendors have a notion of a repeater and use it.  So, we should have an algo to address this.

· Jesse and Doug Whiting can work something for this.  Dave Halasz can help too.

Jesse’s continued discussion:

· Clause 8.2.3.5.5.5 decrypt MSDU data:  an observation related to OCB tag.  If we’re to use 128 bit tag, we wouldn’t need a encrypt operation at the receiver.  This would add 8 bytes of overhead to every packet, however.

· Comment:  is the cipher negotiation rich enough?  Answer:  fair question.  Are we negotiating the right things?

· Comment: there can be dangers if we’re constantly adding to the kitchen sink.

· No one really cares about this issue today, we can continue this discussion at the Sept meeting.

Comment: draft 1.5 is not in the reflector area. 

Comment:  task group I does not have a reflector area.

Comment: it’s improper to send it to the whole reflector.  It should only go to the 802.11i members.

· Clause 8.2.4 Interaction between 802.1X and MAC sublayer discussions will follow later

· Those were the major issues

· What’s left:  haven’t finished incorporating Clause 11 comments.  We need a PIKS written:  look for all the shalls (i.e. what’s mandatory).

· Have a volunteer to write MIB.

· Need a pseudocode clause: for appendix C requires both state diagrams and pseudocode.

· Everyone please read the draft and provide comments.

· Comments: since Kerberos struck from draft; are those dependencies now removed from the draft?  Answer:  Yes.

5 Proposals

5.1 WSP (Doug Whiting, HiFn)

WSP is a unified proposal to address both legacy systems and new systems. It consists of a authenticated key exchange protocol and enhancements to WEP. It defines a light-weight MIC that might be implemented on legacy hardware. It supports AES-OCB but does not mandate this.

Memorable quotes: “From a marketing perspective we need to get rid of WEP.” “Why is this group, with its past, breaking new ground with OCB?” 

Question: Denial of service problem with rules for about tearing down association? This seems to make it easier to take out a particular station. Answer: Meant to rekey if too many attacks.

Question: What to do about cards that can support only use a 40-bit key? No Answer.

Comment: Need to decide whether legacy systems would have to conform. Want to move to AES.

Comment: RC4 is OK for legacy systems but we need AES for future.

Question: Any broadcast security in WSP? No.

Comment: Putting patented algorithm in doesn’t block anything, and including patent free algorithms into standard doesn’t guarantee that there isn’t a submarine patent. We know that some do have intellectual property claims against them.

Question: Problem with HMAC is legacy hardware can’t support it? Answer: It is fine for going forward, but doesn’t fit into existing AP CPUs.

Question: Why keep the MAC-level CRC (as opposed to ICV)? Answer: It helps you detect physical transmission errors, and there are fields in the .11 header not covered by the hash.

5.2 WECA Review

Dave Halasz reported. The discussion at WECA noted there are two scripts posted on web. Nancy Can-Winget also reported on a rekey mechanism. WECA discussed how to proceed. WECA and IEEE are pretty much the same people. WECA doesn’t make standards but provide interoperability and marketing. WECA therefore doesn’t want to do anything technical and have IEEE do the technical work.

Comment: If we can agree that WSP is a good idea and can run on existing hardware, let’s put it into shape and suggest it to WECA as a fix. Chair: Can we narrow down selection by September meeting? In mean time might be short term approach?

WECA: Concerned about talking to press, have briefings scheduled. Didn’t have to make assumptions about TGi in Seattle since Dave was available to report. WECA decided to stay away from short term firmware upgrades on existing hardware. Want a solution, but this really has to be done by the technical people in TGi. Trying to be proactive. Being proactive helps with press, but need tangible progress to report.

Chair: Should we attempt to do something about WEP/WEP2?

Comment: There is consensus that we have to do something for WEP, so let’s sort out what to do.

Chair: Is there an impact on sales? Answer: don’t know.

Comment: we need to agree on WEP2 framework. It will take 6 months to get it into firmware. Is there something we can do more rapidly? Comment: improvement must be good enough to pass muster with the market and the press.

Comment: If you are building ships and your first one is called the “Titanic”, don’t name the next one “Titanic2”.

Question: is WEP2 dead on arrival? Answer: the name is.

Chair: How do we make recommendations?

Question: Are we authorized to make a recommended practice to WECA? Why would anyone listen to us? Chair: No one has to listen to us. It is only a reference, so that they could test whether a vendor implements recommended practice. Comment: only makes sense if it has the authority. Comment: Need executive committee approval to put outside of 802. Comment: But if WECA decides to run with a draft we come up with, great. Comment: Nothing to say it would pass letter ballot. Chair: if it is out of PAR, we can still progress it by individuals speaking with their representatives.

Comment: We have never specified criteria about what we are protecting ourselves against. Chair: Disagree, we have been working on requirements document.

Question: where do you want to do the work? Answer: The output doesn’t have to be a formal deliverable of TGi, just a paper that WECA gets behind.

Question: Did you say IV filters might be a recommended practice? Answer: Perhaps. Question: this requires firmware change? Answer: yes.

5.3 TI proposal (Chris Heegard, Marty Lefkowitz)

This is a suggestion to address the WEP problem by rekeying frequently. Presenters are not asking that this becomes part of standard, but how to fix something sooner than standard can get passed. Want to make minimal changes to prevent breaking WEP.

Comment: can inject replayed packets into the network to get the network to generate packets, so don’t have to wait for network to generate its own packets to get sufficient quantities to cryptanalyze keys.

Comment: All clients have to be on line to distribute new key.

Question: What’s to prevent replay rekey packets? Answer: doesn’t. Comment: We don’t want a scheme with an obvious flaw. This doesn’t work.

Question: What about a phony authenticate? Answer: You have to authenticate before associating.

5.4 Extended WEP Proposal (Dorothy Stanley)

Summary of work over last few weeks between Agere, Cisco, and Intersil. To answer the question: What can be done in existing hardware? It is a mechanism to generate keys more frequently.

Question: How is this implemented in legacy equipment? Answer: firmware upgrade.

Question: How to tell this is not legacy WEP: Answer: uses XWEP bit in KeyID

Question: Most vendors do not have an interoperable way to distinguish 40-bit WEP from 104-bit WEP. Any need to call out identifying whether you are running one or the other.

Question: won’t be any interruption in service? Answer: that’s why you keep two keys.

Comment: We need clarification of proposal. There is no consensus in room as to what proposal is.

Question: What is performance impact of proposal? Answer: None for per-packet performance. The per-second cost is minimal number of microseconds.

Comment: This is nice in that you have a new key each second. Using MAC addresses looks like it may enable Fluhrer-Mantin-Shamir attack.

Comment: Would be better to get a real fix rather than rush and have it broken.

Comment: Previous solution is a 3 vendor solution. Answer: The idea is to put out an initial solution, and in 6 months a MIC, and then 6 months later AES.

5.5 Rapid Rekeying (Nancy Cam-Winget)

This proposal defines a new MAC-sublayer authenticated key exchange protocol. It is designed to limit the interaction of Upper Layer Authentication and the MAC, to eliminate race conditions that arise when relying on 802.1X exclusively for reky, and to help solve difficulties during roaming and reassociation. The talk focused on how to use this to enhance the security of WEP by rekeying often enough.

Comment: Doubling data rate doesn’t double throughput. Answer: Then the story is better, because don’t have to rekey as frequently.

Question: Any broadcast/multicast support? Answer: No; we delegate broadcast/multicast rekeying to 802.1X.

Question: How many keys does AP have to track? Answer: as many STAs as are associated. That’s just the price of security.

Question: HMAC-MD5 for authentication, AES-CBC-MAC for key derivation only? Answer: This is what we specified, but you could use other algorithms instead.

Question: Keep two keys? Answer: We believe no, only need 1; the synchronization mechanism means you only need one.

Question: Broadcast mode? Answer: We don’t do this. Question: Broadcast queuing? Answer: broadcast key is taken out of the buffer to be sent it is then encrypted.

Question: Need this for AES? Answer: Yes. Rekying is a way to make it safe to use the crypto algorithm by changing the Nonce/IV space when they repeat.

Question: Is proposal for TGi for short term? Answer: It is for TGi to decide, but we think it works for WEP as well. Trying to simply interface between 802.1X and MAC-sublayer.

Question: Can’t design so don’t need MAC-layer, but use .1X instead. Answer: Worried about the race condition caused by using 802.1X on the data channel and switching to the new key.

Concern: Too much processing overhead with the crypto algorithms selected. Comment: don’t think this is a valid concern, because rekey is relatively infrequent.

Question: What about lost packets? Answer: Fall back to association if no message gets through.

Question: Packets held up during rekey? Answer: No, not necessarily there is a transmit queue and a threshold. If threshold is 0, then packets are held up.

Question: What is problem to tying change to beacon? Answer: Not desirable if using per-association keys.

6 Discussion

Need text by September meeting, to go to letter ballot.

Encourage groups to work together to try to converge.

Question: Can we have this as an open discussion on a mailing list, in order to discuss these things? Answer: Leave this to the proposers to converge.

Question: Is there something we can say today? Answer: There is consensus we can do something.

Comment: In terms of classifying nature of proposals, “applies to existing hardware” v. “requires new hardware”

Question: Is it fair to say we are working on solution that works on hardware already in the field? Answer: According to standard we are fixing something that doesn’t exist, because 802.11 only supports 40-bits. Want to make sure we identify what versions of WEP we are helping. Comment: We want to enable WECA to give some market guidance.

Question: is the non-standard longer key 104-bit or 128? Answer: 104-bit.

Question: Any consensus on recommending IV-filter? Answer: No. Comment: Would not want to do this unless we had the “new” protocol. Comment: all proposals talk about dynamic keying. Comment: Think it would be good if WECA could say immediately that IV filter is something that can be done right now. Comment: Announce that there is a short, medium, and long-term solution. Comment: People will criticize short-term solution, since no one believes it is very strong.

Comment: The long term is unlikely to be backward compatible. Comment: can’t say anything about TGi until we get past letter ballot.

Question: Who would implement it? Chair: I don’t know. Vendors would have to guage the risk. Comment: But then the scripts will be adjusted to respond to the attacks. Comment: This would be beneficial if not silly. Saying better to use WEP than not, and better to change keys frequently if not. Anything else will be appreciated. Comment: Need to make a statement recommending VPN. Question: What do you recommend for the home? Answer: People have to decide from themselves. Comment: PPTP can support a lot of things in the home.

Comment: Working to get VPN in network at work, but won’t use short-term solution. Question: will any of solutions raise the bar enough to be useful? Answer: Yes. Comment: Home is a red herring.

Question: What is goal of medium-term solution? Answer: Look at proposals that can be done on current hardware that is secure.

Comment: Parties need to resolve by September or we are in trouble.

Chair: Make any recommendation on IV filters? Question: What is definition of IV filter. Question: How much time will this distract from development of standard. Comment: Airsnort looks at 0xff in the second byte. Question: What is process of updating best practices in meantime? Answer: Question is moot. Comment: Short term solution is not useful. Comment: Will take 2 or 3 months to do an implementation, so it will be broken by the time it ships. Any medium term solution has to last year and make people feel good about it.

Comment: It seems that if we keep coming out with band aids, customers will lose confidence, so speak against a short term solution. No one will implement it anyway. Chair: Fear that we won’t have anything by September meeting. Question: How will filter work? How will it accomplish anything? Answer: Users will contact their vendor and ask when the fix is available. Comment: Get a VPN. Comment: A lot of deployments cannot use a VPN.

Question: Is short-term solution only IV-filters? Answer: No

Chair: Straw poll: recommend IV-filter now: 3-15. We don’t want to make a recommendation today.

Chair: We can state we are working on a retro-fittable solution for existing hardware and working for consensus among proposables. Converged proposal soon. Question: How does WECA go about endorsing a solution? Answer: Tone in press today is “when did you stop beating your wife”. Heard that there is consensus that there will be an interim solution that works on existing hardware that will be available before standard. Comment: everyone has intent to implement on existing hardware.

Chair straw poll: There will be a secure solution that will run on existing hardware and will be available before TGi completes, and is irrespective of TGi finishing its work. Unanimous in favor.

7 Adjourn
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