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· Meeting called to order

· Interim 802.11e/i

· Chaired by Dave Halasz

· Secretary:  Dorothy Stanley
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Simon Blake-Wilson
sbalkewi@certicom.com
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David Halasz
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330-664-7381

Dorothy Stanley (Recorder)
dstanley@agere.com
630-979-1572

Tim Moore
timmoore@microsoft.com

425-703-9861

1. Dave – Opening Remarks

Initial goal of this meeting was to begin comment resolution. However, just a few comments have been received, and the cutoff for comments is not until May 15th, Tuesday afternoon during the upcoming 802.11 meeting in Orlando. Thus the purpose of this meeting is to discuss the concerns that the attendees have with the existing draft, and solicit contributions to address these concerns.

We will operate as TGe for the upcoming May IEEE meeting. The motion to become 802.11i was approved and is working its way through the necessary committees and procedures.  The first meeting as a subgroup is Monday evening 6:30 pm. Additional meetings are scheduled for Tuesday and Thursday.

2. The summary list of concerns with the current draft:

(a) WEP 2 has no MIC (all)

(b) AES, OCB patent copyright (Dave, Glen, Tim)

(c) Protect source and destination addresses (Dave, Nancy)

(d) Specifics of Kerberos need to more definition to enable interoperability (all):

(e) Key ID bits – position in the frame layout (Nancy, Dorothy)

(f) Adoption of new algorithm (Simon, Tim)

(g) Kerberos username/password implementation open to dictionary attack (Tim)

(h) Anonymity concerns -.1x protocol passes identity in clear  (Simon)

(i) Two bits in capability, ESN and WEP. The meaning should be clarified.

(j) Is WEP 2 mandatory? What about AES? What pieces in the ESN should be mandatory? (all)

(k) Handoff - Kerberos solves the problem with non-certificate implementation, or using IAPP for roaming (Bob, others)

(l) Current authentication solution relies on draft and experimental standards (Tim, Glen)

The paragraphs below summarize the discussion in more detail for each of these items.

(a) WEP 2 has no MIC (all)

Dave, Nancy - WEP 2 has no MIC. Is the current definition of WEP-2 good enough? General consensus is no. Need at least a MIC. Looking for someone to come in with a contribution to address this.

Bob – we need more cryptographer help on WEP2 and AES.

(b) AES, OCB patent copyright (Dave, Glen, Tim, Nancy)

Jesse is following up with the patent holders to get their license agreement statements.

(c) Protect source and destination addresses (Dave, Nancy)

Nancy –If we keep RC4, need to protect the MAC addresses.

(d) Specifics of Kerberos need to more definition to enable interoperability (all):

Discussion on a rationale for specifying an upper layer authentication algorithm. 

Selected Kerberos. However, it is complex, and the PKI version relies on several other draft standards. SRP is less complex, or EKE.

Glen - GSS-API is a very general spec. There is a specific EAP-GSS Kerb draft RFC.

Can use SPENGO, but not recommended.

(e) Key ID bits – position in the frame layout (Nancy, Dorothy)

From an implementation perspective the key-id bits should be in the original WEP position in the frame. May not be aesthetically pleasing, but allows for a more efficient implementation. Will vote “no” on this.

(f) Adoption of new algorithm

Simon - OCB AES is new thus risk in adopting this. Some people have an issue with using the same key for authentication and encryption. Option is to have 2 independent keys, one for authentication and one for encryption. 

Nancy – One of the things that sets OCB apart is that for each block, the results of the 

encryption are unique. Does go back to what is the problem we are trying to solve. Most of NIST addresses authentication, rather than privacy.

Industry practice to date has been to use two algorithms. Algorithms that do both are new. 

Nancy will prepare a contribution (possibly with Jesse) to propose the changes that have been made to OCB mode for AES.

(g) Kerberos username/password implementation open to dictionary attack (Tim)

Tim – Using Kerberos – have to use PKI, otherwise the challenge response is not secure enough.  Claim is that Kerberos without PKI is vulnerable to dictionary attack. Bernard Aboba will bring in a contribution to the May meeting to address this. Microsoft looking at EKE, TLS and SRP as alternatives.

Tim – There are two fundamental problems with using Kerberos.

Pre-authentication data is encrypted data, sent prior to tunnel establishment.

Need a solution you can use username & password safely with, since much of the user base uses this authentication. 

Tim - When using Kerberos, times must be in synch, time used as part of the authentication. 

Tim, Bob - Doing password only with Kerberos on voice terminals – then open the APs to attack.

Consensus - May be difficult to find a one-size fits-all authentication method.

. 

(h) Anonymity concerns -.1x protocol passes identity in clear  (Simon)

Simon – anonymity - Concern is that an observer can sniff and observe addresses that are being passed by. The need to provide anonymity for the user has been raised in Bluetooth and other forums. Is it a concern for us? Will likely be an element of the solution that is scrutinized?

If anonymity is important, can’t use .1x – user identity and MAC address sent in the clear. Could we send realm only? No, need more resolution.

(i) Two bits in capability, ESN and WEP. The meaning should be clarified.

Tim – WEP or not, if WEP is on, then is it an ESN? There are two bits in the capability – ESN and WEP. Clarify the meanings. If WEP bit is set, this means that encryption is used. Section 7.3.1.4 Capability information – privacy bit. Then, the per-frame bit is currently called “WEP”. Name should be changed.

(j) Is WEP 2 mandatory? What about AES? What pieces in the ESN should be mandatory? (all)

Tim - Is WEP-2 Mandatory?

Dave – have a problem with making AES mandatory. 

Nancy/Bob – Is upper layer authentication required with WEP-2? No, can use open and shared. Is WEP-2 mandatory? Is AES mandatory? What pieces are mandatory in an ESN?

(k) Handoff - Kerberos solves the problem with non-certificate implementation, or using IAPP for roaming (Bob, others)

Tim – Will propose - Pass authorization info from AP to AP. If pass they key information, this effectively authorizes the station. Want a quick way to do this. 

Should base on .11f, add a security set of information. Also a need to pass VLAN information.

Simon – Could the list of neighboring APs be passed from the Kerberos server to the client? Don’t like the idea of a set of APs sharing the same realm name, password and key. Highly mobile clients constantly collect info on neighboring APs.

Glen – 802.11 is a service in the realm. Like having an FTP server (the model), the APs collectively provide the service.

When roaming, need a way to get Authorization data to the new AP–either have to go to the RADIUS server on each roam, or transfer the data from the old to new AP (IAPP security modules). 

(l) Current authentication solution relies on draft and experimental standards (Tim, Glen)

Strictly speaking, we can’t go out until 802.1x and IAKERB have gone out.  GSS-API is a very general spec. There is a specific EAP-GSS Kerb draft RFC.

Can use SPENGO, but not recommended.
General discussion
If you miss the opportunity to comment on some aspect of the draft, can you go back later and raise an issue on it later? In .1x, comments were open for the first several drafts.

Draft balloting versus sponsor balloting?  Most of changes are made in the draft balloting, not the sponsor balloting.  

Tim - Are there really race conditions on the service interface? .1x has to be in the clear, how to tell. There may be a time when the 2 ends are out of synch. Live with it, filter on Ethertype – pass through the 802.1x Ethertype. Don’t think this should be an issue.

Tim - Current deployment of.1x are with private CAs only. TLS goes to home RADIUS server. Unwilling to trust the external certificate chain.

When might this standard be viable? – early 2002 at best. AES will have to wait for longer until it appears in products.
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