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Abstract

This contribution contains normative text being proposed for introduction into the TGe QoS draft.  The text described proposed enhancements for the exiting RTS/CTS mechanisms to facilitate new uses of those messages.  Specifically, it calls out a well know address for use in “spoofing” legacy stations.  It allows 802.11e stations to transmit while suppressing transmissions from legacy stations. 

As much as possible, the proposed text works from the file titled P802_11E-Q-D1_0.PDF as a baseline.  Where such updated text was not available, IEEE Std. 802.11-1999 has been used as baseline text.  Note that Clauses that do not appear, or appear only in title are not changed from P802_11E-Q-D1_0.  Modified clauses are shown using MS Word’s track changes mode (formally the modified clause would “replace” the existing clause as modifications are not allowed).  Replaced clauses are identified using editorial notes.  Editorial notes appear in bold italic Times New Roman font, informative notes appear in normal Arial font, and normative text appears in normal Times New Roman font.  Open issues are highlighted using red text in normal Arial font, and begin with "OPEN ISSUE:"
The author would like to thank all those who commented on these mechanisms as first described in 01/097 and earlier versions of 01/130.  Particularly the author would like to thank Michael Fischer of CHOISE – Intersil, and Matthew Fischer of BroadCom, whose insights resulted in modifications to the author’s original proposal.

4 Abbreviations and Acronyms

Add the following new terms:

ECTS

enhanced clear to send

ERTS

enhanced request to send

TxSup

transmission suppression (function or address depending on context)

5 General Description

6 MAC service definition

7 Frame Formats

7.1 MAC Frame Formats

7.1.1 Conventions

7.1.2 General frame format

7.1.3 Frame fields

7.1.3.1 Frame control field

7.1.3.2 Duration/ID field

7.1.3.3 Address fields

Modify this clause as indicated.

There are four address fields in the MAC frame format. These fields are used to indicate the BSSID, source address, destination address, transmitting station address and receiving station address. The usage of the four address fields in each frame type is indicated by the abbreviations BSSID, DA, SA, RA, TA indicating basic service set Identifier (BSSID), Destination Address, Source Address, Receiver Address and Transmitter Address, respectively.  Certain frames may not contain some of these address fields.

Certain address field usage is specified by the relative position of the address field (1-4) within the MAC header, independent of the type of address present in that field.  For example, receiver address matching is always performed on the contents of the Address 1 field in received frames, and the receiver address of CTS and ACK frames is always obtained from the Address 2 field in the corresponding RTS frame, or from the frame being acknowledged, except where specified as otherwise.

7.1.3.3.1 Address representation

7.1.3.3.2 Address designation

Well known addresses

Insert this clause and renumber the following clauses accordingly.

The following table lists well know addresses and their use:

	Address
	Title
	Use

	XX-XX-XX-XX-XX-XX
	Legacy Tx Suppression

(TxSup)
	This address is reserved for use in suppressing transmissions from “legacy” stations.  When encountered in valid RTS or CTS frames, ESTA implementing 802.11e may ignore the duration value of RTS frames with this address in TA, and CTS frames with this address in RA.


OPEN ISSUE: If the text in this contribution is agreed, the exact address to be used would need to be identified by IEEE.  It is a common practice to reserve addresses for specific uses within standards.  For example, 802.3 reserves an address to “PAUSE” transmissions from other stations for a period of time.  The address is a multicast address:  01-80-C2-00-00-01.  (See 802.3-2000 Annex 31b).  This address has certain other properties regarding bridging that may be of advantage (802.1D bridges do not forward this address).  In truth to minimize the variance from the existing protocol, the Legacy Tx Suppression address should be a unicast address.  However, the address could also be a multicast address, and legacy STA should operate as expected.  If a multicast address is used, this address could potentially be the same as used for 802.3 (01-80-C2-00-00-01).  If a unicast address is desired, the standard procedure for acquiring a “Standard Address” should be followed (See IEEE 802 -1990), and the 802.11 standards body would apply to IEEE to secure the address.  The table above would then be updated when the address is secured.  If a multicast address is selected, minor modifications will be required to section 9.2 to reflect allowance of a multicast address with RTS/CTS.
7.2 Format of individual frame types

7.2.1 Control frames

7.2.1.1 Request To Send (RTS) frame format

Replace the final paragraph of 7.2.1.1 (not the note) with the text below.

For all RTS frames transmitted for the purpose of reserving the media to transmit a pending data or management frame the duration value is the time, in microseconds, required to transmit the pending data or management frame, plus one CTS frame, plus one ACK frame, plus three SIFS intervals. If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.

EAP or EPC compliant with IEEE Std. 802.11E may set the duration field to any arbitrary value in RTS frames for the purpose of suppressing transmissions from other STA as described in Clause 9.1.7.  And as described in Clause 9.1.7, they can send an RTS to other STA to invoke a CTS response, without the intent of sending a corresponding data or management frame.  Finally, when conducting transmit suppression, EAP or EPC may set TA to the TxSup address, rather than their own address.  This will be an indication to ESTA that they may ignore the duration field contents of that RTS frame with respect to setting their NAVs.

Clear To Send (CTS) frame format

Replace the final paragraph of 7.2.1.2 with the text below.

For all CTS frames transmitted in response to an RTS frame the duration value is the value obtained from the duration field of the immediately previous RTS frame, minus the time, in microseconds, required to transmit the CTS frame and its SIFS interval.  If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.

Also as described in Clause 9.1.7, EAP or EPC compliant with IEEE Std. 802.11E can send CTS without first receiving RTS, or the intent of sending a corresponding data or management frame.  In such cases, they may set the duration field in CTS frames to any arbitrary value for the purpose of suppressing transmissions from other STA as described in Clause 9.1.7.  Also in this case, EAP or EPC may set RA to the TxSup address.  This will be an indication to ESTA that they may ignore the duration field contents of that CTS frame.

7.3 Management frame body components

7.3.1 Fixed Fields

7.3.2 Information Elements

7.3.2.1 Service Set Identity (SSID) element

7.3.2.2 Supported Rates element

7.3.2.3 FH Parameter Set element

7.3.2.4 DS Parameter Set element

7.3.2.5 CF Parameter Set element

7.3.2.6 Traffic Information Map (TIM) element

7.3.2.7 IBSS Parameter Set element

7.3.2.8 Challenge Text element

7.3.2.9 Country Information element

7.3.2.10 Hopping Pattern Parameters element

7.3.2.11 Hopping Pattern Table element

7.3.2.12 Request Information element

7.3.2.13 QBSS Load element

7.3.2.14 EDCF Parameter Set element

7.3.2.15 Traffic Specification (TS) element

7.3.2.16 Error Statistics element

7.3.2.17 Listen Epoch element

7.3.2.18 Overlap CFP allocation element

7.3.2.19 Overlap BSS report element

7.3.2.20 Overlap ESTA list element

7.3.2.21 Extended Capabilities element

This is a replacement for the existing clause 7.3.2.21.

The Extended Capabilities element is present in any management frame body that includes a Capability Information field with bit 15 set to 1.  This element provides additional bits to indicate optional or configurable capabilities.  The element information field contains is a positive integer multiple of 2 octets in length, with a default length of 2 octets, as shown in Figure 42.14.

	Element ID
(35)
	Length
(2*n)
	Extended Capabilties
(2*n octets)


Figure 42.14 – Extended Parameter Set element format

The Extended Capabilities field is (at least) 2 octets in length, and contains capability information bits as defined in Figure 42.15.  Once assigned, the positions of individual capability bits within this field remain fixed.  This allows the length of this field to be extended over time without ambiguity.  The mutually available capabilities for a pair of ESTAs which use Extended Capabilities elements of different lengths are, by definition, capabilities indicated by bits starting with bit 0 of the first octet of the element information field and ending with bit 15 of the last octet pair in the shorter of the two elements.

	bits: 0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15

	Rec
TxSup
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)
	rsrv
(0)


Figure 42.15 – Extended Capabilities field (first 2 octets)

Each Capability Information subfield is interpreted only in the management frame subtypes for which the transmission rules are defined.

ESTA shall set the Rec TxSup subfeild to 1 if they will ignore the duration fields of RTS with TA set to TxSup, or CTS with RA set to TxSup.   Rec TxSup is set to 0 otherwise. 

7.4 QoS Management Actions

7.5 MAC-Level FEC and FEC Frame Formats

7.6 Frame Usage Guidelines

8 Authentication and privacy

9 MAC Sublayer Functional Description

9.1 MAC Architecture

9.1.1 Distributed Coordination Function (DCF)

9.1.2 Point Coordination Function (PCF)

9.1.3 Hybrid Coordination Function (HCF)

9.1.4 Coexistence of DCF and PCF

9.1.5 Fragmentation/Defragmentation Overview

9.1.6 MAC Data Service

9.1.7 Overview of Transmission Suppression Mechanisms

802.11E allows EAP and EPC to set arbitrary duration values in RTS and CTS frames.  These value are not calculated based on the transmission time required for a pending frame sequence, but can be set to any desired value in order to suppress transmissions from groups of STA and ESTA for a given period of time.  Possible uses of this mechanism include but are not limited to:


Coexistence with other protocols and future enhancements of the 802.11 protocol


Reduction of jitter on Beacon Frame


Overlapped BSS interference mitigation


Suppression of hidden terminals

RTS and CTS frames may be used for transmission suppression during the CP, CFP, or a CPB.  

9.2 Distributed Coordination Function (DCF)

9.3 Point Coordination Function

9.4 Fragmentation

9.5 Defragmentation

9.6 Multirate Support

9.7 Frame Exchange Sequences

Replace the existing Tables 21 and 22 with the following.

Table 21, Frame Sequences

	Std.
	Sequence
	Frames in
Sequence
	Usage

	802.11
	Data(bc/mc)
	1
	Broadcast or multicast MSDU

	802.11
	Mgmt(bc)
	1
	Broadcast MMPDU

	802.11E
	CTS
	1
	Transmission (Tx) Suppression

	802.11E
	RTS – {CTS}
	2
	Extended Tx Suppression

	802.11
	{ RTS – CTS – } [ Frag – ACK – ] Last – ACK
	2
	Directed MSDU or MMPDU

	802.11
	PS-Poll – ACK
	2
	Deferred PS-POLL response

	802.11
	PS-Poll – [ Frag – ACK – ] Last – ACK
	3
	Immediate PS-POLL response

	802.11
	DTIM(CF) – [ <CF-Sequence> – ] { CF-End }
	2 or more
	Start of CFP

	802.11
	 [ <CF-Sequence> – ] { CF-End }
	2 or more
	Continuation of CFP after missing ACK or medium occupancy boundary 


Table 22, CF Frame Sequences

	Std.
	CF Frame Sequence
	Frames in
Sequence
	Usage

	802.11
	Beacon(CF)
	1
	Beacon during CFP

	802.11
	Data(bc/mc)
	1
	Broadcast or multicast MSDU

	802.11
	Mgmt(bc)
	1 or 2
	Broadcast MMPDU

	802.11
	Mgmt(dir) – ACK
	2 or 3
	Directed MMPDU

	802.11E
	CTS
	1
	Transmission (Tx) Suppression

	802.11E
	RTS – {CTS}
	2
	Extended Tx Suppression

	802.11
	Data(dir)+CF-Poll{+CF-Ack} – Data(dir)+CF-Ack – {CF-Ack(no data)}
	2
	Poll and ACK sent with MPDUs

	802.11
	Data(dir)+CF-Poll{+CF-Ack} – CF-Ack(no data)
	2
	Poll of STA with empty queue, insufficient time for queued MPDU, or too little time remaining before a dwell or medium occupancy boundary to send a queued frame

	802.11
	CF-Poll(no data){+CF-Ack} – Data(dir) – {CF-Ack(no data)}
	2
	Separate poll, ACK sent with MPDU

	802.11
	CF-Poll(no data){+CF-Ack} – Data(dir) – ACK
	3
	Polled STA sends to STA in BSS

	802.11
	CF-Poll(no data){+CF-Ack} – Null(no data)
	2
	Separate poll, STA queue empty, insufficient time for queued MPDU, or too little time remaining before a dwell or medium occupancy boundary to send a queued frame

	802.11
	Data(dir){+CF-Ack} – ACK
	2
	ACK if not CF-Pollable or not polled


9.8 MSDU transmission restrictions

9.9  See 802.11d

9.10 HCF

9.11 Transmission Suppression

As part of virtual carrier sense, 802.11 provides mechanisms for STA to coordinate transmissions beyond the limitations of physical carrier sense (CCA).  These include the duration value in most 802.11 frames, and NAV in all STA used to track the allocation of the media.  It also includes the RTS – CTS frame sequence.  These mechanisms are termed Transmission Suppression (TxSup) mechanisms, as they allow STA to suppress the transmission of other STA beyond that possible with CCA.  802.11E extends these capabilities by adding additional TxSup capabilities.  The capabilities are implemented by modifying the usage and interpretation of RTS and CTS frames.  RTS and CTS frames used to support encodings specific to 802.11E are referred to as “Enhanced’ and are sometimes referenced as ERTS and ECTS.  

The basic mechanism discussed here is the setting of the duration value in an RTS or CTS frame to an arbitrary value by an EAP or EPC, so as to deny access to the medium for other STA (suppress their transmissions) for some purpose.  Initiation of these frame sequences shall be limited to EAP and EPC for controlling access to the medium within their own BSS.  This limitation is to avoid potential for abuse of the mechanism.  Some possible applications of this mechanism are detailed below.  However, the mechanism may be applied for other uses, as long as the RTS / CTS frame sequences with arbitrary duration values always originate from an EAP or EPC. 

9.11.1 Coexistence with Unknown or Future Protocols

One 802.11E TxSup extension concerns the ability to reserve use of the medium for an unknown or future protocol.  QoS entails the timely and reliable delivery of packets.  The 802.11 medium is often shared with other protocols that do not understand 802.11 protocol, and whose protocol is not understood by most 802.11 STA.  As such, the protocols cause interference to each other, and prevent timely & reliable (QoS) delivery.

Further, forward compatibility is an important issue.  Many of the QoS mechanisms being introduced could interact in unforeseen ways that will require future modification of the standard.  And additional QoS protocols may yet be proposed.  A key part of accommodating these issues is to provide a generic mechanism to reserve the channel for use, not just by a know sequence of messages, but by a sequence of transmissions that may not be understood or even detected.

To address these issues, an enhanced usage of the CTS frame is allowed within 802.11E where an EAP or EPC may transmit a CTS frame to itself (ECTS).  The ECTS may be transmitted using a PIFS for preferential media access.  An example application is shown in Figure 63.  All STA and ESTA that hear the ECTS will set their NAV.  Note that while the NAV is set, should an EPC choose to poll a pollable STA or ESTA, the STA or ESTA shall respond to the poll.  At the end of the indicated duration (assuming no other NAV effecting events occur) the NAV in all affected terminals will reset.  Note that while this mechanism assumes that a number of STA / ESTA are unaware of the unknown protocol, at least the EAP or EPC must be aware enough so as to properly allocate suppression times for its QBSS.   If desired this same approach may be practiced with an RTS addressed to a cooperative STA for greater coverage.  An example of this practice is shown for hidden terminal suppression in Figure 64.   Note that when RTS is used, some STA may automatically reset their NAV, if they do not hear the corresponding CTS, or, the start of a valid 802.11 frame after a CTS time.  The EAP or EPC may need to follow the response CTS with a CTS of it’s own to guarantee the Tx suppression desired.
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Figure 63.  Example of Transmission Suppression for Unknown Protocol
Suppression of Hidden STA

Another possible use of ERTS is for suppression of hidden STA.  The RTS / CTS protocol was originally added to 802.11 to increase reliability of transmission in the presence of hidden STA.  While the protocol increases robustness, it does not prevent the hidden STA from consuming time on the media with packets that are likely destined for an AP that can no longer hear the STA.  Such packets will be retried till they reach the retry limit and then dropped.  These retries also interfere with the ability of an STA to hear CTS destined for it, further increasing media inefficiency.  Also while 802.11E allows the RTS / CTS protocol to be employed during the CFP it can consume a lot of time on the media if the RTS / CTS must be sent for each data frame sent.  It would be more efficient to send an RTS / CTS sequence once that would prevent the hidden STA from transmitting at all during the CFP.

Figure 64 provides an example of how ERTS may be used to suppress a hidden STA.  It is assumed that it is the beginning of a CFP or CFB.  The EPC wishes to avoid potential interference from a currently hidden STA belonging to the QBSS, which currently cannot communicate with the EPC.   Just prior to initiation of the CFP/CFB an RTS is sent to a cooperating STA within range of the hidden STA.  The duration value in the ERTS is set to cover the entire time required for the CTS response, and CFP or CFB.  The cooperating STA responds with a CTS that has a duration value based on the RTS duration value, minus SIFS, minus the time to transmit the CTS.  The normal CFP or CFB then occurs, with the NAV set in the hidden terminal suppressing it.  Note that the NAV may also be set in other STA within the QBSS.  However, since stations still respond to Polls with the NAV set, this has not effect on the pending CFP or CFB. 
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Figure 64.  Example of Hidden STA Suppression for Overlapped BSS

Beacon Jitter Reduction

Another 802.11E TxSup extension concerns the reduction of jitter on critical frames, such as the PCF Beacons.  The existing 802.11 TxSup mechanisms allow suppression of transmissions for a contiguous sequence of planned traffic.  However, they do not prevent the start of transmissions before critical messages that are scheduled to begin at a specified time, such as the Beacon message.  If another transmission starts slightly before the Beacon, the Beacon message will defer till completion of the prior message, even though its transmission time becomes offset from TBTT.  The resulting Beacon jitter (while acceptable in 802.11 BSS) can be unacceptable in QBSS.  802.11E ESTA are required to complete any frame transmission initiated prior to the next TBTT corresponding to a PCF Beacon.  However, STA not complying with 802.11E, but participating in a QBSS need not comply with this requirement.  This may result in large amounts of jitter on the PCF Beacon, which in turn may cause unacceptable amounts of jitter for QoS traffic transmitted under the PCF or HCF.

To deal with this, 802.11E introduces a construct to suppress transmissions from 802.11 STA operating in a QBSS.  The mechanism does not suppress transmissions from ESTA operating in the QBSS allowing more efficient use of the medium than if both ESTA and STA were suppressed.  This mechanism shall only be used by EAP or EPC operating in a QBSS.  It is illustrated in Figure 65.

To implement this mechanism an EAP or EPC transmits a CTS with RA set to the TxSup address prior to the start of a PCF Beacon.  A CTS used in this fashion is referenced as an ECTS as shown in the figure.  The ECTS may be transmitted using a PIFS for preferential media access.  In the case shown in Figure 65, the critical transmission is a Beacon frame (B) that starts a CFP.  The Duration/ID field contains a duration value that causes STA to set their NAV for the duration remaining to the next TBTT.  As such, they would be suppressed from transmitting during this time.  ESTA implementing this mechanism ignore the value of the duration field in this message.  They shall not set their NAV, and would be free to transmit (if their NAV were not already set for some other reason).  EtxX in the figure indicates transmissions from ESTA implementing this mechanism.  STA and ESTA not implementing this mechanism shall set their NAV and be suppressed.  Since ESTA do not ever transmit over a TBTT starting a CFP, jitter on the Beacon can be controlled.  Note that if desired, transmission of the ECTS can be scheduled so as to permit some jitter on the Beacon.  This permits tradeoff between efficient use of the medium and Beacon jitter.  Use of this mechanism for other jitter sensitive frame transmissions is also permitted.  Use of the mechanism is also permited with RTS frames, and a cooperative STA responding CTS.
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Figure 65.  Example of Transmission Suppression for Jitter Reduction

Figures from this point forward (and their references) must be renumbered based on new figures introduced. 

10 Layer management

















































Normative Text for ERTS & ECTS
page 1
Matthew Sherman, AT&T Labs


