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Abstract

This document presents details for the Joint QoS Enhancement proposal in the form of modifications and additions to the text of IEEE Std 802.11-1999 (as updated by IEEE Std. 802.11B).  The remainder of this document uses clause numbering and headings which match IEEE Std 802.11-1999.  Clause contents are present only where the joint proposal requires insertions, deletions, or modifications to the existing text.  Editorial notes and descriptions of required changes appear in bold italic Times New Roman font, informative notes appear in normal Arial font, and proposed normative text appears in normal Times New Roman font.  In cases where an existing paragraph or table is slightly modified, the text changes are highlighted in using red, underlined text.  Some material, especially in clause 9, is not complete, and will be supplied in a subsequent revision of this submission.

1. Overview

1.1 Scope

1.2 Purpose

Add new entry at the end of the list under "Specifically ..."

Defines the MAC procedures to support LAN applications with Quality of Service requirements, including the transport of voice, audio and video over IEEE 802.11 wireless LANs.

2. Normative References

There may be new citations in this clause, probably IEEE Std 802.1D-1998, IEEE Std 802.1Q-1998, IETF RFC2814, IETF RFC2815, and IETF RFC2816. 
3. Definitions

Below are new definitions, numbered sequentially until merged into clause 3.

3.1 aggregation

Creation of a PSDU that contains more than one MPDU in order to reduce PHY overhead by transmitting a plurality of MPDUs with a single PLCP header and single set of interframe spaces, while preserving the characteristics of the individual MPDUs for processing by MAC entities that receive this PSDU.
3.2 bridge portal (BP)

An enhanced station (ESTA) associated in a QoS basic service set (QBSS), but not located at the enhanced access point (EAP), which includes a portal function implemented as, or functionally equivalent to, an IEEE 802.11D MAC bridge.  Bridge portals can be used to provide multiple links to the infrastructure within a single QBSS, as well as to provide the sole infrastructure link in cases where the site for physical connection to the infrastructure is a poor location for operation of the EAP or the co-located enhanced point coordinator (EPC).

3.3 centralized contention

A contention-based multiple access scheme used for enhanced stations (ESTA) to request transmission opportunities from the enhanced point coordinator (EPC) without incurring the overhead of periodic polling nor the non-deterministic delays of DCF-based contention.  Each instance of centralized contention occurs solely among a subset of ESTAs that need to send reservation requests, and takes place during a centralized contention interval (CCI) whose starting time and duration are selected by the EPC.

3.4 classification table

The set of frame classifiers known to the classification entity (CLSE) at an enhanced station (ESTA).  Entries in the classification table are logically ordered by their specified search priority values.

3.5 distribution system (DS)  <<CORRECTION TO EXISTING DEFINITION>>
A system used to interconnect a set of basic service sets (BSSs) and portals to create an extended service set (ESS).

NOTE:  This correction, and the correction of ESS below, are needed because of a conflict between the existing definitions and the existing clause 5.4.1.2, which states "Messages which are distributed to a portal cause the DS to invoke the integration function (conceptually after the distribution service).  The Integration function is responsible for accomplishing whatever is needed to deliver a message from the DSM to the integrated LAN media (including any required media or address space translations)."  Clause 5.4.1.2 is correct; whereas the existing definitions, which place the integrated LAN within the DS/ESS, are incorrect.  If the integrated LAN is within the DS/ESS, then QoS traffic from a device on the integrated LAN to an 802.11 station associated in the ESS would not transit a portal, thereby having no place to be classified to a VS.

3.6 enhanced access point (EAP)

An access point (AP) that contains an IEEE 802.11E conformant medium access control (MAC) sublayer including an enhanced point coordinator (EPC) and a distribution services entity that supports the QoS data service.  A classification entity (CLSE) is present above the MAC sublayer at any EAP that includes a portal, DSM connection and/or local LLC entity.

NOTE: "Enhanced" appears in the PAR title, and is also mnemonic for 802.11e.  "Extended" is not recommended because of potential confusion with the meaning of extended in ESS.

3.7 enhanced point coordinator (EPC)

An point coordinator that uses the IEEE 802.11E frame types and frame exchange sequences  and the BSS overlap mitigation procedure, and includes a time allocation management entity (TAME) to support the QoS data service.

3.8 enhanced station (ESTA)

A station (STA) that contains an IEEE 802.11E conformant medium access control (MAC) sublayer.  A classification entity (CLSE) above the MAC sublayer is necessary for higher layer entities at the station to utilize the QoS data service.

3.9 extended service set (ESS) <<CORRECTION TO EXISTING DEFINITION>>
A set of one or more interconnected basic service sets (BSSs) and portals that appears as a single BSS to the logical link control sublayer at any station associated with one of those BSSs.

3.10 frame classification entity (FCE)

An entity, logically situated just above the IEEE 802.11E MAC SAP at each enhanced station (ESTA) and enhanced access point (EAP), that examines each MSDU being passed down to the IEEE 802.11 MAC in order to determine whether that MSDU is part of a virtual stream, and, if so, which virtual stream identifier (VSID) to provide to QoS data service with the MSDU.  

3.11 frame classifier

A virtual stream identifier (VSID) and the corresponding set of MSDU field positions and data values (generally falling within the LLC, network and/or transport layer headers) for use by a frame classification entity (FCE) to identify and label incoming MSDUs that are part of a particular virtual stream.  Each frame classifier also includes a search priority value that can be used to define relative ordering of classification activities.

3.12 QoS basic service set (QBSS)

A basic service set (BSS) that supports LAN applications with quality of service (QoS) requirements by providing QoS data service among associated enhanced stations (ESTA) under control of an enhanced point coordinator (EPC).  A QBSS may include portals and/or bridge portals that provide QoS-aware integration service.

NOTE: Despite the use of "enhanced" in the names of the distinguishing functional elements, this is not an "EBSS" to avoid confusion with ESS.

3.13 quality of service (QoS)

A characteristic of a MAC protocol data unit (MPDU) delivery service which guarantees that MPDUs designated as belonging to a particular virtual stream are handled according to specified bounds on attributes such as relative priority, delivery delay, delay jitter and loss rate; provided the sizes and arrival rates of those MPDUs do not exceed specified limits.  Due to the dynamic properties of the wireless medium, it may be impossible, or may become impossible, to honor some QoS "guarantees" even though the requested bandwidth and quality level were indicated as being available when the virtual stream was initiated.

3.14 remote point coordinator (RPC)

An enhanced station (ESTA) with enhanced point coordinator (EPC) capability that has been activated to extend the spatial coverage of a QoS basic service set (QBSS) by operating as the enhanced access point (EAP) of a subsidiary QBSS that is linked to the primary QBSS by a wireless distribution system (WDS) link.

3.15 superframe

A contention-free repetition interval in a QBSS, consisting of  a single DTIM interval and single beacon interval.

3.16 time allocation management entity (TAME)

An entity, logically within the enhanced point coordinator (EPC), that allocates transmission opportunities based on the QoS parameter sets of active virtual streams, reservation requests from associated enhanced stations (ESTAs), queued traffic at the enhanced access point (EAP), time periods calculated by the BSS overlap mitigation procedure and QoS policy management settings.

3.17 traffic class (TC)

A 3-bit numeric value (0-7) that indicates the relative delivery priority of an MSDU that is used to manage queueing and transmission decisions for the MPDU(s) generated from that MSDU.  Traffic class values may be obtained from the user priority field in IEEE 802.1d tags or from higher layer QoS management entities such as the explicit TC mapping available using IETF Subnetwork Bandwidth Management (SBM) as described in RFC2814.
3.18 transmission opportunity (TXOP)

A subset of the contention-free period (CFP) when a particular station has the right to initiate transmissions onto the wireless medium (WM).  Each TXOP has a specified maximum duration and a defined starting time, either relative to the end of a frame containing a contention-free poll function, or relative to the target beacon transmission time (TBTT).  TXOP durations and starting times are controlled by the point coordinator, whereas selection of frame(s) to transmit during a TXOP are made by the station.

3.19 virtual stream (VS)

An identifiable, ordered sequence of MSDUs for transport within a QoS basic service set (QBSS) using a specified set of QoS parameter values.  Each virtual stream is a unidirectional, logical path between an enhanced station (ESTA) and one or more other ESTAs in a QBSS.  Each virtual stream is identified by a 12-bit virtual stream identifier (VSID) that is local to, and unique within, a QBSS.  Each QoS data service MSDU is labeled with the appropriate VSID by a classification entity (CLSE) as the MSDU is passed down to any MAC in the QBSS.  VSID labels are removed before incoming MSDUs are passed up to the LLC sublayer and/or integration service at destination ESTAs.  Virtual streams exist solely within a QBSS, and are "virtual" because they have no predefined relationship to higher-layer concepts such as stream, flow, connection, or session.

4. Abbreviations and Acronyms

Remove the acronym "CID" from clause 4, since there are no instances of use in 802.11-1999 and no "connections" to identify in this 802.11E MAC proposal.

Add the following new terms:

BP

bridge portal

CCI

centralized contention interval

CCOP

centralized contention opportunity


DS

down (virtual) stream

DSBM

designated subnet bandwidth manager

EAP

enhanced access point

EPC

enhanced point coordinator

ESTA

enhanced station

FCE

frame classification entity
FEC

forward error correction

OBSS

overlapping basic service set

PP

permission probability

QoS

quality of service

QBSS

quality of service basic service set

RPC

remote point coordinator

SBM

subnet bandwidth manager

SS

side (virtual) stream

TAME

time allocation management entity

TC

traffic class

TXOP

transmission opportunity

US

up (virtual) stream

VSCE

virtual stream control entity

VS

virtual stream

VSID

virtual stream identifier

5. General Description

5.1 Architecture General Description

Update the reference to "802.11-1997" which still appears in the 1999 version of this clause.

5.1.1 How Wireless LAN Systems are Different

(no changes)

5.1.1.1 Destination Address Does Not Equal Destination Location

(no changes)

5.1.1.2 The Media Impact the Design

Add a new item to the end of the list:

g) May experience interference from logically disjoint 802.11 networks operating in adjacent or overlapping areas.

5.1.1.3 Impact of Handling Mobile Stations

(no changes)

5.1.1.4 Interaction with Other 802 Layers

Add the following as a second paragraph:

When used to support applications with quality of service requirements, each IEEE 802.11 LAN is a single link within an end-to-end QoS environment established between higher layer entities.  To handle QoS traffic in a manner comparable to other IEEE 802 LANs, despite the enormous differences in characteristics of the underlying media, it is necessary for IEEE 802.11 to perform QoS-aware "micro management" of QoS MSDU delivery.  This requires the higher layer QoS management entities to provide considerably more QoS-related information to the IEEE 802.11 MAC sublayer than is normally provided to a link layer entity.  However, IEEE 802.11 uses this information solely to provide LAN-style MSDU delivery, with appropriate recognition of priority, delay bounds and jitter bounds when allocating access to the wireless medium and when selecting traffic to discard in cases where physical capacity is overloaded.

5.2 Architecture Components

(no changes)

5.2.1 The Independent BSS as an Ad hoc Network

(no changes)

5.2.1.1 STA to BSS Association is Dynamic

(no changes)

5.2.2 Distribution System Concepts

(no changes)

5.2.2.1 ESS: The Large Coverage Network

(no changes)

Add the following new subclause:

5.2.2.2 QBSS: The Quality of Service Network

IEEE 802.11E provides upward-compatible MAC enhancements to support LAN applications with quality of service (QoS) requirements.  The QoS enhancements are available to enhanced stations (ESTA) associated in QoS BSSs (QBSSs), each of which includes an enhanced point coordinator (EPC) located at the enhanced access point (EAP).  The QoS data service in a QBSS supports up to 4094 virtual streams, each with its own QoS parameter set.  The EPC, using QoS parameter values provided by end-to-end QoS management entities operating above the MAC sublayer, and traffic information provided by associated ESTAs, allocates WM bandwidth, in the form of transmission opportunities (TXOPs) with defined starting times and maximum durations, to the various ESTAs in order to fulfill QoS guarantees.  All CFP time not allocated to QoS traffic is available for best effort (asynchronous) traffic under basic IEEE 802.11 PCF rules, and the CP is also used for best effort traffic under basic IEEE 802.11 DCF rules.

5.2.3 Area Concepts

Add the following new paragraph at the end of this clause:

The spatial coverage of a BSS is limited, often due to attenuation by intervening structural materials, in ways that cause undesirable discontinuities of LAN connectivity.  IEEE 802.11E allows dynamic activation of wireless repeater functionality at preconfigured stations to extend spatial coverage in such cases.  The repeater becomes the AP of a subsidiary BSS while also serving as an associated station in the primary BSS.  The wireless link between the repeater and the primary AP serves as a wireless distribution system for infrastructure access by stations associated with the secondary BSS.

5.2.4 Integration with Wired LANs

Add the following new paragraph to the end of clause 5.2.4:

A portal is an abstract single point of connection between an IEEE 802.11 LAN and other LANs.  In IEEE 802.11E there may be multiple ESTAs in a single QBSS that provide integration services to separate, non-IEEE 802.11 networks.  Any such stations that are not the EAP of the QBSS are known as bridge portals (BPs).

Add the following new clause:

5.2.5 Integration with Entities that Provide End-to-End Quality of Service

<< TO BE WRITTEN, mention the co-location of DSBM and EPC if SBM is used, also refer to Annex F >>

5.3 Logical Service Interfaces

Add two new items to the end of the list:

· Classification (QBSS only)

· Bandwidth allocation (QBSS only)

5.3.1 Station Services

Add a new item to the end of the list:

· Classification (QBSS only)

5.3.2 Distribution System Services

Modify 3rd paragraph as follows:

The DSSs are provided by the DS. They are accessed via a STA that also provides DSSs.  A STA in a BSS or IBSS that is providing access to DSS is an AP.  In a QBSS, the ESTA that is providing access to DSS and is the location of the active EPC is an EAP.  In a QBSS, there may also be other ESTAs, called bridge portals (BPs) that provide access to the integration service, but do not provide access to other DSS.
Add two new items to the end of the list:

· Classification (QBSS only)

· Bandwidth allocation (QBSS only)

5.3.3 Multiple Logical Address Spaces

(no changes)

5.4 Overview of the Services

Modify the first paragraph as shown:

There are eleven services specified by IEEE 802.11E. Six of the services are used to support MSDU delivery between STAs. Three of the services are used to control IEEE 802.11 LAN access and confidentiality.  Two of the services are used to support LAN applications with QoS requirements.
5.4.1 Distribution of Messages Within a DS

5.4.1.1 Distribution

Modify the final paragraph as follows:

While IEEE 802.11 does not specify DS implementations, it does recognize and support the use of the WM as the DSM.  This is specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for details.)  IEEE 802.11E also defines a remote point coordinator (RPC) capability that allows dynamic activation of a subsidiary QBSS, linked to the primary QBSS by a wireless distribution system, to when necessary to extend the spatial coverage of a QBSS.
5.4.1.2 Integration 

Add the following new paragraph between the 3rd and 4th existing paragraphs:

IEEE 802.11E includes specific provisions for multiple entities providing integration service at different ESTAs of a QBSS.  An ESTA that provides integration service but does not provide distribution service is known as a bridge portal.  Bridge portals, like all other ESTAs, obtain distribution services from the EAP of the QBSS.

Add the following new clause:

5.4.1.3 Classification

Because QoS is not a typical function of the MAC sublayer, QoS parameters are not typically supplied with MSDUs passed down at the MAC SAP.  Classification service provides an interface for end-to-end QoS management entities to provide QoS parameters to and receive QoS status alerts from the MAC sublayer, and determines the relevant QoS information (if any) applicable to each MSDU being passed down at the MAC SAP in a manner transparent to higher  layers.  Every ESTA includes a frame classification entity (FCE) conceptually located just above the MAC SAP.  The FCE uses frame classifier information supplied by the end-to-end QoS management entity, and/or communicated across the WM in VSUPDATE management frames, to distinguish QoS MSDUs from best effort (asynchronous) MSDUs, and to determine the proper VSID to designate the QoS parameter set for each QoS MSDU.

Add the following new clause:

5.4.1.4 Bandwidth Allocation

Bandwidth allocation service provides intra-QBSS QoS transfers under control of the EPC.  At each EPC a time allocation management entity (TAME) allocates transmission opportunities (TXOPs) to the various ESTAs that have active virtual streams and have requested WM bandwidth.  TXOPs are allocated based on QoS parameter values, queued traffic information provided in reservation requests from ESTAs, current WM conditions, BSS overlap information, and other local information available to the EPC.  Upon receiving a TXOP, the ESTA selects (one or more) queued MPDUs for transmission based on VS priority and other QoS parameter values, and TXOP size.

5.4.2 Services Which Support the Distribution Service

(no changes)

5.4.2.1 Mobility Types

Add a new item to the end of the list:

d) QBSS-transition: This type is defined as a station movement from one QoS Basic Service Set in one Extended Service Set to another QoS Basic Service Set within the same Extended Service Set.  End-to-end QoS connections are maintained, although user-visible, temporary disruption may occur during handover.

5.4.2.2 Association

Modify the second and third paragraphs of this clause as follows:

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP.  Before an ESTA can use QoS data service, it must become associated with an EAP.  The act of becoming associated invokes the association service, which provides the (E)STA to (E)AP mapping to the DS.  The DS uses this information to accomplish its message distribution service. How the information provided by the association service is stored and managed within the DS is not specified by this standard.

A STA learns what APs are present and what operational capabilities available from each of those APs, and then requests to establish an association with an AP of appropriate capabilities by invoking the association service. For details of how a station learns about what APs are present, see 11.1.3.

5.4.2.3 Reassociation

(no changes)

5.4.2.4 Disassociation

(no changes)

5.4.3 Access and Confidentiality Control Services

Enhanced authentication and privacy features need to be added to this clause or one of its subclauses.

5.4.3.1 Authentication

(may change)

5.4.3.2 Pre-authentication

(may change)

5.4.3.3 Deauthentication

(may change)

5.4.3.4 Privacy

(may change)

5.5 Relationships Between Services

Make the following changes to the definition of class 3 frames:

c) Class 3 frames (if and only if associated; allowed only from within State 3):

1) Data frames

i)
Data subtypes: Data frames allowed.  That is, the "To DS" and/or "From DS" FC bits may be set to true to utilize DSSs.

ii)
Stream data subtypes allowed to/from ESTA when associated with EAP.
2) Management frames

i)
Deauthentication: Deauthentication notification when in State 3 implies disassociation as well, changing the STA's state from 3 to 1.  The station shall become authenticated again prior to another association.

ii)
VS Update

iii)
Error and Overlap

iv)
WDS Configuration

3) Control frames

i)
PS-Poll

ii)
Reservation Request

iii)
CF-Schedule

iv)
Delayed Ack

v)
Contention Control (CC)

vi)
CC + CF-Ack

vii)
CF-Multipoll

viii)
CF-Multipoll + CF-Ack

5.6 Differences Between ESS and Independent BSS LANs

Modify the final paragraph in this clause as follows:

The services that apply to an IBSS are the SSs.  QoS data service is never available in an IBSS.
5.7 Message Information Contents That Support the Services

(no changes)

5.7.1 Data 

Add the Stream Data message at the end of this clause.

Stream Data Messages

· Message type: Data

· Message sub-type: Stream Data

· Information Items:

· IEEE source address of message.

· IEEE destination address of message.

· BSS ID

· Priority

· Virtual stream identifier (VSID)

· Direction of message: From STA to STA

5.7.2 Association

Under "Association request" just after entry for "ESSID" add new entry:

· Requester's capabilities

Under "Association response" just after entry beginning "If the association..." add new entry:

· Responder's capabilities

5.7.3 Reassociation

Under "Reassociation request" just after entry for "ESSID" add new entry:

· Requester's capabilities

Under "Reassociation response" just after entry beginning "If the reassociation..." add new entry:

· Responder's capabilities

5.7.4 Disassociation

(no changes)

5.7.5 Privacy

Enhanced authentication and privacy features will appear here once they are defined.

5.7.6 Authentication

Enhanced authentication and privacy features will appear here once they are defined.

5.7.7 Deauthentication

Enhanced authentication and privacy features will appear here once they are defined.

Add the following new clause:

5.7.8 Virtual stream update

For the end-to-end QoS management entity to provide the virtual stream information to the FCEs and TAME within the QBSS a virtual stream update primitive is invoked at the MLME SAP, which causes the following message to occur:

VS Update Messages

· Message type: Management

· Message sub-type: VS Update

· Information Items:

· Virtual stream identifier (VSID)

· VS update action

· QoS parameter set

· Frame classifier

· Direction of message: From EAP to ESTA

5.8 Reference Model

The existing reference model is correct for non-QoS.  A second diagram as shown below, should be added to show the relationships of classifier and time allocation management entities.




Figure 11a – Enhanced MAC Reference Model
6. MAC Service Definition

6.1 Overview of MAC Services

6.1.1 Asynchronous MAC Data Services
6.1.1.1 Asynchronous Data Service

This service provides peer LLC entities with the ability to exchange MAC service data units (MSDUs). To support this service, the local MAC uses the underlying PHY-layer services to transport an MSDU to a peer MAC entity, where it will be delivered to the peer LLC. Such asynchronous MSDU transport is performed on a best-effort connectionless basis. There are no guarantees that the submitted MSDU will be delivered successfully. Broadcast and multicast transport is part of the asynchronous data service provided by the MAC.  Due to the characteristics of the WM, broadcast and multicast MSDUs may experience a lower quality of service, compared to that of unicast MSDUs.  All STAs support the asynchronous data service. Because operation of certain functions of the MAC may cause reordering of some MSDUs, as discussed in more detail below, there are two service classes within the asynchronous data service.  By selecting the desired service class, each LLC entity initiating the transfer of MSDUs is able to control whether MAC entities are or are not allowed to reorder those MSDUs.

6.1.1.2 QoS Data Service

These services provide peer LLC entities at ESTAs with the ability to exchange MAC service data units (MSDUs) subject to specified priority and quality levels.  To support this service, the local MAC uses the underlying PHY-layer services, during transmission opportunities (TXOPs) allocated by the EPC of the QBSS, to transport an MSDU to a peer MAC entity, where it will be delivered to the peer LLC.  QoS data service is performed on a logical connection basis, where each logical connection is a uniquely identified virtual stream.  However, because of the nature of the wireless medium, there are no guarantees that any submitted MSDU will be delivered timely or successfully.  Broadcast and multicast transport is part of the QoS data service provided.  Due to the characteristics of the WM, broadcast and multicast MSDUs may experience a lower quality of service, compared to that of unicast MSDUs.  Only ESTAs support the QoS data service, and QoS data service is only available between ESTAs associated with the same QBSS.  Higher-layer entities are used, in conjunction with QoS data service and QoS-aware integration service entities, to provide end-to-end QoS.

Add a  reference to a new Annex F  (informative) that discusses ways to provide end-to-end QoS using SBM and RSVP.

6.1.2 Security Services

This clause will need modification for enhanced security services.

6.1.3 MSDU Ordering

The asynchronous data service provided by the MAC sublayer permit, and may in certain cases require, the reordering of MSDUs. The asynchronous data service does not intentionally reorder MSDUs except as may be necessary to improve the likelihood of successful delivery based on the current operational (“power management”) mode of the designated recipient station(s). The sole effect of this reordering (if any), for the set of asynchronous data service MSDUs received at the MAC service interface of any single station, is a change in the delivery order of broadcast and multicast MSDUs, relative to directed MSDUs, originating from a single source station address. If a higher layer protocol using the asynchronous data service cannot tolerate this possible reordering, the optional StrictlyOrdered service class should be used. MSDUs transferred between any pair of stations using the StrictlyOrdered service class are not subject to the relative reordering that is possible when the ReorderableMulticast service class is used. However, the desire to receive MSDUs sent using the StrictlyOrdered service class at a station precludes simultaneous use of the MAC power management facilities at that station and the intended recipient stations.
The QoS data service maintains MSDU ordering within each virtual stream, but does not maintain ordering among MSDUs belonging to different virtual streams.  Any higher layer protocol which cannot tolerate this possible reordering needs to use the asynchronous data service.

In order for the MAC to operate properly, the DS must meet the requirements of ISO/IEC 15802-1: 1995.

Operational restrictions that ensure the appropriate ordering of MSDUs are specified in 9.8.

6.2 Detailed Service Specification

6.2.1 MAC Data Services

(no changes)

6.2.1.1 MA-UNITDATA.request

6.2.1.1.1 Function

(no changes)

6.2.1.1.2 Semantics of the Service Primitive

The parameters of the primitive are as follows:

MA-UNITDATA.request
(

source address,

destination address,

routing information,

data,

priority,

service class

)

The source address parameter (SA) specifies an individual MAC sublayer address of the sublayer entity to which the MSDU is being transferred.

The destination address parameter (DA) specifies either an individual or a group MAC sublayer entity address.

The routing information parameter specifies the route desired for the data transfer (a null value indicates source routing is not to be used). For IEEE 802.11 the routing information parameter must be null.

The data parameter specifies the MAC service data unit (MSDU) to be transmitted by the MAC sublayer entity:

· For asynchronous data service, the MSDU length must be less than or equal to 2304 octets.

· For QoS data service, the MSDU length must be less than 2304 octets by an amount sufficient to keep the frame body (see 7.1.2), including the applicable expansion due to any invoked encoding options (e.g. WEP and/or FEC) from exceeding a total length of 2312 octets.

The priority parameter specifies the priority desired for the data unit transfer:

· For asynchronous data service the value must be Contention or ContentionFree.

· For QoS data service the value must be a valid virtual stream identifier (VSID) or traffic class.  VSID values are distinguishable from traffic class values by numeric magnitude, as discussed further in clause 7.1.3.5.1.  When a VSID is specified, the actual service priority is specified in the QoS parameter set for that virtual stream, and may be any of eight values from 0 (lowest) through 7 (highest).

The service class parameter specifies the service class desired for the data unit transfer:

· Asynchronous data service allows two values: ReorderableMulticast or StrictlyOrdered.

· QoS data service allows only ReorderableMulticast.

6.2.1.1.3 When Generated

(no changes)

6.2.1.1.4 Effect of Receipt

(no changes)

6.2.1.2 MA-UNITDATA.indication

6.2.1.2.1 Function

(no changes)

6.2.1.2.2 Semantics of the Service Primitive

The primitive provides parameters as follows:

MA-UNITDATA.indication
(

source address,

destination address,

routing information,

data,

reception status,

priority,

service class

)

The source address parameter is an individual address as specified by the SA field of the incoming frame.

The destination address parameter is either an individual or a group address as specified by the DA field of the incoming frame.

The routing information parameter specifies the route that was used for the data transfer. IEEE 802.11 will always set this field to null.

The data parameter specifies the MAC service data unit as received by the local MAC entity.

The reception status parameter indicates the success or failure of the received frame for those frames which 802.11 reports via a MA-UNITDATA.indication.  The IEEE 802.11 MAC only reports “success” as all failures of reception are discarded without generating MA-UNITDATA.indication.

OPEN ISSUE:  Should there be a "corrected" status when using the FEC option in 802.11E?

The priority parameter specifies the receive processing priority that was used for the data unit transfer:

· Asynchronous data service allows two values: Contention or ContentionFree.

· QoS data service specifies the virtual stream identifier (VSID) as received by the local MAC entity or traffic class.  VSID values are distinguishable from traffic class values by numeric magnitude, as discussed further in clause 7.1.3.5.1.  When a VSID is specified, the service priority is specified in the QoS parameter set for that virtual stream, and may be any of eight values from 0 (lowest) through 7 (highest).

The service class parameter specifies the service class that was used for the data unit transfer:

· Asynchronous data service allows two values: ReorderableMulticast or StrictlyOrdered.

· QoS data service allows only ReorderableMulticast.

6.2.1.2.3 When Generated

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are reported only if they are validly formatted at the MAC sublayer, received without error (or with correctable errors when encoded using the FEC option), received with valid (or null) WEP (or enhanced) encryption, and their destination address designates the local MAC sublayer entity.

6.2.1.2.4 Effect of Receipt

(no changes)

6.2.1.3  MA-UNITDATA-STATUS.indication

6.2.1.3.1 Function

(no changes)

6.2.1.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MA-UNITDATA-STATUS.indication
(

source address,

destination address,

transmission status,

provided priority,

provided service class

)

The source address parameter is an individual MAC sublayer entity address as specified in the associated MA-UNITDATA.request primitive.

The destination address parameter is either an individual or group MAC sublayer entity address as specified in the associated MA-UNITDATA.request primitive.

The transmission status parameter is used to pass status information back to the local requesting LLC sublayer entity. IEEE 802.11 specifies the following values for transmission status:

a)
successful;

b)
undeliverable (for unacknowledged directed MSDUs when the dot11ShortRetryLimit, dot11LongRetryLimit, or the MaxDelayBound in the QoS parameter set of the specified virtual stream would otherwise be exceeded);

c)
excessive data length;

d)
non-null source routing;

e)
unsupported priority (for asynchronous data service priorities other than Contention or ContentionFree, or QoS data service with an invalid VSID or traffic class value);

f)
unsupported service class (for asynchronous data service classes other than ReorderableMulticast or StrictlyOrdered, or QoS data service class other than ReorderableMulticast);

g)
unavailable priority (for ContentionFree when no point coordinator is available, in which case the MSDU is transmitted with a provided priority of Contention);

h)
unavailable service class (for StrictlyOrdered service when the station’s power management mode is other than “Active”);

i)
undeliverable (TransmitMSDUTimer reached dot11MaxTransmitMSDULifetime before successful delivery);

j)
undeliverable (no BSS available, or for QoS data service at a non-QoS capable station or at an ESTA not associated with a QBSS);

k)
undeliverable (cannot encrypt with a null key); and
l)
undeliverable (sufficient QoS data service bandwidth not available);

The provided priority parameter specifies the priority that was used for the associated data unit transfer:

· Asynchronous data service allows two values: Contention or ContentionFree.

· For QoS data service the value is the virtual stream identifier (VSID) or traffic class specified in the associated MA-UNITDATA.request primitive. VSID values are distinguishable from traffic class values by numeric magnitude, as discussed further in clause 7.1.3.5.1.  When a VSID is specified, the service priority is specified in the QoS parameter set for that virtual stream, and may be any of eight values from 0 (lowest) through 7 (highest).

The provided service class parameter specifies the class of service used for the associated data unit transfer:

· Asynchronous data service allows two values: ReorderableMulticast or StrictlyOrdered.

· QoS data service allows only ReorderableMulticast.

6.2.1.3.3 When Generated

(no changes)

6.2.1.3.4 Effect of Receipt

(no changes)

7. Frame Formats

(no changes)

7.1 MAC Frame Formats

(no changes)

7.1.1 Conventions

(no changes)

7.1.2 General frame format

(no changes)

NOTE:  Figure 12 serves as a description of the non-FEC stream data frame format if the VSID field is considered to be part of the frame body.

Add the following new clause:

7.1.2.1 Forward Error Correction (FEC) frame format

When the forward error correction option is used, the frame format is modified by the insertion of two FEC fields, as shown in Figure 12A.  The header FEC field contains the parity words necessary to perform error correction on the MAC header, VSID, and (optional) IV fields.  The payload FEC field contains the parity words necessary to perform error correction on the remainder of the frame body, the (optional) ICV field, and the FCS field.  When using the FEC option the maximum length of the MSDU is reduced from 2304 octets to 2142 octets to keep the maximum length of the MPDU constant at 2344 octets.

24 or 28
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16
0-2142
0-4
4
(0-9)*16

MAC header
VSID
IV
Header
FEC
MSDU or MMPDU
ICV
FCS
Payload
FEC

Figure 12A – MAC frame format using FEC option

7.1.3 Frame fields

7.1.3.1 Frame control field

(no changes)

7.1.3.1.1 Protocol Version field

(no changes)

NOTE:  The protocol version remains =0 for 802.11E.

7.1.3.1.2 Type and Subtype fields

Modify Table 1 to add subtypes as shown:

Table 1, Valid type and subtype combinations

Type Value
b3 b2
Type Description
Subtype Value
b7 b6 b5 b4
Subtype Description

00
Management
0000
Association request

00
Management
0001
Association response

00
Management
0010
Reassociation request

00
Management
0011
Reassociation response

00
Management
0100
Probe request

00
Management
0101
Probe response

00
Management
0110-0111
Reserved

00
Management
1000
Beacon

00
Management
1001
ATIM

00
Management
1010
Disassociation

00
Management
1011
Authentication

00
Management
1100
Deauthentication

00
Management
1101
VS Update

00
Management
1110
Error and Overlap

00
Management
1111
QBSS Configuration

01
Control
0000-0010
Reserved

01
Control
0011
Reservation Request (RR)

01
Control
0100
Contention-Free (CF) Schedule

01
Control
0101
Delayed Acknowledgement (DlyAck) 

01
Control
0110
Contention Control (CC)

01
Control
0111
Contention Control + CF-Ack

01
Control
1000
Contention-Free (CF)-MultiPoll 

01
Control
1001
CF-MultiPoll + CF-Ack 

01
Control
1010
Power Save (PS)-Poll

01
Control
1011
Request To Send (RTS)

01
Control
1100
Clear To Send (CTS)

01
Control
1101
Acknowledgement (ACK)

01
Control
1110
Contention-Free (CF)-End

01
Control
1111
CF-End + CF-Ack

10
Data
0000
Data

10
Data
0001
Data + CF-Ack

10
Data
0010
Data + CF-Poll

10
Data
0011
Data + CF-Ack + CF-Poll

10
Data
0100
Null (no data)

10
Data
0101
CF-Ack (no data)

10
Data
0110
CF-Poll (no data)

10
Data
0111
CF-Ack + CF-Poll (no data)

10
Data
1000
Stream data

10
Data
1001
Stream data + CF-Ack

10
Data
1010
Stream data + CF-Poll

10
Data
1011
Stream data + CF-Ack + CF-Poll

10
Data
1100
Stream null (no data)

10
Data
0101
Stream CF-Ack (no data)

10
Data
0110
Stream CF-Poll (no data)

10
Data
0111
Stream CF-Ack + CF-Poll (no data)

11
Reserved
0000-1111
Reserved

7.1.3.1.3 To DS field

The To DS field is one bit in length and is set to 1 in data type frames destined for the DS. This includes all data type frames sent using asynchronous data service by STAs associated with an AP, all data type frames sent using QoS data service by ESTAs (including BPs) associated with an EAP, and all frames being sent between APs or EAPs using the WM as a wireless distribution system (WDS). The To DS field is set to 0 in all other frames.

7.1.3.1.4 From DS field

The From DS field is 1 bit in length and is set to 1 in data type frames exiting the DS.  This includes all data type frames sent by APs, BPs or EAPs, including frames sent using the WM as a WDS, as well as data type frames sent using QoS data service by ESTAs addressed to recipients other than the EAP.  The From DS field is set to 0 in all other frames.

Table 2, To/From DS combinations in data type frames

 To/From DS values
Meaning

To DS = 0

From DS = 0 
A data frame direct from one STA to another STA within the same IBSS, as well as all Management and Control Type frames.

To DS = 1 

From DS = 0
Data frame destined for the DS at an AP or EAP.

To DS = 0

From DS = 1
Data frame exiting the DS at an AP or EAP.

To DS = 1 

From DS = 1
Wireless distribution system (WDS) data frame being distributed from one AP or EAP to another AP or EAP via the WM;
also a data frame direct from one ESTA or BP to another ESTA or BP within the same QBSS.

7.1.3.1.5 More Fragments field

(no changes)

7.1.3.1.6 Retry field

(no changes)

7.1.3.1.7 Power Management field

(no changes)

7.1.3.1.8 More Data field

Modify the 2nd paragraph as follows:

The More Data field may be set to 1 in directed data type frames transmitted by a contention-free (CF)-Pollable STA to the Point Coordinator (PC) in response to a CF-Poll to indicate that the STA has at least one additional buffered MSDU available for transmission in response to a subsequent CF-Poll.  The More Data field shall be set to 1 in all data type frames transmitted by ESTAs to indicate that the ESTA has at least one additional buffered MPDU available for transmission.  This includes Null and other no-data frames transmitted by ESTAs in cases where the TXOP length was insufficient to send the MPDU at the head of the (relevant) transmit queue.
7.1.3.1.9 WEP field

NOTE:  The function of this field is unchanged, but the name should probably be changed to something like "encrypted" due to the inclusion of additional algorithms.  Some or all of the Pad bits (currently 6 zeros) in IV field can be used to indicate the encryption algorithm, with WEP (40-bit RC4) as algorithm =0.

7.1.3.1.10 Order field

(no changes)

NOTE:  Strictly ordered service class is only available with asynchronous data service, and may not be used with QoS data service.

7.1.3.2 Duration/ID field

The Duration/ID field is 16 bits in length. The contents of the this field are vary with frame type, superframe period, and QoS capabilities of the sending station:
a)
In control type frames of subtype Power Save (PS)-Poll the Duration/ID field carries the association identity (AID) of the station that transmitted the frame in the 11 least-significant bits (lsb), with the 2 most-significant bits (msb) both set to 1, and the 3 intermediate bits set to 0. The value of the AID is in the range 1-2007.

b)
In all other frames sent during the contention period the Duration/ID field carries a duration value, or a value of zero, as defined for each frame type in 7.2.

c)
In frames transmitted by the PC and STAs during the contention free period the Duration/ID field is set to a fixed value of 32768 (msb set to 1 and the 15 lsb set to 0).

d)
In data type frames transmitted by the EPC during the contention-free period in a QBSS the Duration/ID field carries an msb set to 1, a 2-bit Ack policy field in bits 13-12, a 1-bit Non-final field in bit 11, a 10-bit TXOP limit field in bits 9-0, and all other bits set to 0.

e)
In data type frames transmitted by non-EPC ESTAs during the contention-free period in a QBSS the Duration/ID field carries an msb set to 1, a 2-bit Ack policy field in bits 13-12 a 1-bit Non-final field in bit 11, a 10-bit virtual stream (VS) size field in bits 9-0, and all other bits set to 0.

f)
In control type frames of subtype CC and CC+CF-Ack the Duration/ID field carries an msb set to 1, a 3-bit Priority limit field in bits 13-11, a 10-bit CCI length field in bits 9-0, and all other bits set to 0.

g)
In control type frames of subtype Reservation Request (RR) the Duration/ID field carries an msb set to 1,  a 10-bit virtual stream (VS) size field in bits 9-0, and all other bits set to 0.

Whenever the contents of the Duration/ID field, treated as an unsigned integer, are less than 32768, the duration value is used to update the network allocation vector (NAV) according to the procedures defined in clause 9.

The encoding of the Duration/ID field is given in Table 3.

Table 3, Duration/ID field encoding

Bit 15
Bit 14
Bit 13
Bit 12
Bit 11
Bit 10
Bits
9-0
Usage

0
Duration (0-32767)
All non-PS-Poll frames sent during CP

1
0
0
Other control and management frames during CFP, data frames during CFP by non-ESTAs or by ESTAs in non-QBSS

1
0
Ack policy
Non-
final
0
TXOP limit
Data type frames sent by the EPC during the CFP in a QBSS

1
0
Ack policy
Non-
final
0
VS size
Data type frames sent by non-EPC ESTAs during the CFP in a QBSS

1
0
Priority limit
0
CCI length
CC and CC+CF-Ack frames

1
0
0
0
VS size
RR frames

1
1
0
Reserved

1
1
0
AID (1-2007)
PS-Poll frames

1
1
2008-16383
Reserved

Add the following new clause:

7.1.3.2.1 Ack policy field

The Ack policy field is 2 bits in length, and is set to one of the following values in data type frames transmitted by ESTAs (including the EPC) during the CFP in a QBSS to indicate the kind of acknowledgement procedure that the addressed recipient is required to perform.

0
Normal IEEE 802.11 acknowledgement.
The addressed recipient returns an ACK or (+)CF-Ack frame after a SIFS period, according to the procedures defined in clause 9.

1
Alternate acknowledgement
Reserved for future use.

2
Delayed acknowledgement
The addressed recipient returns a DlyAck frame, during its own TXOP.  The DlyAck must be received within the retry period specified in QoS parameters of the virtual stream.  If sufficient time remains in its TXOP, the ESTA transmitting a frame with Ack policy set to Delayed acknowledgement may begin its next transmission after a SIFS period.

3
No acknowledgement
The recipient(s) shall not acknowledge the transmission, and the sender treats the transmission as successful without regard for the actual result.  If sufficient time remains in its TXOP, the ESTA transmitting a frame with Ack policy set to No acknowledgement may begin its next transmission after a SIFS period.

Add the following new clause:

7.1.3.2.2 Non-final field

The Non-final field is one bit in length and is set to 1 in data type frames transmitted by ESTAs (including the EPC) during the CFP in a QBSS if the ESTA is going to transmit another data type frame during the same TXOP.  The Non-final field is set to 0 in the sole or final data type frame transmitted by an ESTA during each TXOP.

Add the following new clause:

7.1.3.2.3 TXOP limit field

The TXOP limit field is a 10-bit field that specifies the time limit on a TXOP initiated by a CF-Poll from an EPC in a QBSS.  In data type frames with subtypes that include CF-Poll, the addressed ESTA has a TXOP that begins a SIFS period after this frame and lasts no longer than the number of 8-microsecond periods specified by the TXOP limit value.  The range of time values is 8 to 8184 microseconds.  A TXOP limit of 0 is used for TXOPs without a specified temporal extent, including all CF-Polls to non-QoS STAs.  Any  STA or ESTA receiving a CF-Poll with TXOP limit =0 shall obey the rules in 9.3.3.4.  In data type frames with subtypes that do not include CF-Poll the TXOP limit field is set to 0.

Add the following new clause:

7.1.3.2.4 VS size field

The VS size field is a 10-bit field that specifies the ceiling of the total size (in octets) of the MSDUs of a virtual stream that are buffered at the sending ESTA.  In data type frames with subtypes that include Stream data and control type frames of subtype RR, the VS size value is the size of the buffered MSDUs for the virtual stream indicated by the VSID field of the frame.  The actual size in octets is rounded up to the next higher size unit in the appropriate one of the following 4 size ranges:

· VS size values in the range 1-255 specify the size in units of 128 octets, providing a range of 128-32640 octets (1024-261120 bits).

· VS size values in the range 256-511 specify the size in units of 1024 octets, with a VS size offset of -255, providing a range of 1024-262144 octets (8192-2097152 bits).

· VS size values in the range 512-767 specify the size in units of 8192 octets, with a VS size offset of -511, providing a range of 8192-2097152 octets (65536-16777216 bits).

· VS size values in the range 768-1023 specify the size in units of 65536 octets, with a VS size offset of -767, providing a range of 65536-16777216 octets (524288-134217728 bits).

A VS size value of 0 in data type frames with subtypes that include Stream data is used to indicate an unspecified or unknown size.  A VS size value of 0 in control frames of subtype RR is used to request changing a VS between an up/down stream pair and a side stream.

Add the following new clause:

7.1.3.2.5 Priority limit field

The Priority limit field is a 3-bit field that specifies the lowest priority level at which an ESTA is permitted to contend in the contention interval following this CC(+CF-Ack) frame.  Only ESTAs seeking a TXOP in which to send at least one virtual stream of priority equal or greater priority than the Priority limit value are allowed to transmit during the CCI.  The population of contending ESTAs may be further reduced due to the operation of the Permission probability field, as defined in 7.2.1.9.

Add the following new clause:

7.1.3.2.6 CCI length field

The CCI length field is a 10-bit field that specifies the number of CCOPs in the CCI that follows the CC or CC+CF-Ack frame in which the CCI length field appears.  The duration of each CCOP in the CCI is the time required to send an RR frame plus a SIFS period, using the same data rate and the same PHY preamble and coding options as were used to send the CC or CC+CF-Ack frame in which the CCI length field appears.  A CCI length value of 0  is used in CC(+CF-Ack) frames that provide feedback on RR frames received during the previous CCI, but do not initiate a new CCI.

OPEN ISSUE:  The maximum rate that can be represented in the supported rates element is 64Mb/s, whereas any rate faster than 54Mb/s that is worth implementing is probably above 64Mb/s.  It would be less work to add an enhanced rate element now rather than having to revise the MAC under a PHY PAR, as was necessary in 802.11B.

7.1.3.3 Address fields

(no changes)

7.1.3.3.1 Address Representation

(no changes)

7.1.3.3.2 Address Designation

(no changes)

7.1.3.3.3 BSSID field

Modify the 1st paragraph as shown:

The BSSID field is a 48-bit field of the same format as an IEEE 802 MAC address.  This field uniquely identifies each BSS.  The value of this field, in an infrastructure BSS, is the MAC address currently in use by the STA in the AP of the BSS.  The value of this field, in a QBSS, is the address of the STA at which the MLME-START.request that started the QBSS was executed.  The BSSID remains unchanged for the life of a QBSS, even if the EAP and EPC functions are transferred to an alternate station.
7.1.3.3.4 Destination Address (DA) field

(no changes)

7.1.3.3.5 Source Address (SA) field

(no changes)

7.1.3.3.6 Receiver Address (RA) field

(no changes)

7.1.3.3.7 Transmitter Address (TA) field

(no changes)

7.1.3.4 Sequence Control field

(no changes)

7.1.3.4.1 Sequence Number field

The Sequence Number field is a 12-bit field indicating the sequence number of an MSDU or MMPDU.  Each MSDU or MMPDU transmitted by a STA is assigned a sequence number.  Sequence numbers for frames containing MSDUs that are not part of a virtual stream, as well as for all frames containing MMPDUs are assigned from a single modulo-4096 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU that is assigned a sequence number using this counter.  ESTAs maintain one additional modulo 4096 counter for each VS that they source.  These counters start at 0 when the VS is initiated.  Sequence numbers for frames containing MSDUs that are part of a virtual stream are assigned using the counter for the specified VSID, and that counter is incremented by 1 for each MSDU assigned a sequence number for that VS.  Each fragment of an MSDU or MMPDU contains the assigned sequence number.  The sequence number remains constant in all retransmissions of an MSDU, MMPDU or fragment thereof.

7.1.3.4.2 Fragment Number field

(no changes)

7.1.3.5 Frame Body field

The Frame Body is a variable length field and contains information specific to individual frame types and subtypes.. The minimum frame body is zero octets. The maximum length frame body is defined by the maximum length (MSDU + ICV + IV); where ICV and IV are the WEP fields defined in 8.2.5.  In data type frames of any subtype that includes "stream" the Frame Body field includes a VSID field immediately after the MAC header.  When the WEP field in the Frame Control field is set to 1 in frames with these subtypes the IV field follows the VSID field.  The maximum MSDU length that can be sent in frames with these subtypes is reduced by the length of the VSID field so that the maximum MPDU length is unchanged.
Add the following new clause:

7.1.3.5.1 VSID field

The VSID field is 16-bit field that immediately follows the MAC header in data type frames of any subtype that includes Stream data (including Stream null) and in control type frames of subtype RR.  The bits in the VSID field are used as follows:

0-11
Virtual Stream identifier used with VS types (bits 15-14) 1, 2, or 3
VSID values are assigned by the TAME at the EAP.
VSID value 0 is reserved as a "null" for use when transporting best effort data using Stream data frame format.  VSID value 1 reserved as a "default" value for use in request frames when the actual value is to be provided by the destination station in the corresponding response frame.

0-10
Association identifier (used with VS type value 0)
This is the association identifer value for the ESTA, as defined in 7.3.1.8.

11-13
Traffic class (used with VS type value 0)
This is the IEEE 802.1d user priority value, which may be mapped from an IETF RFC 2814 priority value.
12-13
reserved (used with VS type values 1, 2, or 3)
14-15 VS type
0 – Traffic Class, and indicates the presence of an AID in bits 10-0
1 – Up stream (US), indicates VS from ESTA to EAP
2 – Down stream (DS), indicates VS from EAP to ESTA
3 – Side stream (SS), indicates VS from ESTA direct to another ESTA in same QBSS

0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

AID
Traffic Class
0

VSID for up stream (VS from ESTA to EAP)
0
0
1

VSID for down stream(VS from EAP to ESTA)
0
0
2

VSID for side stream (VS from ESTA to ESTA in same QBSS)
0
0
3

The fields that contain a VSID in RR, CC(+CF-Ack) and CF-Multipoll frames may also contain an AID, which is transmitted with the traffic class field set to zero.

7.1.3.6 FCS field

(no changes)

Add the following new clause:

7.1.3.7 Header FEC field

For data and management type frames sent using the FEC option with 802.11 and 802.11B PHYs, the Header FEC field is a 16-octet field that contains the RS(255,239) parity words for the short block comprised of the MAC header, VSID field and IV field (if present).  For control type frames sent using the FEC option, the Header FEC field applies to the short block comprised of the entire control frame.

<< additional details on the FEC code, and on FEC for use with 802.11A PHYs to be supplied >>

Add the following new clause:

7.1.3.8 Payload FEC field

The Payload FEC field with 802.11 and 802.11B PHYs is a variable length field that contains 16 octets of RS(255,239) parity words for every block in the MSDU or MMPDU, ICV (if present) and FCS fields.

<< additional details on the FEC code, and on FEC for use with 802.11A PHYs to be supplied >>

7.2 Format of individual frame types

7.2.1 Control frames

(no changes)

7.2.1.1 Request To Send (RTS) frame format

Modify the last paragraph as shown:

For RTS frames sent during the contention period the duration value is the time, in microseconds, required to transmit the pending data or management frame, plus one CTS frame, plus one ACK frame, plus three SIFS intervals.  If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.  For RTS frames sent during the contention-free period (CFP) the Duration/ID field is set to 32768.
7.2.1.2 Clear To Send (CTS) frame format

Modify the last paragraph as shown:

For CTS frames sent during the contention period the duration value is the value obtained from the duration field of the immediately previous RTS frame, minus the time, in microseconds, required to transmit the CTS frame and its SIFS interval. If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.  For CTS frames sent during the contention-free period (CFP) the Duration/ID field is set to 32768.
7.2.1.3 Acknowledgement (ACK) frame format

Modify the last paragraph as shown:

For ACK frames sent during the contention period, if the More Fragments bit was set to 0 in the Frame Control field of the immediately previous directed data or management frame, the duration value is set to 0.  If the More Fragments bit was set to 1 in the Frame Control field of the immediately previous directed data or management frame, the duration value is the value obtained from the duration field of the immediately previous data or management frame, minus the time, in microseconds, required to transmit the ACK frame and its SIFS interval.  If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.  For ACK frame sent during the contention-free period (CFP) the Duration/ID field is set to 32768.
7.2.1.4 Power Save Poll (PS-Poll) frame format

(no changes)

7.2.1.5 CF-End frame format

Modify the 2nd paragraph as shown:

The BSSID is the address of the STA at which the MLME-START.request that started the (Q)BSS was executed, and is equal to the BSSID value in Beacon, Association Response, Reassociation Response, and Probe Response frames sent by this BSS contained in the AP. The RA is the broadcast group address.

7.2.1.6 CF-End + CF-Ack frame format

Modify the 2nd paragraph as shown:

The BSSID is the address of the STA at which the MLME-START.request that started the BSS was executed, and is equal to the BSSID value in Beacon, Association Response, Reassociation Response, and Probe Response frames sent by this BSS contained in the AP. The RA is the broadcast group address.

Add the following new clause:

7.2.1.7 Contention-Free (CF-)Schedule frame format

The frame format for the Contention-Free (CF-)Schedule frame is shown below:

2
2
6
1
1
6 *rc
2 *rc
2 *rc
1 *rc
1 *rc
4

Frame Control
Dur/ID
(32768)
BSSID
Initiation Delay
Record Count
Schedule Record
(12 octets, ordered by ascending TXOP start)
FCS






ESTA address
TXOP start
TXOP limit
Nominal lifetime
TXOP flags


The BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID value in Beacon, Association Response, Reassociation Response, and Probe Response frames sent by this QBSS.  The Duration/ID value is set to 32768.

The Initiation Delay field defines the basis for interpreting the Schedule Records in this Schedule frame. When the Initiation Delay is set to 0 the Schedule Records define scheduled TXOPs that occur at the specified times, relative to TBTT in the current superframe and all subsequent superframes until the next transmission of a Schedule frame with Initiation Delay set to 0.  When the Initiation Delay is set to a value greater than 0 the Schedule Records define scheduled TXOPs that will become effective the specified number of superframes after the present superframe.  The Initiation Delay value will ordinarily count down in successive superframes until the Initiation Delay value decrements to 0.

The Record Count field is set to the number of Schedule Records in this Schedule frame.  Valid values are in the range 0-178, with a value of 0 used to cancel all scheduled TXOPs.

Each Schedule Record is 12 octets in length and defines a single TXOP.  Schedule Records contain 5 fields, as defined below, and are transmitted in order of ascending TXOP start field value.

1  ESTA address
Contains the MAC address of the ESTA that may transmit during this TXOP.

2  TXOP start
Contains an unsigned integer that specifies the starting time of this TXOP, relative to TBTT, in units of 8 microseconds.  This permits TXOPs to start as long as 262136 microseconds after TBTT.

3  TXOP limit
Contains an unsigned integer that specifies the maximum length of this TXOP in units of 8 microseconds.

4  Nominal lifetime
Contains an unsigned integer that specifies the number of superframes for which the TAME expects to leave the TXOP start and TXOP limit unchanged in the absence of extenuating circumstances.

5  TXOP flags
Contains several bits which indicate special properties of this TXOP, as illustrated below.  The Early start flag is set to 1 if the ESTA is permitted to start this TXOP early by listening for a valid frame with its Non-final field set to 0 during the immediately preceding TXOP.  The Early start bit must be set to 0 in the first Schedule Record of any Schedule frame.  The Need wait flag is set to 1 if the Early start flag is set to 1 and the immediately preceding Schedule Record is not the first for that TXOP holder in this Schedule frame.  When the Need wait flag is set to 1 the ESTA receiving this TXOP must calculate an appropriate wait time before attempting an early start to ensure that the Non-final field that allows the early start does in fact occur within the immediately preceding TXOP.  The Extend limit flag is set to 1 if the Early  start flag is set to 1 and the ESTA is permitted to end this TXOP at (TXOP start + TXOP limit), even if the TXOP starts early.  When the Extend limit flag is set to 0 this TXOP never lasts longer than TXOP limit, even if the TXOP starts early.

0
1
2
3
4
5
6
7

Extend limit
Need wait
Early start
reserved (0)

NOTE:  Even though VSIDs {may be/are} unique within the QBSS the schedule records need to contain the MAC address because, for an ESTA with multiple active virtual streams, there is no guarantee that any given VSID will appear in the final frame transmitted during the TXOP.  The only reliable way to identify a transmission during the preceding TXOP is by MAC address.

Add the following new clause:

7.2.1.8 Delayed Acknowledgement (DlyAck) frame format

The frame format for the Delayed Acknowledgement frame is shown below:

2
2
6
2
2 *rc
2 *rc
2 *rc
4

Frame Control
Dur/ID
(32768)
BSSID
Record Count
Ack Record 
(6 octets)
FCS





VSID
VS-seq
VS-bitmap


The BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID value in Beacon, Association Response, Reassociation Response, and Probe Response frames sent by this QBSS.  The Duration/ID value is set to 32768.

The Record Count field is set to the number of Ack Records in this DlyAck frame.  Valid values are in the range 1-255.  Values greater than 255 are reserved.  Each Ack Record is 6 octets in length and contains 3 fields, as defined below:

· VSID is a 2-octet field that identifies the VS of the MPDU(s) being acknowledged by this record.  There may be more than one Ack Record with the same VSID in a given DlyAck frame if more than 16 MSDUs from that VS require acknowledgement and/or negative acknowledgement.  In such cases the records for a given VS are ordered by ascending VS-seq value.  The format of the VSID field appears in 7.1.3.5.1.

· VS-seq is a 2-octet field that contains the sequence number of the first MSDU reported in the VS-bitmap field.

· VS-bitmap is a 2-octet field in which each bit indicates the reception status of an MSDU within the specified VS.  VS-bitmap bit 0 indicates the reception status of the MSDU with the sequence number contained in the VS-seq field, and subsequent bits indicate the reception status of MSDUs with the next 15 sequentially ascending sequence numbers.  VS-bitmap bits set to 1 indicate MSDUs that have been received successfully, whereas bits set to 0 indicate MSDUs that have not been received (and which may have not yet been sent).

Add the following new clause:

7.2.1.9 Contention Control (CC) frame format

The frame format for the Contention Control (CC) frame is shown below:

2
2
6
1
1
2 *fc
4

Frame Control
Duration
/ID
BSSID
Permission
Probability
Feedback Count
Feedback Entry
(2 octets)
FC S






VSID or AID


The BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID value in Beacon, Association Response, Reassociation Response, and Probe Response frames sent by this QBSS.  The Duration/ID field carries the Priority Limit and CCI Length subfields as shown for CC frames in 7.1.3.2.

The Permission Probability (PP) field specifies a probability with which contending ESTAs are permitted to send RR frames in the CCI which follows this CC frame.  The PP field is set to the unsigned integer value obtained by multiplying the desired permission probability by 255 and rounding to the nearest integer.

The Feedback Count field is set to the number of Feedback entries in this CC frame.  Valid values are in the range 0-255.  Each Feedback entry is 2 octets in length and contains the VSID (in the format shown in 7.1.3.5.1) or AID value from an RR frame that was successfully received by the EPC during the previous CCI.

Add the following new clause:

7.2.1.10 CC + CF-Ack frame format

The format of the CC + CF-Ack frame is identical to the format of the CC frame.

Add the following new clause:

7.2.1.11 Reservation Request (RR) frame format

The frame format for the Reservation Request (RR) frame is shown below:

2
2
6
2
4

Frame Control
Duration
/ID
BSSID
VSID or AID
FCS

The BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID value in Beacon, Association Response, Reassociation Response, and Probe Response frames sent by this QBSS. The Duration/ID field carries the virtual stream (VS) Size subfield as shown for RR frames in 7.1.3.2.  The VSID or AID field carries the identifier of the VS for which the reservation is requested, or the AID of the ESTA in cases where the reservation is not being requested for a specific virtual stream.  The format of this field is given in 7.1.3.5.1.

Add the following new clause:

7.2.1.12 Contention-Free (CF) Multipoll

The frame format for the contention-free (CF-)multipoll frame is shown below:

2
2
6
2
2 *rc
2 *rc
4

Frame Control
Dur/ID
(32768)
BSSID
Record Count
Poll Record
(4 octets)
FCS





VSID or AID
TXOP limit


The BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID value in Beacon, Association Response, Reassociation Response, and Probe Response frames sent by this QBSS.  The Duration/ID value is set to 32768.

The Record Count field is set to the number of Schedule Records in this Schedule frame.  Valid values are in the range 1-255, with all other values reserved.

Each Poll Record is 4 octets in length and defines a single TXOP.  Poll Records contain 2 fields, as defined below.

· VSID or AID
Contains the identifier of a VS or TC sourced by the ESTA that is receiving a TXOP from this poll record, or the AID of the ESTA in cases where EPC does not designate a preferred VS or TC or where the TXOP is for a STA with no active VSs.  The format of this field is specified in 7.1.3.5.1.  The ESTA receiving the TXOP is not constrained to send traffic from the specified VS and/or traffic class, and follows TXOP usage rules defined in 9.3.##

· TXOP limit
Contains an unsigned integer that specifies the maximum length of this TXOP in units of 8 microseconds.  The first TXOP starts a SIFS period after the CF-Multipoll frame, and each successive TXOP starts a when the predecessor's TXOP limit expires, or a SIFS period after the predecessor station sends a stream data frame with the Non-final subfield of the Duration/ID field set to 0.

Add the following new clause:

7.2.1.13 CF-Multipoll + CF-Ack

The format of the CC + CF-Ack frame is identical to the format of the CC frame.

7.2.2 Data frames

The frame format for the Data frame is dependent on the most significant bit of subtype.  Data frames with subtypes 0-7 are used for basic IEEE 802.11 transfers, and use the format defined in Figure 22A.

2
2
6
6
6
2
6
0 or 4
0-2304
0 or 4
4

Frame Ctrl
Dur/ID
Addr 1
Addr 2
Addr 3
Seq
Ctrl
Addr 4
Frame Body
(0-2312 octets)
FCS








IV
MSDU
ICV


Figure 22 A – Data Frame

Data frames with subtypes 8-15 are used for IEEE 802.11E virtual stream transfers, and use the format defined in Figure 22B.  Each of these data subtypes contain "stream" in their names, and this frame format, distinguished by the presence of a VSID field at the beginning of the frame body, is sometimes referred to as a Stream data frame.

2
2
6
6
6
2
6
2
0 or 4
0-2304
0 or 4
4

Frame Ctrl
Dur/ID
Addr 1
Addr 2
Addr 3
Seq
Ctrl
Addr 4
Frame Body
(2-2312 octets)
FCS








VSID
IV
MSDU
ICV


Figure 22B – Stream Data Frame

The content of the Address fields of data and stream data frames is dependent upon the values of the To DS and From DS bits and are defined in Table 4, below.  Where the content of a field is shown as N/A, the field is omitted. Note that Address 1 always holds the receiver address of the intended receiver (or, in the case of multicast frames, receivers), and that Address 2 always holds the address of the station that is transmitting the frame
To DS
From DS
Address 1
Address 2
Address 3
Address 4
Usage

0
0
DA
SA
BSSID
N/A
STA-to-STA traffic in an IBSS

0
1
DA
BSSID
SA
N/A
(E)AP-to-(E)STA traffic in a (Q)BSS

1
0
BSSID
SA
DA
N/A
(E)STA-to-(E)AP traffic in a (Q)BSS

1
1
RA
TA
DA
SA
WDS traffic among (E)APs and BPs



RA
SA
DA
SA
ESTA-to-BP traffic in a QBSS



DA
TA
DA
SA
BP-to-ESTA traffic in a QBSS



DA
SA
DA
SA
ESTA-to-ESTA traffic in a QBSS

Table 4, Address Field Contents

A station uses the contents of the Address 1 field to perform address matching for receive decisions.  In cases where the Address 1 field contains a group address, the BSSID also is validated to ensure that the broadcast or multicast originated in the same BSS.

A station uses the contents of the Address 2 field to direct the acknowledgment if an acknowledgment is necessary. 

The DA is the destination of the MSDU (or fragment thereof ) in the frame body field.

The SA is the address of the MAC entity which initiated the MSDU (or fragment thereof) in the frame body field.

The RA is the address of the STA contained in the (E)AP or BP in the wireless distribution system that is the next immediate intended recipient of the frame.

The TA is the address of the STA contained in the (E)AP or BP in the wireless distribution system that is transmitting the frame.

The BSSID is determined as follows:

a)
If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the STA contained in the AP.

b)
If the station is a member of an IBSS, the BSS Identifier is the BSSID of the IBSS.

c)
If the ESTA is an EAP or is associated with an EAP, the BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID in Beacon, Association Response, Reassociation Response and Probe Response frames sent by this QBSS.

The frame body consists of the MSDU or a fragment thereof, and a WEP IV and ICV (if and only if the WEP subfield in the frame control field is set to 1).  In addition, for Stream data frames, the first field of the frame body is a VSID field as defined in 7.3.5.1.  The frame body is null (0 octets in length) in Data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), CF-Ack+CF-Poll (no data).  The frame body consist solely of a VSID field in Stream data frames of subtype Stream null (no data), Stream CF-Ack (no data), Stream CF-Poll (no data), and Stream CF-Ack+CF-Poll (no data).
Within all data type frames sent by (non-enhanced) STAs during the contention-free period, the Duration/ID field is set to the value 32768.  Within all data type frames sent by ESTAs during the contention-free period in a QBSS the Duration/ID field is set as specified in 7.1.3.2.  Within all data type frames sent during the contention period the Duration/ID field is set according to the following rules:

No further changes in clause 7.2.2.

7.2.3 Management frames

Modify the 4th paragraph as shown.

The BSS Identifier of the management frame is determined as follows:

a)
If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the STA contained in the AP.

b)
If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.

c)
In management frames of subtype Probe Request, the BSSID is either a specific BSSID, or the broadcast BSSID as defined in the procedures specified in clause Error! Reference source not found..

d)
If the ESTA is an EAP or is associated with an EAP, the BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID in Beacon, Association Response, Reassociation Response and Probe Response frames sent by this QBSS.

e)
In the special case of a Probe Response frame sent by an RPC, the BSSID is the address of the ESTA at which the MLME-START.request that started the primary QBSS to which this RPC is subsidiary was executed, and is equal to the BSSID in Beacon, Association Response, Reassociation Response and Probe Response frames sent by the EAP of the primary QBSS.

Modify the 7th paragraph as shown.

Within all management type frames sent by both STAs and ESTAs during the contention-free period, the Duration/ID field is set to the value 32768. Within all Management Type frames sent during the contention period the Duration field is set according to the following rules:

No further changes in clause 7.2.3.

7.2.3.1 Beacon and Proxy Beacon frame format

The frame body of a management frame of subtype Beacon is shown in Table 5.  The Proxy Beacon is a management frame of subtype Beacon, sent by an ESTA associated in a QBSS in order to provide greater spatial distribution of QBSS-related information for use in overlap mitigation by nearby QBSSs.  The frame body of the Proxy Beacon is copied from the most recent Beacon frame sent in that QBSS, except that the Timestamp field reports the time of Proxy Beacon transmission.  Proxy Beacon frames can be distinguished from Beacon frames by the presence of unequal values in the SA and BSSID fields of Proxy Beacon frames.
Table 5, Beacon frame body

Order
Information
Note

1
Timestamp


2
Beacon interval


3
Capability information


4
SSID


5
Supported rates


6
FH Parameter Set
The FH Parameter Set information element is present within Beacon frames generated by STAs using frequency hopping PHYs.

7
DS Parameter Set
The DS Parameter Set information element is present within Beacon frames generated by STAs using direct sequence PHYs.

8
CF Parameter Set
The CF Parameter Set information element is present within Beacon frames generated by APs supporting a PCF with an active point coordinator or EAPs with an active EPC.

9
IBSS Parameter Set
The IBSS Parameter Set information element is only present within Beacon frames generated by STAs in an IBSS.

10
TIM
The TIM information element is only present within Beacon frames generated by APs or EAPs.

11
QBSS Load
The QBSS Load information element is only present within Beacon frames generated by EAPs.

12
Overlap CFP allocation
The Overlap CFP allocation information element is only present within Beacon frames generated by EAPs that have invoked the BSS overlap mitigation procedure (see 9.3.3.2.1).

13
Overlap BSS report
The Overlap BSS report information element is only present within Beacon frames generated by EAPs that have invoked the BSS overlap mitigation procedure (see 9.3.3.2.1).

14
Overlap VS list
The Overlap VS list information element is only present within Beacon frames generated by EAPs that have invoked the BSS overlap mitigation procedure (see 9.3.3.2.1).

15
QBSS activity change
The QBSS activity change information element is only present within Beacon frames generated by EAPs, and only while the EAP is attempting to initiate an activity change.

16
Alternate EPC activation
Alternate EPC activation information element is only present within Beacon frames generated by EPC-capable ESTAs arbitrating to replace a missing or disabled EPC.

7.2.3.2 IBSS Announcement Traffic Indication Message (ATIM) frame format

(no changes)

7.2.3.3 Disassociation frame format

(no changes)

7.2.3.4 Association Request frame format

(no changes)

7.2.3.5 Association Response frame format

(no changes)

7.2.3.6 Reassociation Request frame format

(no changes)

7.2.3.7 Reassociation Response frame format

(no changes)

7.2.3.8 Probe Request frame format

(no changes)

7.2.3.9 Probe Response frame format

The frame body of a management frame of subtype Probe Response is shown in Table 12:

Table 12, Probe Response frame body

Order
Information
Note

1
Timestamp


2
Beacon Interval


3
Capability Information


4
SSID


5
Supported Rates


6
FH Parameter Set
The FH Parameter Set information element is present within Probe Response frames generated by STAs using frequency hopping PHYs.

7
DS Parameter Set
The DS Parameter Set information element is present within Probe Response frames generated by STAs using direct sequence PHYs.

8
CF Parameter Set
The CF Parameter Set information element is present within Probe Response frames generated by APs supporting a PCF with an active point coordinator or EAPs with an active EPC.

9
IBSS Parameter Set
The IBSS Parameter Set information element is only present within Probe Response frames generated by STAs in an IBSS.

10
QBSS Load
The QBSS Load information element is only present within Probe Response frames generated by EAPs.

7.2.3.10 Authentication frame format

This will need to be modified as part of enhanced security.

7.2.3.11 Deauthentication frame format

This may need to be modified as part of enhanced security.

Add the following new clause:

7.2.3.12 VS Update frame format

The frame body of a management frame of subtype VS Update contains the information shown in Table #.

Table #, VS Update frame body

Order
Information
Note

1
VS operation
The layout of the VS operation field and this ordering in the frame body results in identical format and placement of the VSID field in the VS Update frame and the VSID field in Stream data frames.

2
QoS Parameter Set
The QoS Parameter Set information element is only present if the VS operation specifies an action involving adding or modifying VS parameters.

3
IP Classification Parameters
The IP Classification Parameters information element is only present if the VS operation specifies an action involving adding or modifying a frame classifier for a VS which is classified using IP header information.

4
LLC Classification Parameters
The LLC Classification Parameters information element is only present if the VS operation specifies an action involving adding or modifying a frame classifier for a VS which is classified using LLC header information.

5
PQ Classification Parameters
The PQ Classification Parameters information element is only present if the VS operation specifies an action involving adding or modifying a frame classifier for a VS which is classified using IEEE 802.1P/Q information.

6
Listen Epoch
The Listen Epoch element is only present if any ESTA that is a recipient of the VS indicated power save mode in the frame control field of its most recent Association Request management frame.

Add the following new clause:

7.2.3.13 Error and Overlap frame format

The frame body of a management frame of subtype Error and Overlap contains the information shown in Table ##.  All of the information elements are only present in frames transmitted by ESTAs to EAPs.  EAPs may transmit Error and Overlap frames with null frame bodies to solicit Error and Overlap response(s).

Table ##, Error and Overlap frame body

Order
Information
Note

1
Error Statistics
The Error Statistics information element is only present in Error and Overlap frames transmitted by ESTAs.

2
Overlap BSS Report
The Overlap BSS Report information element is only present in Error and Overlap frames transmitted by ESTAs, and only if at least one OBSS has been detected by the ESTA.

Add the following new clause:

7.2.4 QBSS Configuration frame format

The frame body of a management frame of subtype QBSS Configuration is << TO BE DEFINED >>.

7.3 Management frame body components

(no changes)

7.3.1 Fixed Fields

7.3.1.1 Authentication Algorithm Number field

This will need to be modified as part of enhanced security.

7.3.1.2 Authentication Transaction Sequence Number field

This may need to be modified as part of enhanced security.

7.3.1.3 Beacon Interval field

(no changes)

7.3.1.4 Capability Information field

The Capability Information field contains a number of subfields that are used to indicate requested or advertised capabilities.  The length of the Capability Information field is 2 octets. The Capability Information field consists of the following subfields: ESS, IBSS, CF-Pollable, CF-Poll Request, Privacy, PBCC, Channel Agility, QoS, FEC, Enhanced Privacy and Bridge Portal.  The remaining part of the Capability Information field is reserved. The format of the Capability Information field is as illustrated in Figure 27.

Figure 27 – Capability Information Field

0
1
2
3
4
5
6
7

ESS
IBSS
CF-Pollable
CF-Poll Request
Privacy
Short Preamble
PBCC
Channel Agility

8
9
10
11
12
13
14
15

QoS
FEC
Enhanced Privacy
Bridge Portal
reserved
(0)
reserved
(0)
reserved
(0)
Ext Cap

(no changes to ESS and IBSS subfield descriptions)

Modify the CF-Pollable and CF-Poll request subfield descriptions as shown.

STAs set the CF-Pollable and CF-Poll Request subfields in Association and Reassociation Request management frames according to the upper half of Table 7 (QoS subfield set to 0).  ESTAs set the CF-Pollable and CF-Poll Request subfields in Association and Reassociation Request management frames according to the lower half of Tab (QoS subfield set to 1).
Table 7, STA and ESTA Usage of QoS, CF-Pollable and CF-Poll Request

QoS
CF-Pollable
CF-Poll Request
Meaning

0
0
0
STA is not CF-Pollable

0
0
1
STA is CF-Pollable, not requesting to be placed on the CF-Polling list

0
1
0
STA is CF-Pollable, requesting to be placed on the CF-Polling list

0
1
1
STA is CF-Pollable, requesting never to be polled

1
0
0
ESTA is requesting to associate as non-QoS station

1
0
1
Reserved

1
1
0
ESTA is not capable of serving as remote point coordinator (RPC)

1
1
1
ESTA is capable of serving as remote point coordinator (RPC)

APs set the CF-Pollable and CF-Poll Request subfields in Beacon, Probe Response, Association Response and Reassociation Response management frames according to the upper half of Table 8 (QoS subfield set to 0).  An AP sets the CF-Pollable and CF-Poll Request subfield values in Association Response and Reassociation Response management frames equal to the values in the last Beacon or Probe Response frame that it transmitted, with the QoS subfield always set to 0.  EAPs set the CF-Pollable and CF-Poll Request subfields in Beacon, Probe Response, Association Response and Reassociation Response management frames according to the lower half of Tabl (QoS subfield set to 1).  An EAP sets the CF-Pollable and CF-Poll Request subfield values in Association Response and Reassociation Response management frames equal to the values in the last Beacon or Probe Response frame that it transmitted, with the QoS subfield always set to 1.
Table 8, AP and EAP Usage of QoS, CF-Pollable and CF-Poll Request

QoS
CF-Pollable
CF-Poll Request
Meaning

0
0
0
No Point Coordinator at AP

0
0
1
Point Coordinator at AP for delivery only (no polling)

0
1
0
Point Coordinator at AP for delivery and polling

0
1
1
Reserved

1
0
0
Reserved

1
0
1
Reserved

1
1
0
EAP with EPC

1
1
1
EAP with EPC, BSS overlap mitigation procedure invoked 

(add descriptions of the Short Preamble, PBCC and Channel Agility subfields from IEEE 802.11B)

Add the following new paragraphs:

EAPs set the FEC subfield to 1 within transmitted Beacon and Probe Response management frames if FEC capability is required to associate with this QBSS.  If FEC capability is optional or unsupported within the QBSS this bit is set to 0.  ESTAs set the FEC subfield to 1 within transmitted Association Request and Reassociation Request management frames is FEC capability is available at that ESTA.  EAPs set the FEC subfield to 1 within Association Response and Reassociation Response management frames if FEC capability is either optional or required in this QBSS.

The meaning of the Enhanced Privacy subfield is << TO BE DEFINED >>.

ESTAs set the Bridge Portal subfield to 1 within transmitted Association and Reassociation Request management frames if the ESTA includes a bridge portal function and an operational connection to a non-IEEE 802.11 network.  EAPs set the Bridge Portal subfield to 1 within transmitted Beacon, Probe Response, Association Response and Reassociation Response management frames if there is at least one bridge portal associated in this QBSS.

When the ExtCap subfield is set to 1 the are additional enhanced capabilities applicable to the ESTA sending this capability information field << LOCATION TO BE DEFINED >>.
7.3.1.5 Current AP Address field

(no changes)

7.3.1.6 Listen Interval field

(no changes)

7.3.1.7 Reason Code field

Modify Table 18 as shown.

Table 18, Reason codes

Reason code
Meaning

0
Reserved

1
Unspecified reason

2
Previous authentication no longer valid

3
Deauthenticated because sending station is leaving (or has left) the IBSS or ESS

4
Disassociated due to inactivity

5
Disassociated because AP/EAP is unable to handle all currently associated (E)STA

6
Class 2 frame received from non-authenticated station

7
Class 3 frame received from non–associated station

8
Disassociated because sending station is leaving (or has left) the (Q)BSS

9
Station requesting (re)association is not authenticated with responding station

10
Disassociated for unspecified, QoS-related reason

11
Disassociated because EAP lacks sufficient bandwidth to handle this ESTA

12
Disassociated because of excessive frame losses and/or poor channel conditions

13
Disassociated because ESTA is transmitting outside of its TXOPs

14
Disassociated because ESTA is violating QoS contracts

15
Disassociated because EPC is shutting down (and no alternate EPC is available)

16
QBSS channel change is in progress

17
EPC handover is in progress

18 - 65535
Reserved

7.3.1.8 Association ID (AID) field

(no changes)

7.3.1.9 Status Code field

Modify Table 19 as shown.

Table 19, Status codes

Status code
Meaning

0
Successful

1
Unspecified failure

2–9
Reserved

10
Cannot support all requested capabilities in the Capability Information field

11
Reassociation denied due to inability to confirm that association exists

12
Association denied due to reason outside the scope of this standard

13
Responding station does not support the specified authentication algorithm

14
Received an Authentication frame with authentication transaction sequence number out of expected sequence

15
Authentication rejected because of challenge failure

16
Authentication rejected due to timeout waiting for next frame in sequence

17
Association denied because AP/EAP is unable to handle additional associated (E)STA

18
Association denied due to requesting station not supporting all of the data rates in the BSSBasicRateSet parameter

19
Association denied due to requesting station not supporting the short preamble option

20
Association denied due to requesting station not supporting the PBCC modulation option

21
Association denied due to requesting station not supporting the frequency agility option

22
Unspecified, QoS-related failure

23
Association denied due to EAP having insufficient bandwidth to handle another ESTA

24
Association denied due to poor channel conditions

25
Association (with QBSS) denied due to requesting station not supporting the QoS option

26
Association denied due to requesting station not supporting the FEC option

27 - 65535
Reserved

7.3.1.10 Timestamp field

(no changes)

Add the following new clause:

7.3.1.11 VS operation field

The VS operation field is used to identify the virtual stream and update action in a VS Update management frame. The length of the VS operation field is four octets, subdivided as shown below:

2
1
1

VSID
Action
Subaction

The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.1.3.5.1.

The Action field is 1 octet in length and has the code assignments illustrated in Table ###.

Table ###, VS Actions

Action
Meaning

0
Reserved

1
Add new virtual down-stream

2
Delete existing virtual down-stream

3
Modify parameters and/or classifier of existing virtual down-stream

4
Add new virtual up-stream

5
Delete existing virtual up-stream

6
Modify parameters and/or classifier of existing virtual up-stream

7
Add new virtual side-stream

8
Delete existing virtual side-stream

9
Modify parameters and/or classifier of existing virtual side-stream

10-255
Reserved

The Subaction field is reserved for future use.  This field should be set to 0 for outgoing VS Update management frames and should be ignored for incoming VS Update management frames.

7.3.2 Information Elements

Modify Table 20 as shown.

Table 20 - Element IDs

Information Element
Element ID

SSID
0

Supported rates
1

FH Parameter Set
2

DS Parameter Set
3

CF Parameter Set
4

TIM
5

IBSS Parameter Set
6

QBSS Load
7

QoS Parameter Set
8

Error statistics
9

Overlap CFP allocation
10

Overlap BSS report
11

Overlap VS list
12

QBSS activity change
13

Reserved
14-15

Challenge text
16

Reserved for challenge text extension
17-31

IP Classification Parameters
32

LLC Classification Parameters
33

PQ Classification Parameters
34

Alternate EPC activation
35

Listen Epoch
36

Reserved
37-255

Add the following paragraph at the end of clause 7.3.2.

A station that encounters an unknown or reserved element ID value in a management frame received without error shall ignore said element and shall proceed scanning the remainder of the management frame body (if any) for additional information elements with recognizable element ID values.

7.3.2.1 Service Set Identity (SSID) element

(no changes)

7.3.2.2 Supported Rates element

(no changes)

7.3.2.3 FH Parameter Set element

(no changes)

7.3.2.4 DS Parameter Set element

(no changes)

7.3.2.5 CF Parameter Set element

(no changes)

7.3.2.6 Traffic Information Map (TIM) element

(no changes)

7.3.2.7 IBSS Parameter Set element

(no changes)

7.3.2.8 Challenge Text element

This may need to be modified as part of enhanced security.

Add the following new clause.

7.3.2.9 QBSS Load element

The QBSS Load element contains information on the current station population and traffic levels in the QBSS.  The element information field is comprised of 6 items, the contents of which are defined below.  The total length of the information field is 8 octets.

1
1
2
2
1
1
1
1

Element ID (7)
Length
(8)
Associated station count
Active VS count
Channel utilization
Share of channel
Overlap count
Frame loss rate

The Associated station count field is 2 octets for an unsigned integer that indicates the total number of STAs and ESTAs currently associated with this QBSS.

The Active VS count field is 2 octets for an unsigned integer that indicates the total number of virtual streams currently active in this QBSS.

The Channel utilization field is 1 octet for an unsigned integer that indicates the portion of available WM bandwidth currently used to transport VS data within this QBSS.  The value is calculated by taking the integer part of the quotient of <<utilized bits/s>> divided by <<total available bits/s>>.
<< DETAILS OF HOW TO MEASURE UTILIZED AND AVAILABLE BANDWIDTH ARE NEEDED >>

The Share of channel field is 1 octet for an unsigned integer that indicates the portion of total time available to this QBSS for non-silent periods under the BSS overlap mitigation procedure. The value is calculated by taking the integer part of the quotient of <<total non-silent time per superframe>> divided by <<superframe duration>>.

The Overlap count field is 1 octet for an unsigned integer than indicates the number of overlapping BSSs currently known to the BSS overlap mitigation procedure at the EPC of this QBSS.

The Frame loss rate field is 1 octet for an unsigned integer that indicates the portion of transmitted MPDUs that require retransmission or are discarded as undeliverable.  The value is calculated by taking the integer part of the quotient of <<total retries + discarded MPDUs>> divided by <<total transmission attempts>>.  These totals should be accumulated over the same period used to calculate the channel utilization value.

Add the following new clause.

7.3.2.10 QoS Parameter Set element

The QoS Parameter Set element contains the set of parameters necessary to permit the TAME at the EPC and the transmission control entities at each ESTA to {attempt to} provide the desired transport characteristics for MSDUs belonging to the specified virtual stream.  The element information field is comprised of 12 items, the contents of which are defined below.  The total length of the information field is 26 octets.

1
1
2
6
6
1
1
2
2

Element ID (8)
Length
(20-116)
VSID
VS source
VS destination
VS info
FEC info
Privacy info
Parameter bit map 

6
6
6
6
6
6
6
6

TX interval
Poll & Retry delays
Delay & Jitter bounds
MSDU size
Minimum data rate
Mean data rate
Max burst size
Loss rate bound

The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.1.3.5.1.  The contents of this field specify the VS to which the remaining parameters apply.

The VS source and VS destination fields are each 6 octets in length and contain MAC addresses of the source and destination ESTAs for the specified VS.

The VS info field is 1 octet which is subdivided as shown below.  The Type subfield is a single bit which is set to 1 for a VS with a continuous or periodic traffic pattern, or is set to 0 for a VS that generates traffic on a non-continuous or aperiodic basis.  The Ack Policy subfield is 2 bits that are identical to the Ack policy field specified in 7.1.3.2.1.  
0
1
2
3
4
5
6
7

Type
spare (0)
Ack Policy
spare (0)

The FEC info field is 1 octet that contains information relevant to the use of FEC for this VS.
<< DETAILS NEEDED >>
The Privacy info field is 2 octets that contain information relevant to enhanced privacy for this VS.
<< DETAILS NEEDED >>
The Parameter bit map field indicates which parameter records follow.  Up to 16 parameter records, each 6 octets in length, may appear, corresponding to 1-bits in this bit map.  Parameter records always appear in the specified order, so the position of the 1-bits identify which parameters are present.  Currently 8 parameters are defined, with bits 8-15 of the Parameter bit map are reserved for future extensions.
Each parameter record is comprised of four  fields as shown below.  The value field is 2 octets in length and contains the current value of the designated parameter in units specified for the particular parameter record.  The Priority field is 1 octet in length and contains the importance of providing service that meets parameter relative to other parameters present in the QoS parameter set for the VS.  The TAME may use Priority information in cases where traffic and/or medium conditions make it impractical to meet simultaneously all of the parameters specified for the VS.  The Direction field indicates how the Notification threshold value is to be used.  Direction=0 disables notifications due to variance in this parameter.  Direction=1 enables notifications when the service achieved for this parameter is lower than the specified Value by not less than the Notification threshold (lower bound).  Direction=2 enables notifications when the service achieved for this parameter is greater than the specified Value by not less than the Notification threshold (upper bound).  Direction=3 enables notifications when the absolute value of the service achieved for this parameter differs from the specified Value by not less than the Notification threshold.
2
1
1
2

Value
Priority
Direction
Notification threshold

The TX duration parameter record specifies the nominal number of TU between outgoing MSDUs for this VS.  For a VS with Type=1 (periodic) this duration is the nominal inter-TX interval.  For a VS with Type=0 (aperiodic) this duration is the interval during which the mean , maximum, and minimum rates and burst sizes are measured.  For aperiodic VSs, this parameter is sometimes referred to as Committed Time (CT).
The Poll & Retry delay parameter record specifies the maximum number of superframes required between CF-Polls for this VS in the low-order octet, and the maximum number of superframes a transmitting station waits before attempting a retransmission when using delayed acknowledgement (Ack Policy = 2) in the high-order octet.  A Poll delay value of 0 means that periodic polling of the source of this VS is not required.  A Retry delay value of 0 causes the transmitting station to wait for a negative acknowledgement, and never to initiate retransmission based on elapsed time.
The Delay & Jitter bound parameter record specifies the maximum number of TU that may elapse before an MSDU from this VS is discarded due to excessive delay. in the low-order octet, and the maximum number of TU by which the actual intervals between MSDU transmissions for this VS may vary from the nominal value specified by the -TX duration parameter value.  Symmetrical jitter (equal amounts early or late) within the specified bound are assumed to be acceptable.  For a VS with no defined maximum delay, the Delay bound is set to 0, in which case the value of dot11MaxTransmitMSDULifetime is used for this purpose.  When the Jitter bound is set to 0, the amount of jitter is limited only by the specified Delay bound.

The MSDU size parameter record specifies the nominal size, in octets, of MSDUs belonging to this VS.
The Minimum data rate parameter record specifies the lowest data rate, in units of octets per TX duration interval, that is acceptable for transport of MSDUs belonging to this VS.

The Mean data rate parameter reocrd specifies the nominal sustained data rate, in units of  octets per TX duration interval, for transport of MSDUs belonging to this VS.
<< ADD DETAILS ON THE TOKEN BUCKET METHOD OF CALCULATING THIS RATE >>
The Maximum burst size parameter record specifies the peak data burst, in units of 1024 bytes, that may be generated by this VS during a single TX duration interval.
<< ADD DETAILS ON THE TOKEN BUCKET METHOD OF CALCULATING THIS SIZE >>

The Loss rate bound parameter record specifies the highest MSDU loss rate, in units of <TBD>, that is acceptable for transport of MSDUs bleonging to this VS.
7.3.2.11 Error Statistics element

The Error Statistics element contains information on the receive errors experienced by VSs whose destination is the ESTA sending the element. The element information field is comprised of 2 fixed items, and a variable number of sets of 3 other items, all of which are defined below.  The total length of the element information field is (8+10n) octets, where n is the number of VSs for which statistics are being reported, in the range 1-24, which yields element lengths of 18 to 248 in increments of 10.

1
1
4
4
2
4
4

Element ID (9)
Length
(8+(10*n))
Received
fragments
FCS
errors
Error Record
(10 octets)


0< n <25


VSID
MPDUs received
Retrys received

The Received fragments field is 4 octets in length and reports the current value of the dot11ReceivedFragmentCount MIB attribute.

The FCS errors field is 4 octets in length and reports the current value of the dot11FCSErrorCount MIB attribute.

Following the FCS errors field are 1 to 24 Error records, each containing a set of reception status information pertaining to a specific VS whose destination is this ESTA.  The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.3.5.1.  The MPDUs received field is 4 octets in length and contains a count of the total number of MPDUs successfully received for the specified VS.  The Retrys received field is 4 octets in length and contains a cumulative count of the number of MPDUs successfully received for the specified VS with the Retry subfield of the Frame Control field set to 1.

7.3.2.12 Overlap CFP allocation element

The Overlap CFP allocation element contains information about the amounts of time during the CFP that an EPC uses for overlap and non-overlap periods when the BSS overlap mitigation procedure is invoked (see 9.3.3.3.1).  The element information field is comprised of 2 fixed items, and a variable number of sets of 2 other items, all of which are defined below.  The total length of the information field is (7n+2) octets, where n is the number of overlapping BSSs detected, in the {nominal} range 1-31, which yields element lengths of 9 to 219 in increments of 7.  In practice, far fewer than 31 overlapping BSSs can be accommodated under the BSS overlap mitigation procedure.

1
1
1
1
1 *n
6 *n

Element ID (10)
Length
(2+(7*n))
TNOL(x)
TTOL(x)
Overlap Allocation


0< n <32


TOL(x,y)
BSSID(y)

The TNOL(x) field is 1 octet used to specify the number of TU allocated for the non-overlap period in this QBSS.

The TTOL(x) field is 1 octet used to specify the total number of TU allocated for all overlap periods in this QBSS.

Following the TTOL(x) field are 1-36 sets of overlap allocation information comprised of a 1-octet TOL(x,y) field used to specify the number of TU allocated for the overlap period between this QBSS and the BSS designated by the value of the corresponding 6-octet BSSID(y) field.

7.3.2.13 Overlap BSS report element

The Overlap BSS report element contains information that identifies and summarizes CFP usage for QBSSs which have been detected to overlap with this QBSS and which are cooperating under the BSS overlap mitigation procedure (see 9.3.3.3.1).  The element information field is comprised of a variable number of sets of 3 items, each of which are defined below.  The length of the information field is (8p) octets, where p is the number of overlapping QBSSs detected, in the {nominal} range 1-31, which yields element lengths of 8 to 248 in increments of 8.  In practice, far fewer than 31 overlapping BSSs can be accommodated under the BSS overlap mitigation procedure.

1
1
1 *p
1 *p
6 *p

Element ID (11)
Length
(8*p)
Overlapping BSS time and identity


0< p <32
TNOL(y)
TTOL(y)
BSSID(y)

Each overlapping BSS time and identity set contains a 1-octet TNOL(y) field, a 1-octet TTOL(x) field and a 6-octet BSSID(y) field.

The TNOL(y) field is 1 octet used to specify the number of TU allocated for the non-overlap period in BSS y, as determined from the Overlap CFP allocation element in proxy Beacon management frames received from BSS y.

The TTOL(y) field is 1 octet used to specify the total number of TU allocated for all overlap periods in BSS y, as determined from the Overlap CFP allocation element in proxy Beacon management frames received from BSS y.

The BSSID(y) field is 6 octets which identify BSS y.

7.3.2.14 Overlap VS list element

The Overlap VS list element identifies the virtual streams which have been determined to be subject to destructive interference from transmissions in other BSSs under the BSS overlap mitigation procedure (see 9.3.3.3.1).  ESTAs in this QBSS must restrict transmissions of MSDUs classified to those virtual streams to TXOPs within the TOL period of the CFP.  MSDUs classified to virtual streams not on the overlap list may be transmitted within either the TOL period or the TNOL period.  The element information field is comprised of a variable number of instances of a single items, which is defined below.  The length of the information field is (2v) octets, where v is the number of virtual streams in the list, in the range of 1-127, which yields element lengths of 2 to 254 in increments of 2.

1
1
2 *v

Element ID (12)
Length
(2*v)
VS needing TXOP in TOL


0<v<128
VSID

The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.1.3.5.1, except that the priority subfield is not relevant to the purpose of this element and may be transmitted as 0.  The contents of each instance of this field specify a VS whose transmissions must take place during the TOL period.

7.3.2.15 QBSS Activity Change element

The QBSS Activity Change element signals general changes of QBSS operational state from the EAP to associated ESTAs.  The element information field is 2 or more octets in length, depending on the specific activity change.

1
1
1
1
(H)

Element ID (13)
Length
(2+H)
Activity
Activation count
Operands

The Activity field is 1 octet in length and identifies the operational change.  The defined activity codes are

1 = Suspend operation (operand is 2-octet duration in TU)

2 = Change channel (operand is new channel number)

3 = Activate alternate EAP/EPC (operand is MAC address of new EAP, or null if arbitration necessary)

7.3.2.16 IP Classification Parameters element

The IP Classification Parameters element contains the set of variable-length parameters necessary to permit the CLSE at each ESTA to identify MSDUs belonging to a particular VS when the VS is distinguished by information in an IP packet header within the MSDU.  The element information field is comprised of 3 items, the contents of which are defined below.  The total length of the information field is variable, ranging from 3 to <<TBD>> octets.

1
1
2
1
(J)

Element ID (32)
Length
(3+J)
VSID
Search priority
IP classifier parameters

The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.1.3.5.1.  The contents of this field specify the VS to which the remaining parameters apply.  When an MSDU is classified successfully using one or more of the classifier parameters contained in this element, the contents of this VSID field provide the virtual stream identifier to use as the priority parameter value for the resulting MA-UNITDATA.request primitive used to pass the classified MSDU to the MAC.

The Search priority field is 1 octet used to specify the search order for this frame classifier relative to other frame classifiers maintained in the classification table by the CLSE at the ESTA.  Frame classifiers are used in order of descending unsigned integer values of the Search priority value until either the MSDU is classified successfully to a virtual stream or the set of available frame classifiers is exhausted.  In the former case the MSDU is transported using QoS data service, later case the MSDU is considered to be a best effort frame and is transported using the asynchronous data service.

The IP classifier parameters field contains the IP TOS range/mask, IP protocol, IP source address/mask, IP destination address/mask, TCP/UDP source port start, TCP/UDP source port end, TCP/UDP destination port start and TCP/UCP destination port end.  Additional details are << TO BE DEFINED >>.

7.3.2.17 LLC Classification Parameters element

The LLC Classification Parameters element contains the set of variable-length parameters necessary to permit the CLSE at each ESTA to identify MSDUs belonging to a particular VS when the VS is distinguished by information in an IEEE 802.2 LLC header within the MSDU.  The element information field is comprised of 3 items, the contents of which are defined below.  The total length of the information field is variable, ranging from 3 to <<TBD>> octets.

1
1
2
1
(K)

Element ID (33)
Length
(3+K)
VSID
Search priority
LLC classifier parameters

The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.1.3.5.1.  The contents of this field specify the VS to which the remaining parameters apply.  When an MSDU is classified successfully using one or more of the classifier parameters contained in this element, the contents of this VSID field provide the virtual stream identifier to use as the priority parameter value for the resulting MA-UNITDATA.request primitive used to pass the classified MSDU to the MAC.

The Search priority field is 1 octet used to specify the search order for this frame classifier relative to other frame classifiers maintained in the classification table by the CLSE at the ESTA.  Frame classifiers are used in order of descending unsigned integer values of the Search priority value until either the MSDU is classified successfully to a virtual stream or the set of available frame classifiers is exhausted.  In the former case the MSDU is transported using QoS data service, later case the MSDU is considered to be a best effort frame and is transported using the asynchronous data service.

The LLC classifier parameters field contains the source MAC address, destination MAC address and ethertype/SAP.  Additional details are << TO BE DEFINED >>.

7.3.2.18 PQ Classification Parameters element

The PC Classification Parameters element contains the set of variable-length parameters necessary to permit the CLSE at each ESTA to identify MSDUs belonging to a particular VS when the VS is distinguished by IEEE 802.1P priority information and/or IEEE 802.1Q VLAN ID information for the MSDU.  The element information field is comprised of 3 items, the contents of which are defined below.  The total length of the information field is variable, ranging from 3 to <<TBD>> octets.

1
1
2
1
(L)

Element ID (34)
Length
(3+L)
VSID
Search priority
802.1P/Q classifier parameters

The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.1.3.5.1.  The contents of this field specify the VS to which the remaining parameters apply.  When an MSDU is classified successfully using one or more of the classifier parameters contained in this element, the contents of this VSID field provide the virtual stream identifier to use as the priority parameter value for the resulting MA-UNITDATA.request primitive used to pass the classified MSDU to the MAC.

The Search priority field is 1 octet used to specify the search order for this frame classifier relative to other frame classifiers maintained in the classification table by the CLSE at the ESTA.  Frame classifiers are used in order of descending unsigned integer values of the Search priority value until either the MSDU is classified successfully to a virtual stream or the set of available frame classifiers is exhausted.  In the former case the MSDU is transported using QoS data service, later case the MSDU is considered to be a best effort frame and is transported using the asynchronous data service.

The 802.1P/Q classifier parameters field contains an IEEE 802.1P priority range and an IEEE 802.1Q VLAN ID.  Additional details are << TO BE DEFINED >>.

7.3.2.19 Alternate EPC Activation element

<< TO BE DEFINED >>

7.3.2.20 Listen Epoch element

The Listen Epoch element defines the subset of the CFP during which the ESTA(s) that are recipient(s) of the specified VS are required to be awake to receive transmissions of stream data type frames for this VS.  The source ESTA for a virtual stream that has a specified listen epoch is required to transmit stream data frames for this VS during that listen epoch.
1
1
2
4

Element ID (36)
Length
(6)
VSID
Epoch
Bit Map

The VSID field is 2 octets in length and has the same format as the VSID field specified in 7.1.3.5.1.

The Listen Epoch field is 4 octets in length and contains a 1 for each subset of the CFP that the destination ESTA(s) are required to be awake.  Each bit corresponds to a period whose duration is 1/32 of the CFPMaxDuration in the most recent beacon frame transmitted in this QBSS.
8. Authentication and privacy

8.1 Authentication services

There are presumably going to be major additions and/or changes to this section as part of the security enhancements.

8.1.1 Open System authentication

8.1.2 Shared Key authentication

8.2 The Wired Equivalent Privacy (WEP) algorithm

8.2.1 Introduction

There are presumably going to be major additions to the privacy function, and the WEP algorithm description probably needs to be split off from the general discussion and turned into a subsection that works in parallel with other algorithm descriptions.

8.2.2 Properties of the WEP algorithm

8.2.3 WEP theory of operation

8.2.4 WEP algorithm specification

8.2.5 WEP Frame Body expansion

The 6-bit Pad subfield in the final octet of the IV field holds the algorithm ID, with 0 for today's WEP algorithm (40-bit RC4 with 24-bit IV).  Any algorithms that require an IV longer than 24 bits need to extend the IV field in a manner that leaves the octet with the Pad and KeyID in the same location as today, and which reduces the maximum MSDU size for any IV lengths over 4 octets.

8.3 Security-Related MIB attributes

There are presumably going to be major additions and/or changes to this section as part of the security enhancements.

8.3.1 Authentication-Related MIB attributes

8.3.2 Privacy-Related MIB attributes

9. MAC sublayer functional description

Mention of the enhanced point coordination function and its support for the QoS data service should appear here.

9.1 MAC architecture

Update figure 47 to show QoS data service.

9.1.1 Distributed coordination function (DCF)

9.1.2 Point Coordination function (PCF)

In paragraph 1 modify "... not specified in this standard ..." to refer to the BSS overlap mitigation procedure in 9.3.3.2.1.

In paragraph 2 add mention of NAV setting at TBTT and from CF Parameter Set elements as the primary source of PCF priority over DCF, as the current text only mentions the shorter IFS.

9.1.3 Coexistence of DCF and PCF

9.1.4 Fragmentation/defragmentation overview

9.1.5 MAC data service

9.2 DCF

Incorporate the changes from 802.11b

9.2.1 Carrier sense mechanism

9.2.2 MAC-Level acknowledgments

9.2.3 Interframe space (IFS)

9.2.3.1 Short IFS (SIFS)

9.2.3.2 PCF IFS (PIFS)

9.2.3.3 DCF IFS (DIFS)

9.2.3.4 Extended IFS (EIFS)

9.2.4 Random backoff time

9.2.5 DCF access procedure

9.2.5.1 Basic access

9.2.5.2 Backoff procedure

9.2.5.3 Recovery procedures and retransmit limits

9.2.5.4 Setting and resetting the NAV

9.2.5.5 Control of the channel 

9.2.5.6 RTS/CTS usage with fragmentation

9.2.5.7 CTS procedure

9.2.6 Directed MPDU transfer procedure

9.2.7 Broadcast and multicast MPDU transfer procedure

9.2.8 ACK procedure

9.2.9 Duplicate detection and recovery

The cache of recent reception information at an ESTA needs to include VSID, and to ensure that an entry is retained for each active stream even though with a low-rate stream the last reception may not be "recent."  Presently the DCF and PCF share the mechanism described in this clause, but it may improve clarity to create a new clause describing the duplicate filtering at ESTAs as part of the material describing the delayed acknowledgement mechanism within section 9.3.  For now the direct impacts of separate sequence number sets per stream are shown here.

The sequence number is generated by the transmitting station as an incrementing sequence of integers that wraps around from 4095 to 0.  STAs use a single sequence of integers for all MPDUs and MMPDUs.  ESTAs use one sequence series of integers for asynchronous data service MPDUs as well as MMPDUs, and a separate set of integers for each virtual stream.
The receiving station shall keep a cache of recently-received <Address 2, sequence-number, fragment-number> tuples.  An ESTA also retains the VSID in each tuple generated due to reception of a data type frame with any subtype that includes Stream data.  A receiving STA is required to keep only the most recent cache entry per Address 2 - sequence-number pair, storing only the most recently received fragment number for that pair.  A receiving STA may omit tuples obtained from broadcast/multicast or ATIM frames from the cache.  A receiving ESTA is required to keep at least one cache entry per Address 2 - sequence-number - VSID triple for as long as long as the virtual stream is {believed to be} active.  An ESTA shall also keep such triples for successfully received MPDUs belonging the same virtual stream that are retained in receive buffers pending retransmission of unsuccessfully received MPDUs with intervening sequence control values.  When there are no such retransmissions pending for a given virtual stream, an ESTA shall retain for that virtual stream one cache entry which stores the logically highest sequence control value received successfully from that virtual stream.
A destination STA shall reject as a duplicate frame any frame that has the Retry bit set in the Frame Control field and that matches a <Address 2, sequence-number and fragment-number> tuple of an entry in the cache.  For data type frames with any subtype that includes Stream data, an ESTA shall reject as a duplicate frame one which has the Retry bit set in the Frame Control field and that matches a <Address 2, sequence-number, fragment-number and VSID> tuple of an entry in the cache.
There is a small possibility that a frame may be improperly rejected due to such a match; however, this occurrence would be rare and simply results in a lost frame (similar to an FCS error in other LAN protocols).

The destination STA shall perform the ACK procedure on all successfully received frames requiring acknowledgment, even if the frame is discarded due to duplicate filtering.  For frames that include an Ack Policy field, the destination ESTA shall perform the procedure required by the specified Ack Policy in all successfully received frames, even if the frame is discarded due to duplicate filtering.

9.2.10 DCF timing relations

9.3 PCF

Add mention of the stream data subtypes and EPC/ESTA functionality, which will be detailed in a new subclause 9.3.5.

9.3.1 CFP structure and timing

In Figure 59 correct the diagram to show that the NAV is set at TBTT, even in the case of a beacon that is delayed due to the medium being busy at TBTT.  This is a seriously confusing error that appears in 802.11-1997 and 802.11-1999.

9.3.2 PCF access procedure

9.3.2.1 Fundamental access

9.3.2.2 NAV operation during the CFP

Clarify the NAV setting (more particularly clearing) in stations based on TBTT or CFDurRemaining so that it removes the ambiguity about clearing the NAV within a CFP due to detection of an ACK frame (which should not occur, since there are specified CF frame exchange sequences that require an ACK, and which is specified properly in the "Channel State" process of the "Reception" block in Annex C).

Also, modify the statement about inter-PC coordination being unspecified in the standard.

9.3.3 PCF transfer procedure

Figure 62 should have TBTT labeled to make the relationship with the NAV setting clear.

9.3.3.1 PCF transfers when the PCF STA is transmitter or recipient

<< needs MAJOR updates >>

Add new data subtypes, CC/RR, schedule frame

Add the following new clause:

9.3.3.1.1 Enhanced PCF STA-to-STA transfers

<< TO BE WRITTEN >>

9.3.3.2 Operation with overlapping point-coordinated BSSs

Limit most of the existing discussion to non-enhanced PCF, refer to 9.3.3.2.1 for overlapping QBSSs.

Add the following new clause:

9.3.3.2.1 BSS overlap mitigation procedure

Detailed description of the "OBSS" mechanism proposed by Wim Diepstraten needs to be written and inserted here.  Several new figures will be required.

<< TO BE WRITTEN >>

9.3.3.3 CFPMaxDuration limit

There should be a reference to the BSS overlap intervals as existing within this limit, but due to the synchronization sometimes causing the boundaries (e.g. TBTT) to move.

9.3.3.4 Contention-Free usage rules

<< needs MAJOR updates >>

9.3.4 Contention-Free polling list

<< needs some updates >>

9.3.4.1 Polling list processing

<< needs some updates >>

9.3.4.2 Polling list update procedure

<< needs some updates >>

Add the following new clause:

9.3.5 QoS Data Service

<< TO BE WRITTEN >>

9.4 Fragmentation

Make it explicit that fragments can be sent in non-contiguous TXOPs.

9.5 Defragmentation

9.6 Multirate support

9.7 Frame exchange sequences

Add the new stream data subtypes, CC/RR exchanges, schedule frame for polled TXOPs, and multiple ESTA transmissions within a TXOP.  Probably a 3rd table should be added for enhanced PCF exchanges.  Also add direct ESTA-to-ESTA transfers in QBSS, WDS transfers to BP, and RTS/CTS exchanges during CFP to determine whether direct ESTA-to-ESTA communication is possible.

9.8 MSDU transmission restrictions

Add appropriate restrictions for intra-stream, but not inter-stream, order preservation for MSDUs sent using the QoS data service.  Explicitly allow reordering of QoS MSDUs based on stream priority and QoS parameter-derived factors.

9.9 Aggregation
The reduction in PHY overhead achievable by aggregation is considerable, and increases with increasing data rates.  This clause will contain rules under which frames may be aggregated without impacting the operation of other MAC mechanisms such as acknowledgement, power save, or WEP.
10. Layer management

Modify the first paragraph as follows.

Both MAC and PHY layers conceptually include management entities, called MAC sublayer management and PHY layer management entities (MLME and PLME, respectively).  These entities provide the layer management service interfaces through which layer management functions may be invoked.  The service interface extensions for QoS management functions at ESTA and EAP is provided by a virtual stream management entity (VSME).
10.1 Overview of management model

10.2 Generic management primitives

10.3 MLME SAP interface

10.3.1 Power Management

Mention the existence of limitations on QoS data service if power save mode is invoked at an ESTA.

10.3.2 Scan

The BSSDescription needs to include information from the QBSS load element when reported at an ESTA that has received a Probe Response from a QBSS.  (Also the newly defined bits in the Capability Information field get reported, etc.)

10.3.3 Synchronization

10.3.4 Authenticate

This service primitive may be modified as part of the security enhancements.

10.3.5 De-authenticate

10.3.6 Associate

10.3.7 Reassociate

10.3.8 Disassociate

10.3.9 Reset

10.3.10 Start

10.4 PLME SAP interface

10.4.1 PLME-RESET.request

10.4.2 PLME-CHARACTERISTICS.request

10.4.3 PLME-CHARACTERISTICS.confirm

10.4.4 PLME-DSSSTESTMODE.request

10.4.5 PLME-DSSSTESTOUTPUT.request

Add the following new clause & its subclauses:

10.5 VSME SAP interface

<to be written>

10.5.1 Virtual Stream update

The following primitives describe how a virtual stream is added, deleted or modified within a QBSS.

10.5.1.1 VSME-VSUPDATE.request

10.5.1.1.1 Function

This primitive requests addition, deletion or modification of a virtual stream.

10.5.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:

VSME-VSUPDATE.request
(

VSID,

VSAction,

VSSubaction,

QoSParameterSet,

FrameClassifier,

VSupdateFailureTimeout

)

Name
Type
Valid Range
Description

VSID
As defined in Frame Format
As defined in Frame Format
Identifies the virtual stream that is the target of this update, and (if relevant) specifies the priority assigned to that virtual stream.

VSAction
As defined in Frame Format
As defined in Frame Format
Specifies the action (add, delete, modify) to be performed on the designated virtual stream.

VSSubaction
As defined in Frame Format
As defined in Frame Format
Provides additional details pertaining to the designated VSAction.

QoSParameterSet
As defined in Frame Format
As defined in Frame Format
Specifies the QoS-related parameter values to be used with the virtual stream, or null if the designated VSAction does not require this information.

FrameClassifier
As defined in Frame Format
As defined in Frame Format
Specifies the IP, LLC, or 802.1P/Q classification parameters to be used with the virtual stream, or null if the designated VSAction does not require this information.

VSupdateFailureTimeout
Integer
greater than or equal to 1
Specifies a time limit (in TU) after which the VS update procedure will be terminated.

10.5.1.1.3 When generated

This primitive is generated by the SME at an ESTA when an SBM (or similar) entity wishes to create, delete or modify a virtual stream within the QBSS.

10.5.1.1.4 Effect of receipt

This primitive initiates a  VS update procedure.  The MLME subsequently issues a MLME-VSUPDATE.confirm that reflects the results.

10.5.1.2 VSME-VSUPDATE.confirm

10.5.1.2.1 Function

This primitive reports the results of a virtual stream update attempt.

10.5.1.2.2 Semantics of the service primitive

The primitive parameters are as follows:

VSME-VSUPDATE.confirm
(

ResultCode

)

Name
Type
Valid Range
Description

ResultCode
enumeration
SUCCESS,

INVALID_
PARAMETERS,

INSUFFICIENT_
BANDWIDTH,

TIMEOUT
Indicates the result of the MLME-VSUPDATE.request.

10.5.1.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-VSUPDATE.request to add, delete or modify a specified virtual stream within the QBSS.

10.5.1.2.4 Effect of receipt

The SME is notified of the results of the virtual stream update procedure.

10.5.1.3 VSME-VSUPDATE.indication

10.5.1.3.1 Function

This primitive reports the occurrence of an update to a virtual stream within the QBSS at an ESTA that is an addressee of the stream.

10.5.1.3.2 Semantics of the service primitive

The primitive parameters are as follows:

VSME-VSUPDATE.indication
(

VSID,

VSAction,

VSSubaction,

QoSParameterSet,

FrameClassifier

)

Name
Type
Valid Range
Description

VSID
As defined in Frame Format
As defined in Frame Format
Identifies the virtual stream that is the target of this update, and (if relevant) specifies the priority assigned to that virtual stream.

VSAction
As defined in Frame Format
As defined in Frame Format
Specifies the action (add, delete, modify) to be performed on the designated virtual stream.

VSSubaction
As defined in Frame Format
As defined in Frame Format
Provides additional details pertaining to the designated VSAction.

QoSParameterSet
As defined in Frame Format
As defined in Frame Format
Specifies the QoS-related parameter values to be used with the virtual stream, or null if the designated VSAction does not require this information.

FrameClassifier
As defined in Frame Format
As defined in Frame Format
Specifies the frame classification parameters to be used with the virtual stream, or null if the designated VSAction does not require this information.

10.5.1.3.3 When generated

This primitive is generated by the MLME as a result of the occurrence of a virtual stream update procedure that effects a virtual stream whose source or destination address designates this ESTA.

10.5.1.3.4 Effect of receipt

The SME is notified of the occurrence of the virtual stream update and the update action and virtual stream parameters for that update.
10.5.2 QoS Status notification
The following primitive is used to advise external entities of certain QoS status changes originating within the MAC sublayer.
10.5.2.1 VSME-Status.notification
10.5.2.1.1 Function
This primitive reports instances where the provided QoS differs from the requested QoS.
10.5.2.1.2 Semantics of the service primitive
VSME-STATUS.notification
(

VSID,

ParameterBitMap
)

Name
Type
Valid Range
Description

VSID
As defined in Frame Format
As defined in Frame Format
Identifies the virtual stream that is the source of this notification.

ParameterBitMap
As defined in Frame Format
As defined in Frame Format
Identifies the QoS parameter(s) that exceed the applicable notification threshold(s).

10.5.2.1.3 When generated

This primitive is generated when the TAME detects an instance where the provided QoS differs from that specified in the QoS parameter set of the VS by an amount that exeeds the notification threshold specified for that parameter.

10.5.2.1.4 Effect of receipt

The VSME is notified of the occurrence of the service exception and the parameter(s) affected thereby.

11. MAC sublayer management entity

11.1 Synchronization

11.1.1 Basic approach

11.1.1.1 TSF for infrastructure networks

11.1.1.2 TSF for an independent BSS (IBSS)

11.1.2 Maintaining synchronization

11.1.2.1 Beacon generation in infrastructure networks

Add the following new clause:

11.1.2.1.1 Proxy beacon generation

A description of the proxy Beacon and how and when sent goes here.

Add the following new clause:

11.1.2.1.2 Inter-QBSS TSF synchronization procedure

A description of the synchronization procedure for the TSF timers of overlapping QBSSs goes here.

11.1.2.2 Beacon generation in an IBSS 

11.1.2.3 Beacon reception

11.1.2.4 TSF timer accuracy

11.1.3 Acquiring synchronization, scanning

11.1.3.1 Passive scanning

11.1.3.2 Active scanning

11.1.3.2.1 Sending a probe response

11.1.3.2.2 Active scanning procedure

11.1.3.3 Initializing a BSS

11.1.3.4 Synchronizing with a BSS

11.1.4 Adjusting station timers

11.1.5 Timing synchronization for frequency-hopping (FH) PHYs

11.2 Power management

11.2.1 Power management in an infrastructure network

11.2.1.1 Station Power Management modes

11.2.1.2 AP TIM transmissions

11.2.1.3 TIM types

11.2.1.4 AP operation during the contention period

11.2.1.5 AP and EAP operation during the CFP

A description of the differences in AP and EPC support for CF power management goes here.

11.2.1.6 Receive operation for STAs in PS mode during the contention period

11.2.1.7 Receive operation for STAs and ESTAs in PS mode during the CFP

A description of the differences in STA and ESTA handling of CF power management goes here.

11.2.1.8 STAs operating in the Active mode

11.2.1.9 AP and EAP aging function

Mention is needed that an EPC gives precedence to the delay bound over the aging limit based on aListenInterval for MSDUs buffered for the QoS data service.

11.2.2 Power management in an IBSS

11.2.2.1 Basic approach

11.2.2.2 Initialization of power management within an IBSS

11.2.2.3 STA power state transitions

11.2.2.4 ATIM and frame transmission

11.2.3 Power management in a QBSS

Mention that QBSS power manaqement is modal.  If an ESTA wants to be able to sleep during CFPs the frame control field of its (Re)Association Request management frame must be set, in which case the EAP defines, and the TAME honors, a Listen Epoch that defines the subset of the CFP that the ESTA is required to be awake.  If the ESTA with a Listen Epoch wants to be able to use the full CFP that ESTA must reassociate with the same EAP.
11.3 Association and reassociation

11.3.1 STA association procedures

11.3.2 AP and EAP association procedures

A description of the differences in AP and EPC handling of association (if any) goes here.

11.3.3 STA reassociation procedures

11.3.4 AP and EAP reassociation procedures

A description of the differences in AP and EPC handling of reassociation, in particular the transference of active virtual streams in the case of an ESTA reassociating with an EPC, goes here.

11.4 Management information base (MIB) definitions

New MIB attributes:

dot11ScheduleInitiationDelay (integer)
The starting countdown value for the Initiation Delay in Schedule frames sent after Beacons to define scheduled (persistent) TXOPs.  Default value is 2, causing 3 transmissions of a new Schedule before the new TXOPs take effect.

dot11MaximumOverlap
The maximum number of overlapping BSSs tolerated by an EPC before ceasing to provide QoS data service.

dot11...

ANNEX E
(Informative)
Bibliography

Several non-IEEE specifications, including RFC2210, RFC2814, RFC2815, RFC2816, and the DOCSIS Radio Frequency Interface Specification, may be worth adding to Annex E.

Annex F
(informative)
Interaction with higher layer QoS management entities

<text to be inserted>
This informative annex explains possible and/or preferred ways to use the QoS services in conjunction with higher-layer QoS management mechanisms, in particular IntServ and SBM.
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